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This thesis explores semantic foundations and logical techniques to reason about programs that
are both randomized and concurrent. Concurrent programs display unpredictable behavior due
to the different ways that the scheduler can interleave parallel threads. Randomness prevents
the program’s flow from being exploited by the scheduler to force undesirable outcomes. For
decades, the combination of randomization and concurrency has been used to design consensus
and synchronization protocols, ensure security and privacy of data, and generally improve the
efficiency and reliability of distributed systems.

Due to the complex ways that concurrency and randomization interact, ensuring the correct-
ness of programs that make use of both effects through testing and informal means is intractable,
motivating the use of formal methods instead. However, prior to the work presented in this the-
sis, there was no semantic model that could capture the distributions of outcomes in randomized
concurrent programs with unbounded loops, let alone logical techniques to reason about them.

This thesis introduces a program logic called Probabilistic Concurrent Outcome Logic (pcOL),
which provides a powerful toolset for verifying the correctness of randomized concurrent pro-
grams. Although the construction of pcOL is quite sophisticated, this thesis works from first
principles to thoroughly explain the metatheory of pcOL in a self contained way. Inspired by
separation logic, pcOL uses compositional reasoning techniques to derive expressive specifica-
tions without considering all the possible interleavings of concurrent threads. That expressive
power is demonstrated by proving correctness of a variety of case studies including randomness

preserving protocols, a concurrent shuffling algorithm, and private information retrieval.
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CHAPTER 1

INTRODUCTION

Randomization has long played a central role in concurrent computing, offering elegant and prac-
tical solutions to problems that are difficult, or impossible, to solve deterministically. The power
of randomization was highlighted throughout the 1970s and 1980s when it was proven that some
consensus and synchronization problems have no deterministic solution [Dijkstra 1971; Angluin
1980; Fischer et al. 1985], yet they have simple randomized ones [Lehmann and Rabin 1981; Ben-
Or 1983; Itai and Rodeh 1990].

Randomization, via explicit coin flip operations performed in the program, breaks the symme-
tries that underlie those impossibility results and has thus become an essential tool in the design
of concurrent algorithms. Beyond distributed protocols, randomization is also crucial to security
and privacy and can improve algorithmic efficiency, even for problems that do have determinis-
tic solutions. Concrete applications include distributed cryptography [Alpos and Cachin 2023],
consensus [Gilad et al. 2017; Miller et al. 2016; Frank et al. 2025], databases [Corbett et al. 2012;
Heule et al. 2013], and many others.

Despite their ubiquity, randomized concurrent algorithms are notoriously difficult to under-
stand and test. Their behavior depends on both probabilistic choices and nondeterministic thread
scheduling, leading to an enormous space of possible executions that cannot be exhaustively ex-
plored through testing or informal reasoning. Correctness proofs are a promising alternative, but
the pen-and-paper approach results in proofs that are brittle and error prone, as Lehmann and

Rabin remarked when studying the randomized Dining Philosophers problem:

“Proofs of correctness for probabilistic distributed systems are extremely slippery; in fact the

proof presented here (hopefully correct) is only the last one in a sequence of incorrect proofs.”

— Lehmann and Rabin [1981]

Program logics offer a solution: by mechanically deriving correctness guarantees, they promise



not to further extend the “sequence of incorrect proofs” But in the forty-five years leading up to the
publication of this thesis, formal logical techniques that augment concurrency reasoning with the
ability to specify random outcomes have remained notably underdeveloped. Recent decades have
seen major advances in logical techniques for concurrent programs and, separately, probabilistic
programs, but a significant leap beyond the state of the art was still required in order to seamlessly
integrate both paradigms into a single logical system.

This thesis introduces Probabilistic Concurrent Outcome Logic (pcOL), a foundational new
approach to reasoning about programs that are both randomized and concurrent. The theory
of pcOL is designed from the ground up to natively support both compositional concurrency
reasoning and also expressive abilities to describe the distributions of random program behaviors.
Such capabilities required fundamental advancements including a new semantic model called
pomsets with formulae, and logical techniques to inspect the probabilistic outcomes from coin flip
operations and the nondeterministic behaviors resulting from concurrent scheduling.

This thesis iteratively builds up the theory of pcOL from first principles, starting from purely
probabilistic computation (Chapters 3 and 4), to adding explicit nondeterministic choice (Chap-
ter 5), and finally to adding nondeterminism induced by concurrent scheduling (Chapters 6 and 7).
Each progressive step introduces new challenges and insights, which are overviewed in the pro-

ceeding sections.

1.1 THEORETICAL CHALLENGES

Randomized concurrent algorithms feature two interacting types of unpredictable behavior. Ran-
dom behaviors arise from explicit use of sampling operations x :~ d, and can be analyzed quan-
titatively. Nondeterministic behaviors arise from concurrent scheduling C; || C,, and must be
treated demonically, i.e., the algorithm must operate properly even in the presence of an adver-
sarial scheduler that always behaves in the worst way possible.

The interaction between probabilistic actions and nondeterministic scheduling results in com-



plex behavior. Consider the following program, which assigns a uniformly sampled Boolean to

the variable x while the two concurrent threads race to assign y.
x:~Ber(3) 5y =1 | y=o0

After executing the program, we may want to know the probability of x being equal to y. During
execution, the scheduler will choose how to interleave the two threads, so the commands will

execute in one of the following concrete orders.

x:xBer(%);ytzlsy::O x:xBer(%);y::O;y::l y:zOSx:zBer(%);y::l

However, we do not yet know the probability that each of those schedules could be chosen. De-
termining that probability requires us to carefully consider the capabilities of the scheduler. Can
the scheduler adapt to probabilistically chosen values, or is it oblivious to the sampling operations
[Ben-David et al. 1990]? Is the scheduler deterministic, or can it perform probabilistic computa-
tion too [Varacca and Winskel 2006]?

Once we answer those operational questions, we can develop a formal semantic model that is
faithful to way that we expect programs to execute. Semantics gives us a ground truth meaning
for each program, but it is too complicated to reason about directly. Logical rules on top of the
semantics provide higher level ways to mechanically derive human-readable specifications about
a program. A soundness proof connects the two by ensuring that each specification derived in
the logic is valid according to the semantic model.

However, semantic models that combine randomization with a nondeterministic concur-
rent scheduler are extraordinarily complex. Several negative results have shown that naive ap-
proaches to modeling the combination of nondeterministic and probabilistic computation are not
well behaved [Varacca and Winskel 2006; Zwart and Marsden 2019; Zwart 2020; Parlant 2020],
underscoring the need for a more rigorous approach. As a result, the convex powerdomain has
emerged as a prominent formal model [He et al. 1997; Mclver and Morgan 2005], but it had not

previously been used to model concurrency.



Unbounded looping introduces further complexities. Many randomized algorithms do not
terminate in a fixed amount of time. Instead, the probability of termination converges to one
as time goes to infinity. Liveness analysis therefore requires complex probabilistic reasoning on
infinite traces. Furthermore, bugs can be introduced when a correct algorithm is translated into

a concrete implementation [Aguilera and Toueg 2012]. As a Google engineering team noted:

“In order to build a real-world system, an expert needs to use numerous ideas scattered in the
literature and make several relatively small protocol extensions. The cumulative effort will

be substantial and the final system will be based on an unproven protocol.”

— Chandra et al. [2007]

The more abstract the theory is, the harder it is to gauge whether an implementation matches
it. Early attempts to prove probabilistic liveness modeled programs using Markov Decision Pro-
cesses [Hart et al. 1983], which do not closely mirror the syntax of programs. Formal methods
enable direct reasoning about programs that are syntactically similar to a concrete implementa-
tion, which helps prevent bugs that arise due to the mismatch between a program and its proof.

Building on decades of progress on formal methods for analyzing probabilistic programs and
concurrent programs, this thesis presents the first semantic model (Chapter 6) and associated
program logic (Chapters 3 to 5 and 7) for verifying randomized concurrent programs in terms
of their distributions of outcomes. Prior approaches were not able to handle unbounded loops
and has less expressive power to describe the distributions over observable behaviors, therefore

examples like the one in Section 1.2 were previously out of reach of formal methods.

1.2 KEY IDEAS AND CONTRIBUTIONS

In order to demonstrate the novel features of pcOL, we now turn to the concurrent shuffling

algorithm ConcurrentShuffle in Figure 1.1, which is a parallelized version of the Rao-Sandelius



ConcurrentShuffle :
Partition ; (Shuffle; || Shuffle;) s a = a; + a

Partition: Shuffley :
a; = []saz=[]5i:=0% i = len(ag) §
while i < len(a) do while iz > 0 do
(a1 = snoc(ay, ali])) ®1 (ay = snoc(ay, ali])) ¢ Ji :~unif ([0, .., ik]) ¢
i=i+1 ax = swap(ax, ix, jk) 5
i =i —1

Figure 1.1: A concurrent shuffling algorithm.

[Rao 1961; Sandelius 1962] algorithm. Given an input list ¢ stored in the variable a, the goal of
ConcurrentShuffle is to terminate in a state where a is a uniformly chosen permutation of ¢.
The input list is first randomly bucketed into two sublists a; and a, using the Partition
routine. Next, a; and a; are shuffled in parallel using the Shuffle; routine, which is an imple-
mentation of the Fisher-Yates algorithm [Fisher and Yates 1938]. Finally, the two segments are
concatenated together to form the final shuffled list. A full explanation of the algorithm and ac-
companying correctness proof are given in Section 8.2, but we will now highlight some of the

challenges that emerge in that proof to motivate the overall technical approach of this thesis.

1.2.1 Compositional Reasoning about Probabilistic Concurrency

When executing Shuffle; || Shuffle,, the scheduler chooses how to interleave the atomic com-
mands in the two threads, both of which contain loops over lists of unspecified lengths. The
concurrent execution therefore yields a massive number of possible interleavings, which grows
exponentially with the size of the input list. It is not feasible to enumerate all of those executions,
so we instead need a compositional way to reason about the two threads in isolation, and then
make an inference about their behavior when composed in parallel.

Concurrent Separation Logic (CSL) [O’Hearn 2004; Brookes 2004] already provides compo-
sitional ways to reason about concurrent threads in non-probabilistic programs. Specifications

in CSL are given in terms of preconditions and postconditions: {P} C {Q} means that if P ini-



tially holds, then Q will hold after the command C runs. The PAR rule below allows us to infer a
specification about a concurrent program from specifications about the two individual threads.

{P1} C1 {Q1} {P2} C3 {Q2}
Par
{P1* P2} Cy || C2 {Q1 % Qo)

Above, the separating conjunction P, * P, means that P; and P, hold in disjoint portions of memory.

That separation is crucial to the soundness of PAR because it guarantees that the threads C; and
C, cannot interfere with each other.

In pcOL, specifications are similarly given as triples (¢) C (¥/), but the pre- and postcondi-
tion are now expressed in a probabilistic language. The assertion [P| means that P holds with
probability 1 and the outcome conjunction @@, ¢ means that the logical variable X is distributed
according to the distribution d, with ¢ holding for every value of X. Combining the two, x ~ d is
syntactic sugar for P x~g!% /= X, which means that the value of x is distributed according to
d. In the shuffle example, our goal is to derive the following specification, which states that if a

initially holds the list #, then a will be a uniform permutation of £ once the program terminates.
([a +— £]) ConcurrentShuffle (a ~ unif (II1(¢)) )

Let us now turn back to the parallel invocations of Shuffle; and Shuffle,. As we previously
established, the concurrent execution results in a massive blowup in execution paths, which can-
not be exhaustively explored. We instead need a compositional approach where we reason about
the threads in isolation and then infer their joint behavior. We start with specifications stating

that each thread produces a uniform permutation of its input.
<|7a1 = A1—|> Shufflel (a1 ~ unif (H(Al)) >

<|'az > A2—|> Shuff’lez (a2 ~ unif (H(Az)) >

In addition, as we will see in Chapter 7, pcOL has a PARr rule that allows us to combine the above

specifications in a similar way to CSL, yielding the specification below.

([al = Al-l * [az = A2—|> Shuffle; || Shuffle, (a1 ~ unif (H(Al) *dy ~ unif (H(Az))))



But to complete the proof, it is not enough to know how a; and a; are distributed on their own;
we also need to know their joint distribution. More precisely, if the scheduler could induce a
probabilistic correlation such that observing a particular shuffle of a; makes some other shuffle
of a; more likely, then the combinatorial argument would not work out to conclude that a is
ultimately uniformly shuffled. We need to ensure that the concurrent execution results in a; and
a; being probabilistically independent, which formally means that for any permutations 7; and 7,

of the initial values of a; and a,, the following equation holds at the end of the execution.
Play = m A az = mp] =Play = m] - Pla = 2]

The ability to recover the joint probability by multiplying the individual probabilities gives us the
compositionality that we need to derive expressive specifications about parallel threads. Prob-
abilistic independence is therefore one of the key concepts that makes concurrency reasoning
tractable. We work in a model of separation where ¢ * ¢ additionally implies probabilistic inde-
pendence of the events described by ¢ and ¢. The idea to model independence using separation
was first explored by Barthe et al. [2020] in Probabilistic Separation Logic (PSL). In Chapter 3, we
give a new model of probabilistic separation that supports more powerful forms of case analysis
compared to prior work. Case analysis is a crucial component of reasoning about probabilistic

programs, as we will see in the next section.

1.2.2 Case Analysis and Conditioning

When the execution of a probabilistic program branches into many possible random outcomes,
it is often necessary to do case analysis, or condition, on those outcomes. In the concurrent shuf-
fling algorithm from Figure 1.1, we already got a glimpse of how pcOL enables us to derive a

compositional specification about concurrently executing threads:

([al = Al-l * [az = Ag—l) Shuf’flel || Shuf’fleg <611 ~ unif (H(Al) * dg ~ unif (H(Az))))

But the specification above only pertains to a single outcome of the Partition procedure, which

has 2" uniformly random outcomes where n is the length of the input list. We can therefore view



a; ~ unif (IT(A;) * a; ~ unif (II(A;))) not as giving the actual probabilities that a; and a, take
on particular values, but rather the conditional probability given that the input list £ has been
partitioned into A; and A;. In pcOL, reasoning about conditional probabilities is achieved using

the SpL1T rule, which is inherited from standard Outcome Logic [Zilberstein 2025].

(@) C ()

S
(Doc@Dn

X~d X~d

SpLIT essentially states that if the random outcomes of the program are initially distributed ac-
cording to d, then we can condition on d and reason about the program as if X has a fixed value,
before putting the postcondition back under an outcome conjunction. As we will see in Chapter 4,
splitting enables a whole host of analysis applications. On top of enabling us to reason about the
concurrent execution in ConcurrentShuffle, splitting is also required to handle control flow.

For example, the program below branches based on a random coin flip.
x ~ Ber (3) §if x = 0 then C; else C,

SeriT allows us to condition on whether the guard of the if statement evaluates to true or false,
and thus we can determine the full distribution of program outcomes because we will know
whether C; or C; runs in each case. Prior variants of PSL had either no splitting rules [Li et al.
2023] or more limited ones [Bao et al. 2025], making pcOL a more powerful logic for reasoning

about probabilistic control flow.

1.2.3 Shared State and Nondeterminism

We have now seen a brief sketch of the logical capabilities needed to prove correctness of the
ConcurrentShuffle program. While already involved, that program does not have any shared
state, and so the result is essentially deterministic since the interleaving order does not matter.

Even larger challenges arise when the threads do have shared state, such as in the program below.

(z = 1gx:zBer(%)323: x) ” y:zBer(g)



In the schedule where the entire left thread is executed before the right one, the program is effec-
tively equivalent to x:~Ber (%) sy:~Ber (%), so x and y are clearly correlated since the probability
of y being 0 or 1 is directly influenced by the value of x. Therefore, the pcOL rule for compos-
ing the specifications for two concurrent threads (PAR) has additional simple side conditions to
ensure that the scheduler cannot induce an observable correlation between the distributions of
outcomes in the two threads.

Achieving that observable independence requires several pieces of complex machinery. In
Chapter 3, we see how the assertion language of preconditions and postconditions allows us to
talk about independence at varying levels of granularity. Later, in Chapters 5 and 7, we present
sound strategies for reasoning about nondeterministic outcomes that do not violate the proba-

bilistic independence guarantees of pcOL.

1.2.4 Semantics and Soundness

The previous sections have provided a brief tour of the reasoning principles of pcOL. Those ex-
pressive forms of reasoning are only possible due to a new semantic model for probabilistic con-
current programs, which is able to model the entire set of distributions resulting from all the
possible interleavings of parallel probabilistic threads. That new model, called pomsets with for-
mulae, handles loops using domain-theoretic foundations, which provide compositional ways to
approximate the behavior of unbounded computations using finite unrollings.

The key difficulty in modeling concurrent programs is that the semantics is not composi-
tional. As demonstrated by the program below, executing two programs in parallel can produce

behaviors that are not observable by an isolated execution of either thread.
x=0sifx=0theny:=0elsey =1 || x:=1

Here, the left thread will always assign y to 0 and the right thread does not assign y at all, but
when composed in parallel, there is an interleaving where y gets assigned to 1. Because of that,

the semantics of parallel programs cannot simply be given as a state transformer function that



takes in start states and returns end states, as there would be no way to determine the semantics
of C; || C, from the semantics of C; and C,.

Instead, the dominant denotational technique for concurrency semantics, partially ordered
multisets (pomsets) [Gischer 1988; Pratt 1976], models the causality between the actions in a
program using a partial order. However, prior variants of pomsets could not properly model the
randomized control flow needed to handle probabilistic programs. By contrast, pomsets with
formulae introduce a new type of guarded branching, which allows all of the random outcomes
to be represented within a single semantic structure. For example, the program below on the left

corresponds to the pomset with formulae on the right.

y:=0 y=1 y:=2
if x = 0 then N /G
. ?(x =0)
Cxx zBer(l) y=0 =2 [C] = \
2 else v pom .

y:=1 T

x :~ Ber ()
After the initial sampling operation, the program execution branches into two concurrent threads.
That is modeled by the fact that the ® node has two outgoing causality arrows, meaning that the
commands that follow could be interleaved in any order. The later if statement results in different
kinds causality arrows, which are only enabled if the test at their root passes or fails, respectively.
The full details of pomsets with formulae are given in Chapter 6 and the soundness of pcOL with

respect to that model is proven in Chapter 7.

1.3 OUTLINE AND PREVIOUSLY PUBLISHED WORK

As outlined in the prior section, the primary contribution of this thesis is the new pcOL pro-
gram logic, which we build up iteratively from first principles. Because the theory of pcOL is so
complex, it is best communicated in steps starting from pure probabilistic reasoning (Chapters 3
and 4), then adding nondeterminism (Chapter 5), then moving to a setting where nondeterminism

arises from concurrent scheduling (Chapters 6 and 7).
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That progression is also inspired by a sequence of six peer-reviewed papers published by
the author and collaborators, introduced in Section 1.3.1. However, this thesis is not merely a
concatenation of those papers. As described in Section 1.3.2, the technical content of the earlier
papers has been reworked in order to incorporate later advancements, turning the entire body of
work into a coherent development with consistent definitions and notation. A full outline of the

chapters is given in Section 1.3.3.

1.3.1 Previously Published Work

The technical contents of this thesis draw on the six peer-reviewed publications described below.

The author of this thesis is the first author and lead contributor to all of the works.

Outcome Logic. Outcome Logic is a unified theory for reasoning about programs with different
kinds of computational effects such as nondeterminism, randomization, and exceptions. It was
first developed as a means to reason about both correctness (verification) and incorrectness (bug-

finding) within a single logic through two papers published at OOPSLA 2023 and 2024.

Noam Zilberstein, Derek Dreyer, and Alexandra Silva. 2023. Outcome Logic: A Unifying Foundation for
Correctness and Incorrectness Reasoning. Proc. ACM Program. Lang. 7, OOPSLA1, Article 93 (Apr 2023), 29
pages. https://doi.org/10.1145/3586045

Noam Zilberstein, Angelina Saliling, and Alexandra Silva. 2024. Outcome Separation Logic: Local Reason-
ing for Correctness and Incorrectness with Computational Effects. Proc. ACM Program. Lang. 8, OOPSLA1,
Article 104 (Apr 2024), 29 pages. https://doi.org/10.1145/3649821

Later, the core foundations were refined and generalized in the following TOPLAS 2025 paper,

which focused more on the proof theory and extended the rules to handle unbounded loops.

Noam Zilberstein. 2025. Outcome Logic: A Unified Approach to the Metatheory of Program Logics with
Branching Effects. ACM Trans. Program. Lang. Syst. Vol 47, Issue 3, Article 14 (Sept 2025), 71 pages.
https://doi.org/10.1145/3743131

Demonic Outcome Logic (DOL). Whereas standard Outcome Logic can be instantiated to
reason about nondeterminism or randomization, pOL, introduced in the following POPL 2025

paper, handles the interaction between both effects in a single program.

11


https://doi.org/10.1145/3586045
https://doi.org/10.1145/3649821
https://doi.org/10.1145/3743131

Noam Zilberstein, Dexter Kozen, Alexandra Silva, and Joseph Tassarotti. 2025b. A Demonic Outcome Logic
for Randomized Nondeterminism. Proc. ACM Program. Lang. 8, POPL, Article 19 (Jan 2025), 30 pages.
https://doi.org/10.1145/3704855

The rules for reasoning about random outcomes in bOL carry over exactly from standard Out-
come Logic, whereas nondeterminism is treated demonically. As such, a bOL specification states
that the random outcomes of a program are distributed in a particular way regardless of how the

adversarial nondeterminism is resolved.

Pomsets with Formulae. Most prior logics that combine randomization and concurrency have
used operational models. The shortcoming of operational approaches is that they cannot account
for the infinitary aggregation of all the individual steps in order to produce the entire set of dis-
tributions that result from both nondeterministic and probabilistic computation. The following
paper from CONCUR 2025 introduced pomsets with formulae, the first semantic model for pro-

grams that are both probabilistic and concurrent with unbounded while loops.

Noam Zilberstein, Daniele Gorla, and Alexandra Silva. 2025a. Denotational Semantics for Proba-
bilistic and Concurrent Programs. In 36th International Conference on Concurrency Theory (CONCUR
2025) (Leibniz International Proceedings in Informatics (LIPIcs), Vol. 348), Patricia Bouyer and Jaco van
de Pol (Eds.). Schloss Dagstuhl — Leibniz-Zentrum f’ur Informatik, Dagstuhl, Germany, 39:1-39:24.
https://doi.org/10.4230/LIPIcs.CONCUR. 2025.39

Pomsets with formulae are equipped with a linearization operator, which results in the exact same
semantics as was used in bOL when specialized to programs without any concurrent execution.

The connection between the two models laid the groundwork for a concurrent extension of bOL.

Probabilistic Concurrent Outcome Logic (PcOL). In a culmination of the five prior papers,

the following paper, which won a Distinguished Paper Award at POPL 2026, introduced pcOL.

Noam Zilberstein, Alexandra Silva, and Joseph Tassarotti. 2026. Probabilistic Concurrent Reasoning in
Outcome Logic: Independence, Conditioning, and Invariants. Proc. ACM Program. Lang. 10, POPL (Jan
2026), 30 pages. https://doi.org/10.1145/3776651

As we saw in Section 1.2, pcOL uses probabilistic independence to construct the joint distribution

over all the variables in concurrent threads. That required a new measure-theoretic assertion
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model to simultaneously reason about probabilistic and nondeterministic outcomes a la pOL, and
also expressions about independence at varying granularity. As a result, pcOL is the first logic

that combines expressive probabilistic reasoning with compositional concurrency reasoning.

1.3.2 Changes from Prior Work

Although the six papers described in Section 1.3.1 already constitute a coherent line of work,
significant advancements were made later in the development, which informed improvements to
technical content of the earlier papers. As such, the presentation in this thesis has been thor-
oughly reworked by interspersing the latest insights throughout the entire progression.

In particular, all of the logics in this thesis are based on the measure-theoretic assertion model
of pcOL, which was introduced by Zilberstein et al. [2026]. Some of the challenges and insights
related to designing pcOL around that model therefore appear in this thesis before turning to
concurrency. For example, the interaction between probabilistic independence and control flow
shows up when reasoning about purely probabilistic programs (Chapter 4), and the challenges
around controlling for correlations induced by the scheduler show up in bOL (Chapter 5).

In addition, new results formally show how the logics introduced in each chapter build on
each other. Theorem 5.8 shows that DOL is a conservative extension of Probabilistic Outcome
Logic (POL). Formally, that means that for any program C, which is syntactically limited to only
use probabilistic (and not nondeterministic) constructs, a bOL specification about C has the exact
same meaning as a POL specification about C. Similarly, Theorem 7.4 and Corollary 7.5 show that
pcOL is a conservative extension of bOL and POL, respectively. As a result, the soundness of all
three logics stem from a single correctness proof in Theorem 7.10.

Although pcOL itself is essentially unchanged from the version due to Zilberstein et al. [2026],
the presentation in this thesis is entirely self contained. As such, this thesis provides a more com-
prehensive reference on the design choices, semantic models, and historical context that con-

tributed to the final logic.
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1.3.3 Outline

The chapters of this thesis form a progression in which the entire pcOL theory is iteratively built
up from first principles. As outlined below, each chapter builds on the previous ones to introduce
more capabilities into the logical approach, while also highlighting new insights and challenges.
Chapters 3 to 7 each begin with an overview section outlining the key ideas. Chapters 4, 5 and 7,
which introduce POL, pOL, and pcOL, use two running examples to demonstrate how the capa-

bilities of each logic builds on the previous iteration.

Chapter 2: Preliminaries and Mathematical Foundations. The technical chapters begin
by providing the mathematical background that will underlie the remainder of the development.
We start with a recipe for defining denotational semantics, and show how that recipe can be
instantiated to model probabilistic programs. We also introduce a variety of program logics that

served as inspiration for pcOL.

Chapter 3: A Measure Theoretic Model of Outcomes. In the first technical contribution,
we introduce a language of outcome assertions for expressing properties about the distribution of
outcomes that can occur from running a probabilistic program. Outcome assertions include both
the ability quantify the probabilities of outcomes and also to reason modularly about distributions

over subsets of the program variables. The technical content is based on Zilberstein et al. [2026].

Chapter 4: Probabilistic Outcome Logic. Probabilistic Outcome Logic (POL) is the first iter-
ation of our program logic. It has expressive inference rules for reasoning about the distributions
of outcomes in purely probabilistic programs with unbounded loops. The technical content is

based on Zilberstein [2025] and Zilberstein et al. [2026].

Chapter 5: Demonic Outcome Logic. Demonic Outcome Logic (DOL) extends POL for rea-

soning about probabilistic programs, which additionally feature a demonic adversary that con-
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trols nondeterministic choices. Modeling the interaction between random and demonic choice
requires a more sophisticated semantic model, and reasoning about that interaction introduces
new challenges. For example, bOL must carefully control for probabilistic correlations between
local and global state that could be caused by demonically controlled nondeterminism. The tech-

nical content is based on Zilberstein et al. [2025b, 2026].

Chapter 6: Denotational Semantics for Probabilistic Concurrent Programs. In a detour
from program logics, we define the pomsets with formulae semantic model, which we introduced
at the beginning of Section 1.2. Pomsets with formulae are carefully designed to be compatible
with the convex powerdomain, which underlies the soundness of bOL. The technical content is

based on Zilberstein et al. [2025a].

Chapter 7: Probabilistic Concurrent Outcome Logic. As a culmination of all the prior
chapters, pcOL extends pOL for expressive reasoning about randomized concurrency, with
metatheory backed by pomsets with formulae. The logic uses separation to compositionally rea-
son about threads in a concurrent programs and resource invariants to handle shared state. The
nondeterministic reasoning abilities of DOL prove crucial when inspecting shared state that may

be altered by parallel threads. The technical content is based on Zilberstein et al. [2026].

Chapter 8: Case Studies. To demonstrate the cumulative features of the prior chapters, we
present correctness proofs for three more involved example programs including the concurrent

shuffling algorithm from Section 1.2. The examples first appeared in Zilberstein et al. [2026].

Chapter 9: Conclusion. We conclude by discussing applications of pcOL and future work to
support larger scale verification efforts. That future work, some of which is already underway,

includes both further theoretical developments and proposed applications of the logic.
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CHAPTER 2

PRELIMINARIES AND MATHEMATICAL FOUNDATIONS

Formal methods are mathematically rigorous techniques for proving properties about the be-
havior of programs. Those techniques rely on establishing a precise semantics or meaning for
programs, which is phrased as a complex mathematical object. The complexity increases further
with the addition of computational effects such as randomization, concurrency, and unbounded
looping. To tame that complexity, we often do not need to specify the program’s precise meaning,
but rather only a sound approximation of it.

Although there are many techniques for specifying the behavior of a program, this thesis
focuses on program logics. Program logics like Hoare Logic [Hoare 1969] provide a language
to describe the behavior of a program in terms of preconditions and postconditions. In classical
Hoare Logic, pre- and postconditions describe individual program states, but the inclusion of
effects such as randomization means that they must describe more complex properties, such as
how the program outcomes are randomly distributed.

In this chapter, we survey the mathematical concepts that underlie the development of pro-
gram logics. First, we discuss an extensible strategy for defining program semantics in Section 2.1.
Next, we instantiate that approach to model probabilistic programs in Section 2.2. We then in-
troduce Hoare Logic (Section 2.3), separation logic (Section 2.4), and the author’s prior work on

Outcome Logic (Section 2.5), all of which inspired the contributions in later chapters.

2.1 DENOTATIONAL SEMANTICS AND DOMAIN THEORY

Program semantics has been studied in many styles and for many different types of languages.
In this dissertation, we will work with imperative languages, stemming from a basic syntax,
shown in Figure 2.1, which includes no-ops (skip); sequential composition (C; § C;); conditional
branching (if b then C; else C;), where b is a Boolean test; while loops (while b do C); and

basic actions a € act. We will later add more constructs, such as probabilistic choice C; &, Cs,
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emd > C == skip (No-op)

| C15C, (Sequential Composition)
| if b then C; else C; (Conditional Branching)
| while b do C (Loops)

| a (Basic Actions a € act)

Figure 2.1: Syntax of Command Language (CL) programs, where a € act.

nondeterministic choice C; & C,, and parallel execution C; || Cy, but the preliminary language in
Figure 2.1 already demonstrates core challenges.

The two dominant approaches to program semantics are operational and denotational. In an
operational model, the program is modeled as a sequence of steps, and the final outcomes consist
of all states that can be reached via a finite number of steps, plus nontermination if any infinite
sequences of steps exist. Operational models are often preferred for concurrency, as it is easy
to model interleaving behavior by simply stating that any thread may step at each point in time.
However, operational models less readily model probabilistic programs, as operational techniques
lack the tools to determine the probability distribution of outcomes in the limit.

For example, consider the following program, in which the loop increments i on each iteration
and then exits with probability % Note that Ber (p) is the Bernoulli distribution, which returns 1
with probability p and 0 with probability 1 — p.

x:=03
=035

while x = 0do

x := Ber (%) S

i=i+1
It is relatively easy to see that upon termination, i will be distributed according to a geometric
distribution, where i = n with probability zin for all n € N. However, there is no finite number of
steps that the program can take after which the full distribution of outcomes is known, since the

probability of termination only reaches 1 after an infinite amount of time. As a result, domain-
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theoretic tools [Scott and Strachey 1971; Scott 1972] are needed to determine the program’s full
behavior in the limit, motivating a move away from the operational style.

Denotational models interpret programs as mathematical objects in some underlying domain.
The semantics is a function [ -] : & — T(S) mapping each state s € S into a computational do-
main T(S8). The specific choice of T depends on the computational effects present in the language,
for example, powersets encode the outcomes of nondeterministic programs whereas probability
distributions encode the outcomes of probabilistic programs. We discuss the necessary properties

of T throughout the remainder of this section.

2.1.1 Computational Effects and Actions

For our purposes, we consider computational effects to be any actions performed by a program
other than returning a state. The command language outlined above already displays a computa-
tional effect; the inclusion of while loops opens up the possibility of nontermination. As a result,
programs cannot simply be interpreted as maps from states to states, but rather they must be
interpreted as maps from states to states or nontermination, [-] : S —» S, where S, = SU{1}
and L represents nontermination.

Another common effect is nondeterminism, where the program may branch into many possi-
ble outcomes instead of just one. In that case, we interpret programs as maps from states to sets
of states [—] : S — 2% where 2° is the powerset of S. In the resulting powerdomain, nontermi-
nation is represented as @), the empty set of outcomes. However, we cannot distinguish programs
that always terminate from ones that sometimes terminate. In general, nondeterminism has a
very complex interaction with nontermination; the interested reader can refer to Apt and Plotkin
[1986], Sendergaard and Sestoft [1992], and Back [1980, 1983] for more details.

The command language introduced in Figure 2.1 did not specify what actions a € act can be
performed. The actions that can be represented in each instantiation of the semantic model de-

pend on the computational domain that we choose to use. For example, in the powerset model we
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could include nondeterministic assignment x «<— S, where the variable x is nondeterministically
assigned some value from the set S. To formalize the semantics of actions, we first must describe

the programs states that they can manipulate.

Definition 2.1 (Memories). Let Var be a countable set of variable names and Val be the set of
program values. Then for anyV C Var, the set of memories over V is defined as the set of maps from
V to values.

Mem[V] £V — Val

For any x € V andv € Val, a memory o € Mem[V] can be updated as follows:
. a )0 ifx=y
b=l = 2 Fx2Y
Given the above definition of memories, and a computational domain T (which could be the
nontermination or nondeterminism domains that we already saw), an action can be any operation

: Mem[V] — T(Mem[V]). For

whose semantics is representable via a function of type [—] . :

now, we will only include a single action: variable assignment x := e. To do so, we first need a
notion of expressions, which include variables x € Var, values v € Val, and a variety of different
arithmetic expressions.

expd>ei=x|v|e +e|e;—e | -
Expressions are evaluated using the semantic function [ exp - €Xp — Mem[V] — Val, which
is defined in the standard way, as long as the free variables of the expression are contained in the
given memory. Given that, we can define the semantics of variable assignment in the nontermi-

nation domain [[x = e] ,., : Mem[V] — Mem[V], as follows:

[x = [le]l .,y (0)] ifx € Vandvars(e) CV
otherwise

[ = el ) = {

2.1.2 Sequential Composition and Monads

We have already seen two examples of computational domains for representing nonterminat-

ing computations and nondeterministic computations. However, those domains need additional
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properties in order to ensure that we can define the semantics of all commands properly. In this
section, we focus on sequential composition.

To do so, we will use monads, an established method of sequencing computational effects
[Moggi 1991, 1989; Wadler 1993]. Presuming that we know how to interpret the semantics of
[Ci] : Mem[V] — T(Mem|[V]) and [C;] : Mem[V] — T(Mem[V]), monads provide us with
a Kleisli extension operation (=)' to compose [C;] and [[C.] into a semantic function capturing

the sequential command C; § C,. More formally, we define monads as follows:

Definition 2.2 (Monads). A Kleisli triple (T, n, (—)") in Set consists of a functor T: Set — Set,

and two morphisms:

n: X — T(X) (=) (X > T(Y)) - T(X) - T(Y)

such that the following diagrams commute:

Left Identity Right Identity Associativity
. X ——T(X) T(X) — 5 T(Y)
T(X) T 2T(X) \ Jr r
id f (ffog)”
T(Y) T(Z)
n' =id ffon=f flogh=(fTog)t

If such a Kleisli triple exists, then T is a monad.

Monads can capture a wide variety effects including nontermination, nondeterminism, ex-
ceptions, probabilistic computation, and certain combinations thereof. For a more thorough in-
troduction, refer to Awodey [2006]. We now give examples of two such instantiations, for the

effects introduced previously.

Example 1 (Nontermination). The functor <(—) L, (—)T> is a monad, where:

R iy .| f(x) ifx#L
7x) £ x f(x)—{l o
Example 2 (Nondeterminism). The powerset functor <2(_), 1, (—)T> is a monad, where:
n(x) £ {x} ORI GAIE))
X€S
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With the above examples in mind, we can now define the semantics of skip and sequen-
tial composition. The skip command is simply a no-op, so it uses the monad unit 7 to return
the current state. For sequential composition C; § Cz, the Kleisli extension is applied to the sec-
ond command to obtain [[Cz]]T : T(Mem[V]) — T(Mem[V]), which can then be applied after

[Ci] : Mem[V] — T(Mem[V]) via regular function composition ‘o’.
[skip] 2 7 [CisCl 2 [C] o]

So, expanding the definitions, we get that the semantics of C; § C, in the nontermination model

is simply [[C; ] executed after [[C,], if C; terminates otherwise it is L.

o _ | &I G (o)) if [Ci] (o) # L
ﬂ:cl 9 CZ]] (O—) - { n lf [[Cl]] (O') —

In the nondeterminism model, the semantics of C; § C; is the union of all the outcomes of running

C, in all the end states of C;.

[CisCl= | [c]le)

€[ C1] (o)

In addition, the monad laws imply the following equational laws, stating that skip is the left and

right identity of sequential composition, and that sequential composition is associative.
skip5C = Cgskip = C (C15C)3Cs = C15(C25Cs)

Above, we take C = C’ to mean that [C] (o) = [C’] (o) for all 0 € Mem[V].

2.1.3 Tests and Conditional Branching

We next examine the deterministic branching construct if b then C; else C,. If statements do
not require any new properties of semantic domains, but we must define the tests that are used
to determine control flow. Tests contain the constants true and false; they are closed under

conjunctions, disjunction, and negations; and also include a variety of comparators.

testab:::true|false|b1/\b2|b1Vb2|—|b|elzeglelSezl-~-
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The semantics of tests is standard, and is given by the function [-],.; : test = Mem[V] — B,
where B = {0, 1} is the set of Booleans with 1 representing true and 0 representing false.
Given the interpretation of tests, the semantics of if statements is equal to the semantics of

either the true or false branch, depending on the evaluation of the test.

[C:]l (o) if [b],es () =0

Going forward, we will occasionally use the one-sided if statement “if b then C’ as syntactic

[if b then C; else C,] (o) = { [Ci] (o) if [ 1o (0) =1

sugar for “if b then C else skip’.

2.14 Loops and Fixed Points

While loops can result in unbounded iteration, therefore it is not generally possible to fully de-
termine a loop’s behavior via finite unrolling. As a first attempt, we could define the semantics

of while loops recursively as follows:

[while b do C]| (o) = [if b then (C 3while b do C) else skip] (o)

_ { [while b do C]*([C] () if [b] y (o) =1
n(o) if [b] g (0) =0

The problem is that the recursion above is not well-founded. For example, in the case of the
infinite loop ‘while true do skip’, the above expression reduces to:
[while true do skip]]T([[skip]] (0)) if [true],.4 (o) =1

n(o) if [true],.y (o) =0
= [while true do skip] (o)

[while true do skip] (o) = {

But that does not give any insight into the program’s meaning. So, to make the semantics formal,

we need to find some function f such that for all 0 € Mem[V]:

Flo) = { FIICT () if [b]1es (0) =1
n(o) if [6],e5 (o) =0
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The key to finding f lies in fixed point theory. A fixed point of a function g: X — X is an element

x € X such that g(x) = x. So, f above is a fixed point of the loop characteristic function @, c).

o fIACT (0)) if [b] s (0) =1
v (o) & { FUE) He () =3

Proving the existence of such fixed points can be done using domain theory, which we introduce
briefly now. For a more comprehensive introduction, refer to Abramsky and Jung [1995]. Domain
theory will tell us what additional properties of T(Mem|[V]) are needed in order to ensure that
the semantics of loops is well-defined. More precisely, we will formalize the notion of approxi-
mating loops via an order <, and prove that each successive unrolling of a loop gives us a larger

approximation until we eventually converge to the real meaning.

Definition 2.3 (Partially Ordered Set). A partially ordered set, or poset, (X, <) is a set X equipped

with a relation < C X X X obeying the following properties:
+ Reflexivity:Vx € X,x < x
o Transitivity:Vx,y,z € X,x < yAy<z=x<z

« Antisymmetry:Vx,y e X,x SyAy<x=x=y

When the relation is irreflexive instead of reflexive (i.e., x £ x), we use the symbol < instead of <

and say that the poset (X, <) is strict.

Posets abstract the notion of accumulating terminating outcomes of a loop after each succes-
sive finite approximation. For example, the nontermination domain (Mem|[V], E¢,t) is a poset,
where Ty, is the flat order, L is the smallest element, and all pairs of unequal states are not

comparable to each other:
0 LCflat T iff c=1 or o=r1
In the flat order, the finite approximations of the loop are L, until the loop terminates in some state

7. Clearly L Cgia¢ 7, so the semantics gets larger as we consider more and more approximants.
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gMem[V] Q) is also a poset, ordered by standard subset inclu-

The nondeterminism domain (
sion. Here, each iteration of the loop may produce more terminating outcomes, so we get a larger
and larger set as we consider more approximants.

Next, we need to ensure that these approximants converge to some well-defined value. We

will do that by taking the supremum, or least upper bound, of the sequence.

Definition 2.4 (Supremum). Given a poset (X, <) and a set A C X, the supremum sup A (also
called least upper bound) is an element x € X such thaty < x forally € Aandx < z foranyz € X

such thaty < z forally € A.

Not all sequences have a supremum, which is why the tools of domain theory play a key role
in ensuring that a program semantic is well-defined. In our case, we will specifically be interested

in suprema of directed sets.

Definition 2.5 (Directed Set). Given a poset (X, <), a set D C X is directed if it is nonempty and
every pair of elements in D has an upper bound in D. That is, for all x,y € D there exists z € D such

thatx < zandy < z.

Note that an ascending chain x; < x; < x; < --- is a special kind of directed set. Now, to
ensure that the semantics of loops converge, we will restrict to domains where every directed set

has a supremum. These domains are called directed complete partial orders.

Definition 2.6 (Directed Complete Partial Order). A directed complete partial order, or Dcpo, is a
poset (X, <) such that every directed set D C X has a supremum. If there is a bottom element L € X

such that L < x for all x € X, then (X, <) is a pointed Dcpo.

Once again, both the nontermination and nondeterminism domains are pcpros. In the non-
termination domain, every directed set has the form {L}, {o}, or {, o}; it is not possible for a
directed set to contain two distinct elements ¢ and 7, since they have no upper bound accord-
ing to Cat. It is easy to see that sup{Ll} = L and sup{c} = sup{L,o} = o. In the case of

nondeterminism, suprema are given by set union.
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With the above domain theoretic machinery in place, the final step towards defining the se-
mantics of while loops is to formulate that semantics via fixed points. To that end, we introduce
the notion of Scott continuity, and a well known result stating that all Scott continuous functions

have a least fixed point.

Definition 2.7 (Scott Continuity). Given two pcros (X, <x) and (Y, <y), a function f: X — Y is

Scott Continuous if it is monotone:
Vx,x' € X. x<xx = f(x) <y f(x)
and preserves suprema of any directed set D C X:

sup f(x) = f(sup D)

x€D
Theorem 2.8 (The Kleene Fixed Point Theorem). Let (X, <) be a pointed pcro and f: X — X be

a Scott continuous function. Then f has a least fixed point given by:

Ifp(f) = sup f"(L)

neN

where f* = id and "' = f o f".

So, the characteristic function @, ¢y has a least fixed point as long as it is Scott continuous and
the underlying domain (T (Mem[V]), C) is a bcpo. In fact, it is sufficient for the Kleisli extension

to be Scott continuous in its first argument.

Lemma 2.9. Let (T(Mem|[V]),E) be a bcpo and <T, n, (57, > be a monad. Let E° be the pointwise
extension of G, ie., f C° g iff f(x) E g(x) for all x. If the Kleisli extension is Scott continuous, i.e.,

for any x,y € T(Mem[V]) and directed set D C T(Mem|[V]):
xCy = ff0Ef(y fT(supD) = Sung(X)

then the loop characteristic function ®, ¢y is also Scott continuous.

Proof. The proof follows the same structure as Lemma B.12 of Zilberstein et al. [2025b]. m]
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Following from Lemma 2.9, ®, ) has a least fixed point, and we can therefore use its least

fixed point to give semantics to loops.
[while b do C] = Ifp (®scy)
By the Kleene Fixed Point Theorem, that fixed point is equal to the supremum of all finite iterates.
Ifp (Pepcy) = sup iy 0y (L)
neN
Where L° in the C° order is the function L*(x) = L. For any n € N, we also get that:
@?;B(J_) =[[(if b then O)"]

Where C° = skip and C**! = C3C". Therefore, the semantics of loops can be equivalently phrased

as an infinite sequence of if statements:

[while b do C]| = sup [ (if b then C)"]
neN

2.1.5 A Full Semantics

To summarize, we now give the full semantics for CL programs C € emd from Figure 2.1. In

order to interpret the language, we need to following components:
1. A domain T and set of states S such that (T(S),C) is a pointed Dcpo.
2. A Kleisli triple <T, 1 (—)T>, such that the Kleisli extension (=) is Scott continuous.

3. Sets of actions act and tests test and semantic functions for actions and tests:

-1, : act > S > T(S) [—1es : test >SS — B

Given those components, the semantics is shown in Figure 2.2, where each component in thor-
oughly explained in one of the prior subsections.

As we will see throughout this thesis, the semantics presented in Figure 2.2 is remarkably ex-
tensible. We have already seen how it captures nonterminating and nondeterministic programs.
Next, in Section 2.2, we will see how it also captures probabilistic computation, and later in Sec-

tion 5.2 we will see how it captures computations that are both nondeterministic and probabilistic.
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[skip] (o) = (o)
[C15C (o) £ [C] T ([C1] (0))
. o | [Ci] (o) if [b]4eq (0) =1
[if b then C; else C;] (o) 2 { |[Ci]] (o) if [[b]]iz (0) =0
[while b do C] (o) = Ifp (P(cpy) (0)
[x = el (o) = n(olx =[] ..p (0)])

Figure 2.2: Denotational semantics of basic CL programs.

2.2 PROBABILISTIC PROGRAMMING

The study of the semantics of probabilistic programs dates back to the seminal work of Kozen
[1979] and Mclver and Morgan [2005]. In addition to the standard control flow operations from
Figure 2.1, probabilistic programs can also perform random operations such as C; &, C,, which
executes C; with probability p and C, with probability 1 — p; or x := d, which samples a value
from the discrete probability distribution d and stores the result in x. The full syntax is shown in

Figure 2.3 and can be used to define a wide variety of randomized algorithms.

2.2.1 Preliminaries

The basic primitive for reasoning about probabilistic computation is the discrete probability dis-
tribution. A discrete distribution p assigns probabilities to each element x from some carrier set

X. It is also required that the cumulative probability of all the elements of X sums to 1.

Definition 2.10 (Discrete Probability Distribution). A discrete probability distribution is a count-
able map u: X — [0,1] from elements of a carrier set X to real-valued probabilities such that

Yixex H(x) = 1. We let D(X) be the set of all discrete distributions over X.

DX) £ {;1: X = [0,1] ‘ > () = 1}

xeX
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emd, > C == skip (No-op)

| C15Cy (Sequential Composition)

| C1 @ Cy (Probabilistic Choice)

| if b then C; else C; (Conditional Branching)

| while b do C (Loops)

| a (Basic Actions a € act)
a=x:=e (Assignment)

| x:~d(e) (Probabilistic Sampling)

d(-) == Ber (-) | unif () | geo (-)
Figure 2.3: Syntax of Probabilistic Command Language (PCL) programs.

The simplest example of a discrete probability distribution is the Dirac or point-mass distri-

bution d,, which assigns probability 1 to x and 0 to everything else:

L)1 ifx=y
5"(y)‘{0 ifx #y

Additional examples are the Bernoulli distribution Ber (p) € D(B) which assigns probability p
to 1 and 1 — p to 0; the uniform distribution unif (S) € D(S) over a finite set S, which assigns
probability ﬁ to each element x € S; and the geometric distribution geo (p) € D(N), which

assigns probability p"(1 — p) to each natural number n € N.

if x =1 unif (S) (x) 2 1 geo (p) (n) = p"(1-p)

A ) D
Ber(P)(x)_{l—p ifx=0 |S|

The support of a distribution y is the set of elements to which p assigns nonzero probability.
supp(p) = {x € X | u(x) > 0}

So, for example, supp(dx) = {x}, supp(Ber (p)) = B (if 0 < p < 1), supp(unif (S)) = S, and
supp(geo (p)) = N (if 0 < p < 1). Distributions also have a convex combination operator y &, v,

which weights p by p and v by 1 — p.

(p@pv)(x) = p-p(x) +(1=p) - v(x)
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[skip] 5 (o) = n(0)
[Ci15C:lp (0) = [CZ]FZ) ([[Cl]]z) (0))
[C1 @ Ca]lp (o) = [Ci]lp (0) DBle].p(0) [C2]lp (o)
: o | [Cillp (o) if [b]4es (0) =1
[if b then C; else G, ], (o) £ { [[Cl]]g () if [[b]]iz (0) = 0
[[while b do C]]Z) (O’) = lfp ((D<C,b>) (O’)
[x = ellp (@) 2 1 (olx = [e]l oy (o))

[x~d@)]yp (o) 2 ) d([e]l (0) (@) - 1 (ol := 0])

veVal

Figure 2.4: Denotational semantics [-], : emdy, — Mem[V] — D(Mem[V],) of the Prob-
abilistic Command Language (PCL). The semantics of all commands except for the new proba-
bilistic ones C; ®, C; and x :x d(e) carry over from Figure 2.2.

Now that we have defined discrete probability distributions, we can give semantics to PCL pro-

grams, using the following type.
[-1p : emdy = Mem[V] — D(Mem([V]))

The semantics of PCL is given in Figure 2.4, and is defined using the strategy outlined in Sec-
tion 2.1 and Figure 2.2. That semantic model requires bcro and monad structures for probability
distributions, which we define in the following sections. We will also define semantics for the

two new probabilistic command forms, C; &, C; and x :~ d(e).

2.2.2 The Probabilistic Powerdomain and Almost-Sure Termination

A powerdomain construction for probability distributions allows us to define the semantics of
unbounded while loops for probabilistic programs. Whereas some probabilistic logics are based
on operational techniques, those logics can only support bounded looping constructs because
their underlying metatheories do not develop the domain theory needed to ensure that infinite

computations are well-defined [Tassarotti and Harper 2019; Fan et al. 2025].
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In that sense, probabilistic programs are fundamentally different from nondeterministic ones;
in a nondeterministic program, one can quantify over all the finite traces in order to ensure that
some safety property always holds. But probabilistic programs can have infinite traces whose
probability only converges to 0 after an infinite amount of time, so reasoning about those pro-
grams requires more sophisticated mathematical tools. For example, consider the Cye, program
below, which terminates on every iteration with probability %

x:=05i:=03

while x = 0do

A
Ceo = x :~Ber (3) 3

i=i+1

L

After niterations, Cge, Will have terminated with probability 1- 7,

which clearly tends towards 1,
and the outcomes of the program form a geometric distribution, where P[i = n] = zl" foralln > 0.
That distribution has an infinite support, so we cannot discover all the outcomes after a finite
number of steps, but rather the full distribution is the supremum of all the finite approximations
of the loop. Domain theory ensures that the supremum is always well defined.

The probabilistic powerdomain was first introduced by Jones and Plotkin [1989], whose con-
struction was over continuous probability distributions. Here, we present a simpler discrete prob-
abilistic powerdomain. Rather than working over D (X), as we did in the prior section, we now

work over D (X, ) so as to also represent the probability of nontermination. First, we need a

partial order to represent the notion of accumulating more probability mass for termination.
Lemma 2.11. (D(X,),Ep) is a poset where:

HEp vV iff  VxeX. pu(x) <v(x)
Proof. Follows immediately from the fact that (R, <) is a poset. ]

Note that in the definition of Cg, we quantify only over X and not X, . It follows that y Ep v
implies that v(L) < p(Ll), i.e, as a distribution gets bigger, probability mass moves from L to
regular outcomes x € X. Therefore, the bottom of the £y order is Ly = §,. Next, we also need a

pcpo structure for D (X ), which ensures that any directed set of distributions has a supremum.
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Theorem 2.12. (D(X,),Cp) is a bcro where for any directed set D € D (X, ):

sup,ep (x) ifx € X
infyep p(L) ifx =1

(sup D)(x) = {
Proof. Follows from Theorem 2.1 of Jones and Plotkin [1989]. O

In accordance with the definition of Cy, suprema maximize the probability of all x € X
and minimize the probability of L. For example, after unrolling the loop in Cge, for n iterations

starting in state o, we get the following approximation of the final distribution.

[ o[x=1i=1] - 2
olx=1i=2] — 1
Hn =
olx=1Li=n —
1 o zl" ]

So pu (1) = zik if k < n, 7(x) = 1 (indicating that the loop terminated), 7(i) = k, and otherwise 7
is the same as o. The condition that k < n indicates that we only know the behavior of the first n
iterations of the loop, so we do not yet know the probability that i = k for any k > n. Since we do
not yet have information about those outcomes, y, instead assigns probability zin to L, indicating
that the loop has not yet terminated.

It is easy to see that () en is a chain, i.e., that g, Co 41 foralln € N, since each consecutive
pair of distributions only differs in that y,,4+; assigns probability 2,,% to the outcome where i = n+1,
which is subtracted from the probability of L. Since any chain is a directed set, we can find

Sup, iy HUn using the construction in Theorem 2.12 to obtain:

[ o[x=1i:=1] — ]
olx=1i=2] — 1
olx =1i=3] —» 3
sup i = .
neN
olx:=1i=n] » =%
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In the supremum, the probability of L goes to 0, since inf,en zi,, = 0. Instead, that probability
mass is allocated over the infinite set of terminating outcomes.

The example above demonstrates an important property of probabilistic programs called al-
most sure termination, which means that the probability of termination converges to 1 in the limit.

Formally, we can frame almost sure termination in terms of the program semantics as follows.

Definition 2.13 (Almost Sure Termination). The program C almost surely terminates in state o
if [Cllp (6)(L) = 0. If C almost surely terminates in any start state state, then we say that it

universally almost surely terminates.

There are many approaches for proving almost sure termination [Mclver and Morgan 2005;

Mclver et al. 2018; Majumdar and Sathiyanarayana 2025], which we will discuss in Section 4.3.3.

2.2.3 The Discrete Probability Monad

The next step is to define a monad instance for distributions, which gives semantics to sequential
composition. The discrete probability monad is similar to the (continuous) Giry [1982] monad, it
maps the continuation function f: X — D(Y,) over all the elements in the support of a distri-
bution y € D(X,), and then combines the resulting distributions with a convex sum. Here, we
present a variant of the discrete probability monad that is already composed with the nontermi-

nation monad.

Definition 2.14 (The Discrete Probability Monad). <Z)((—) 1)1, (—)T> is a monad, where:

n(x) 2 6, fla s > p-fil)

x€supp(p)

and for any pointed poset (Y, <) with bottom Ly and function f: X — Y, the bottom extension

fi: X1 — Y is defined as:
L fx) ifxeX
fL(x) - { ly ifx: Ly
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To demonstrate why the weighted sum gives meaningful semantics, let us examine the re-
sulting semantics of the program x :~ Ber () § y :~ Ber (%). Informally, we expect that x takes
on the value 1 with probability % and 0 with probability % In the case that x = 1, y is distributed

as a fair coin. So, by the definition of conditional probability, we get:

W | =

Plx=1Ay=1] = Plx=1]-Ply=1|x=1] = g

By the same logic, P[x = 1Ay =0] = % too. In the case that x = 0, which occurs with probability

1—% = %, y will be deterministically assigned to be 0, since y = 1 occurs with probability 3 = g =0.
So, in the end, we should expect that executing the program in state o will result in a uniform
distribution over the three states o[x := 1,y = 0], o[x := 1,y = 1], and o[x := 0,y := 0]. The

formal derivation of the semantics below exactly matches the intuition.

By Theorem C.3 of Li et al. [2025b], the Kleisli extension from Definition 2.14 is Scott continuous,

meaning that it is suitable for us to use as a basis for a denotational model.

2.3 HOARE LOGIC

Hoare Logic is a deductive reasoning system for specifying programs in terms of preconditions
and postconditions [Hoare 1969]. Roughly speaking, a Hoare Triple {P} C {Q} means that if the
program C is run in an initial state satisfying P, then any reachable end state will satisfy the

postcondition Q. We formalize the validity of Hoare Triples using the powerdomain semantics
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Pra{o  {Q} G (R}
SEQ

——SKkiIP ASSIGN
{P} skip {P} {Ple/x]} x = e {P} {P} C15C; (R}
{PAb)C{Q) {P A —b} Co {Q} {PAb)C{P}
Ir WHILE
{P} if b then C; else C, {Q} {P} while b do C {P A —b}

PP=P {P}C{Q} 0=
{P'} C{Q'}

CONSEQUENCE

Figure 2.5: The inference rules of Hoare Logic, where P[e/x]| denotes syntactic substitution of
the expression e for the variable x in the assertion P.

[C] : Mem[V] — 2MemlV] from Section 2.1. Suppose that P and Q belong to some assertion
syntax (we will introduce a concrete one in Section 2.4) and ¢ £ P means that 0 € Mem|[V]

satisfies the assertion P. Then a Hoare Triple is valid, written £ {P} C {Q} iff:

YVoeP. Vre[C](o). 7EQ

Hoare Logic captures partial correctness, Q will hold at the end of any terminating execution, but
Hoare Logic does not guarantee termination. If termination is important, then Total Hoare Logic
[Manna and Pnueli 1974] can instead be used, which has a slightly different metatheory:.

Inference rules to deductively derive Hoare Triples are shown in Figure 2.5. Many of the rules
are straightforward, for example, the Skip rule states that a no-op preserves the precondition,
and SEQ allows one to derive a specification for a sequential composition from specifications of
each command in the sequence.

The WHILE rule internalizes the partial correctness nature of Hoare Logic. To specify the
behavior of a loop, one only needs to find an invariant P, which is preserved by each iteration
of the loop body. If such an invariant exists, then it will remain true after termination, although
termination is not guaranteed. In order to establish termination, more sophisticated rules are
needed, which incorporate a strictly decreasing rank, which witnesses that each iteration of the

loop moves it closer to termination.
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Finally, the rule of CONSEQUENCE allows for strengthening of the precondition and weakening
of the postcondition, which is useful in order to abstract away from the concrete program state
and express specifications in a simpler and more intuitive form.

Cook [1978] showed that Hoare Logic is relatively complete, meaning that the inference rules
in Figure 2.5 are sufficient to prove any valid specification, modulo an oracle that can decide im-
plications in the rule of ConseQuENCE.! But despite Cook’s result, Hoare Logic does not provide
the compositional reasoning principles needed to make program analysis scale. In the proceeding

sections, we will see how modern extensions to Hoare Logic enable large scale reasoning.

2.4 SEPARATION LOGIC

Separation logic is an extension of Hoare Logic, which provides compositional mechanisms to rea-
son about mutable state [Reynolds 2002; O’Hearn et al. 2001]. That compositionality has brought
great success in multiple domains including large scale static analysis [Calcagno et al. 2009, 2011,
2015; Distefano et al. 2019] and deductive reasoning about concurrency [O’Hearn 2004; Brookes
2004; Jung et al. 2018; Carbonneaux et al. 2022].

Separation logic’s key innovation is the separating conjunction P+Q, a new logical connective,
which guarantees that P and Q are satisfied in disjoint portions of memory. Separation allows for
local reasoning wherein properties about program fragments only concern their local resources.
Locality gives rise to compositionality, since specifications can be lifted into a larger memory
footprint with the guarantee that no resources outside of the local footprint will be affected by
execution of the program. In the remainder of this section, we will formalize a fragment of sep-

aration logic and see how it enables scalable reasoning.

1As shown by Lipton [1977], implications are undecidable in any sufficiently expressive assertion language for
Hoare Logic, leading to Cook’s [1978] notion of relative completeness. For a complete discussion, refer to Apt [1981].
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2.4.1 Syntax and Semantics of Separation Logic Assertions

Although separation logic was originally formulated to reason about heaps, in this thesis we will
work in a simplified model based on variable stores. The reason for the simplified approach is
that it is not yet well understood how heaps and dynamically allocated memory interact with the
combination of probabilistic computation, concurrency, and unbounded loops.

Our separation logic model is built around memories (Definition 2.1). The disjoint union
W: Mem[U] — Mem[V] — Mem[U U V| combines two memories as longasU NV = 0, and a

similar operation A * B is defined on sets of memories A € Mem[U] and B € Mem[V].

. .| ox) ifxeU -
(crUr)(x)—{T(x) fxeV AxB={ocWr|oeAreB}

We define projections 7y : Mem[V] — Mem[U N V] as ny(o)(x) = o(x) if x € U. The syntax
for assertions is shown below.

P :=true|false | PAQ|PVQ|PxQ|3X.P|e— E|E <E, (xe{=5<<5...})

E:=X|o|E +E |E -Ep| -
In addition to expressions and variables from Section 6.2, assertions also depend on logical vari-
ables X,Y,Z € LVar, which cannot be modified by programs. Logical expressions E € [lexp
mirror standard ones, but operate over logical variables X € LVar rather than x € Var. Logical
expression evaluation [ E]| lexp () in a context I': LVar — Val is defined in a standard way.

Separation logic assertions are modeled by both a context I', and a memory ¢ € Mem[V],

the satisfaction relation is shown in Figure 2.6. The meaning of true, false, conjunction, and
disjunction are standard. The separating conjunction P * Q means that the memory ¢ € Mem|[V]
can be divided into two smaller memories 0; € Mem|[V;] and 0, € Mem|[V;] to satisfy P and
Q individually. By the definition of W, V; and V, must be disjoint. Our logic is an intuitionis-
tic [Docherty 2019] or affine interpretation of separation logic, meaning that information about

variables can be discarded; if I', o F P, then P need not describe the entire memory o. As such,

36



T',oE true always

ILok false never

ILoePAQ iff T,ceP and T,0kFQ

ILoePvQ iff T,ceP or T,0rQ

ILorPxQ iff Jo1,00. oW, CTo and T,o0EP and T,00FQ
ILor3dX.P iff T[X :=0],0F P for some o € Val

Lorem E iff [e]., (o) =[E] g, (D)
ILok E, <E, iff [[El]] (F) = [[Ez]] (F)

Figure 2.6: Satisfaction relation for separation logic assertions.

we only require that oy W 0, C o, which we define as ¢ C 7 iff o W ¢’ = 7 for some ¢’, so 7 could
contain more variables than o.

We also include a points-to predicate e +— E, although it has a slightly different meaning
than points-to predicates in the standard heap model of separation logic [Reynolds 2002]. Here,
e does not describe a pointer, but can rather be any concrete expression, and e +— E simply
means that the e evaluates to the same value under ¢ as E does under I, allowing us to connect
concrete and logical state. Finally, E; < E, allows us to make assertions about logical state, where
=< € {=,<,€,- -} ranges over similar comparators to the ones in the syntax of assertions P. We
define the notation (]P[)‘F/ to obtain the set of all memories 0 € Mem|[V] that satisfy an assertion
P, and we omit the superscript when we wish to minimize V, so that the memories contain only

the free variables of P:

(P), £ {0 € Mem[V] | T, 0 k P} (P)r & (P)=)

Finally, we provide syntactic sugar for restricting the domain of existential quantifiers, asserting

membership in a set, and asserting that the resources of e are owned by the current thread.

AX e E.P23X.PxX € E ecE£3dX e€eE e— X e— —23X.e— X

own(ey,...,ep) S e > —x---%e, > —
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2.4.2 Local Reasoning and the Frame Rule

Separation logic’s compositionality is built around the idea of local reasoning, the ability to prove
properties about program fragments in their local footprints, and then lift those proofs into a
global context. As such, separation logic provides small axioms for reasoning about actions, such

as the rule for assignment below [O’Hearn et al. 2001].

ASSIGN

{x > -} x =0 {x+ v}
Unlike the AssigN rule of Hoare Logic (Figure 2.5), which operates in a global context, the new
rule above only reasons locally about the variable x. The precondition of separation logic’s AssiGN
rule asserts ownership of the variable x, ensuring that no one else can retain any information about

it. Therefore, the following triple is also valid for any frame F.
{x—> —=xF}x=0o{x—> 0xF}

Since x is separated from F, we know that the modification of x cannot affect the truth of F. In
fact, the reasoning above is valid not only for individual variable assignments, but also for any
arbitrary command, giving rise to the FRAME rule.

{P} C {0}
FrRAME
{PxF}C{Q *F}

The FRAME rule has formed the basis for scalable static analysis techniques by providing a new
dimension of compositionality of top of Hoare Logic. Hoare Logic already supports sequential
compositionality via the SEQ rule. However, SEQ requires that the postcondition of the first com-
mand exactly matches the precondition of the next command. In a large scale static analysis, the
commands may be complex procedure calls, which already have precomputed specifications that
do not match each other.

The spatial compositionality afforded by the frame rule provides a strategy for stringing to-
gether sequences of arbitrary specifications. That composition is achieved with the help of bi-

abduction, a heuristic decision procedure for inferring the leftover frame F and missing anti-frame
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M to make the following entailment hold [Calcagno et al. 2009, 2011].
P [M]FQ «[F]

Using bi-abduction, the following derived rule can infer a specification for a sequentially com-

posed program C; § C; even if the postcondition of C; does not match the precondition of C;.

{P1} C1 {0Q1} Q1 * [M] + Py x [F] {P2} C3 {Q2}
{P1* M} C; §Co {Q2 * F}

B1-ABDUCTIVE SEQ

Meta’s Infer Static Analyzer is built around bi-abduction [Calcagno et al. 2015], which has allowed
it to scale to efficiently analyze massive codebases [Distefano et al. 2019]. Infer routinely find bugs
in code changes at Meta for software written in a variety of languages including C, C++, Java, and
Hack. Although we do not explore static analysis in this thesis, the compositionality benefits of

the FrRaME rule still carry over to probabilistic contexts, as first explored by Barthe et al. [2020].

2.4.3 Concurrent Separation Logic

Separation logic has further applications to verification of concurrent programs. One key diffi-
culty in reasoning concurrency is that the semantics of programs is not compositional; the behav-
ior of two threads can completely change when they are composed in parallel. Take, for example,

the following concurrent program.

x =05
if x =0 then

y:=0 x =1
else

y=1

Executing the left thread on its own, we would expect that x and y are always equal to 0. Mean-
while, executing the right thread on its own would yield x = 1, and y left untouched. But ex-
ecuting both threads in parallel unlocks a new branch of control flow. If x := 1 is scheduled
between x := 0 and the if statement, then y will be set to 1, a behavior that was not observable

by executing either thread on its own.
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Despite the non-compositional semantics, compositional reasoning about concurrency is pos-
sible with separation logic. The key idea is to use separation to guarantee that each thread op-
erates in its own region of memory, so that the threads are guaranteed not to interfere with
each other. Inferences about the behavior of a parallel program can therefore be made from
specifications about each thread without worrying about all the possible ways that they can be
interleaved. All of that intuition is encapsulated by the PaAr rule of Concurrent Separation Logic

(CSL) [O’Hearn 2004; Brookes 2004].

{P1} C1 {01} {P2} Co {Q2})
Par
{P1 %Py} Cy || C2 {Q1 % Q2}

Of course, additional difficulties in concurrency analysis come with shared state, when the mem-

ory footprints of the two threads cannot be fully separated. To deal with shared state, CSL intro-
duces the concept of resource invariants, which are assertions about the shared state that must
remain true after every atomic step of computation.

More recently, Iris has introduced a generalized notion of resources in order to express more
sophisticated logical properties about shared state [Jung et al. 2018, 2015]. For example, a partic-
ular memory configuration may correspond to logical ownership of a lock, so that one particular
thread is allowed to freely modify certain memory locations. In Chapter 7, we will see how the

notion of resource invariants carries over into the probabilistic setting.

2.5 OUTCOME LOGIC

Outcome Logic is a generalized foundation for unified reasoning about programs whose execu-
tion branches due to different kinds of computational effects [Zilberstein 2025]. The unification
is based on weighted programming, a paradigm that uses different kinds of weights to encode
different kinds of computation [Batz et al. 2022]. Programs are interpreted in a semantic domain

that maps each state (in our case, memories) to a weight of type W.

[C] : Mem[V] —» (Mem[V] — W)
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As long as W is a partial semiring (W, +, -, 1, 0), meaning that it has addition and multiplication
operations with associated identities, then the program semantics is defined in exactly the same
way as we saw in Section 2.1, where the monad instance is a generalized version of the proba-
bilistic monad (Definition 2.14). Roughly speaking, addition corresponds to choice between two
branches of computation, and multiplication corresponds to accumulating weight for an outcome
in a sequence of commands.

Nondeterministic computation is captured by the Boolean semiring (B, V, A, 0, 1), which uses
Boolean weights to express whether or not each memory is a possible outcome of running the
program. Addition is given by logical disjunction, meaning that a memory is a possible outcome if
it is possible in any of the computation branches. Multiplication is given by conjunction because
a memory 7 is only reachable via a sequential composition C; § C; if there is some o which is
reachable by running C; and 7 is also reachable via [[C;] (o). Indeed, the set of functions of type
Mem[V] — B is isomorphic to the powerset 2Me™IV1 5o the weighted programming approach
is equivalent to Example 2. Probabilistic computation is captured by the Probabilistic semiring
([0,1],+,,0, 1), which results exactly in the discrete probability monad (Definition 2.14).

Outcome Logic is similar to Hoare Logic in that it specifies programs in terms of precondition
and postconditions. However, unlike Hoare Logic, outcome triples (¢) C (/) expose the program
weights in the assertion language, giving a far greater degree of expressivity. That expressivity
is enabled a new logical connective, the outcome conjunction ¢ @ 1, which states that ¢ and ¢
are two distinct outcomes that can result from running the program. The outcome conjunction
works in tandems with the weights to express different kinds of properties. For example, we

can express that two outcomes are possible by running a nondeterministic program, and we can
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precisely quantify the likelihood of two outcomes after running a probabilistic program.

Nondeterministic Probabilistic

(@) C (Y1 ® V) (@) C (Y1 ®p ¥2)
S )w ) o
~— )

Outcome Logic was initially developed to unify the theories of correctness and incorrectness

¢ [l

[Zilberstein et al. 2023], which had previously diverged into the separate and incompatible Hoare
Logic and Incorrectness Logic [O'Hearn 2020]. The key difference is that a program is correct only
if all executions are safe, whereas it is incorrect even if just one execution leads to a bug. Over
the last several years, the study of theories of incorrectness has ramped up, in part to ensure that
bug finding analyses such as Infer produce only true positives [Raad et al. 2020; Le et al. 2022].
In Outcome Logic, it is quite easy to express both correctness properties (which apply to all

outcomes) and also incorrectness properties (which single out an erroneous outcome).

Outcome Logic (Correctness) Outcome Logic (Incorrectness)

(IPT) C([Q1] @ [Q:] ® [Qs]) ([PT) C([Q1®T)

Q1 * | 0

P| e > [C]] > e | O P| e > [C]] > o
Qs .

T

Ik

The Outcome Logic approach to incorrectness has additional benefits, such as making it easier to
identify the context that will trigger a bug to occur [Zilberstein et al. 2023]. In addition, Outcome
Logic is compatible with bi-abduction [Zilberstein et al. 2024], the technique that has allowed
Infer to scale to the analysis of massive codebases.

Outcome Logic’s weighted programming approach is quite extensible in that the underlying
model can be composed with additional effects such as exceptions [Zilberstein et al. 2023], muta-
ble state [Zilberstein et al. 2024], nontermination [Li et al. 2025b; Li 2025], and multiple types of

outcomes in tandem such as nondeterminism and randomization [Zilberstein et al. 2025b]. In the
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remainder of this thesis, we will build on the probabilistic instance of Outcome Logic. Starting in
the next chapter, we will see how Outcome Logic together with separation logic provides an ex-
pressive and compositional foundation for reasoning about probabilistic programs. Throughout
the remaining chapters, we will see how nondeterminism and concurrency are incorporated into

that initial formulation.
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CHAPTER 3

A MEASURE THEORETIC MODEL OF OUTCOMES

As we saw in the previous chapter, Hoare [1969] style program logics specify programs in terms
of preconditions and postconditions. In more expressive logics like separation logic and Outcome
Logic, the pre- and postconditions can express not only the values of variables, but also additional
information such as disjointness of memory locations and the probabilities of different possible
outcomes. In this chapter, we formally define the assertion language that will be used in the logics

that we introduce throughout the remaining chapters.

3.1 OVERVIEW

Unlike traditional programs, probabilistic programs produce a distribution of outcomes. Thus,
formal methods for probabilistic programs must provide a language for describing each outcome
and its likelihood. A few classes of programs that are most naturally described in terms of out-

comes include:

+ Encryption Algorithms, where keys are uniformly sampled and the resulting ciphertext must

accordingly be uniformly distributed.

« Randomness Conserving Protocols, where a high-quality source of randomness is derived

from low-quality sources of randomess [von Neumann 1951; Kozen and Soloviev 2018].

« Shuffling Algorithms, where the input data must be uniformly permuted at the end of exe-

cution [Fisher and Yates 1938; Bacher et al. 2018].

In addition to describing outcomes, compositionality plays an important role in deductive pro-
gram analysis. Rather than describing the entire space of outcomes in a single irreducible asser-
tion, we need the ability to describe parts of the distribution, and to combine those parts into a full
view. To that end, probabilistic independence proves crucial, as it allows us to reconstruct the joint

distribution over all the program variables without explicitly stating their relative probabilities.
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In this chapter, we introduce an assertion language for reasoning about probabilistic programs
in terms of outcomes and independence. First, we discuss the overarching ideas behind that

assertion language, and then in later sections we formalize the semantics using measure theory.

3.1.1 Specifying Distributions via Outcomes

Outcome assertions provide an expressive language for describing the results of probabilistic
computations. The key primitive for describing a single outcome is the pure assertion [P], which
lifts standard separation logic assertions P from Section 2.4 to be an outcome assertion, which
holds with probability 1. For example, after running the program x := 5, we can state that
[x — 5], i.e,, x has the value 5 with probability 1.

The outcome conjunction (P _, ¢ expresses that the program has several possible behaviors,
each occurring with a precise probability. It binds a new logical variable X, which is distributed
according to the distribution d, and ¢ holds for each value in the support of d. For example, the

following assertion states that x is distributed according to a Bernoulli distribution with param-

@ [x — X

X~Ber(%)

eter % (a fair coin flip).

The outcome conjunction presented here is an evolution of the one that we saw in Section 2.5
and is now specialized to the probabilistic setting. It also draws inspiration from the conditioning
modalities of Lilac [Li et al. 2023] and Bluebell [Bao et al. 2025], although the semantic foundations
are set up differently to enable compositional reasoning about outcomes. See Section 3.4 for a

more complete comparison. As an abbreviation, we use x ~ d as a shorthand for P, _ J1x = X1

3.1.2 Independence as Compositionality

As we have already seen, compositionality is the key to scalable program analysis. In the case
of stateful and concurrent programs, separation and spatial compositionality allow us to reason

modularly about components of a program, and then extrapolate that behavior into a larger mem-

45



ory footprint. Moving to the probabilistic setting, a second dimension of modularity is needed. We
not only need to know about the value of each variable, but also how those values are distributed.
And we not only need to know how they are distributed with respect to the local memory, but
also the joint distribution over all the variables in the entire global memory.

To demonstrate, consider the sequential composition of two simple programs, each of which

flips a fair coin and stores the result in the variables x and y, respectively.

x :~ Ber (3) y :~ Ber (3)

oo

As aresult, we may wish to say that x is distributed according to Ber (%) and, in a separate portion

of memory, y is also distributed according to Ber ().
(x ~ Ber (3)) * (y ~ Ber (3))

As we previously saw in Section 2.4, the separating conjunction * guarantees that x and y are
stored in separate portions of memory, so that mutations to one will not affect the other. The
individual probabilistic assertions also tell us how x and y are individually distributed. But we
are still missing a crucial detail: what is the joint distribution over x and y?

To answer that question, we work in a model first explored by Barthe et al. [2020] where
separation also models probabilistic independence. In classical probability theory, independence
is a property of events or sets of outcomes in a random experiment. For now, we can think of
an event as being a separation logic assertion P, which indeed describes a set of memories. Two
events P and Q are independent if the probability of both events occurring is equal to the product

of the individual probabilities of each event.
P[P+ Q] =P[P] - P[Q]

In the case of program above, each sampling operation is probabilistically independent, so for

example, the probability that x — 1 and y +— 1 can be obtained by multiplication:

Plx—1xy+—>1] = Plx—>1]-Ply—1] =

1
4

N |
[NCR
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Multiplication of the probabilities of each event is precisely what is achieved by the probabilistic
separating conjunction; the assertion (x ~ Ber (%)) * (y ~ Ber (%)) means that the joint distribu-
tion over x and y can be obtained by multiplying the probabilities of the individual outcomes. In
fact, the independence property means that the following distributive rule holds; as long as X is
not free in ¥/, we can move ¢ inside of an outcome conjunction in the same way as multiplication
distributes over addition in standard arithmetic.

(@rp)*l// = @ww)

X~d

In the case of the prior example, that we can alternatively express the postcondition as an iterated

outcome conjunction.
(x ~Ber(3)) = (y ~ Ber (3)) = @ @ [x > X*xy > Y]

The independence-as-compositionality property will repeatedly play an important role through-
out the examples in this thesis, for example, to ensure proper distributions of outcomes in

randomness-conserving protocols, and modular shuffling algorithms.

3.1.3 Granularity of Independence and Measurable Events

Given that independence is a property of events, questions remain over how granular the inde-
pendence must be in order to allow separation. If two variables x and y are correlated, is there
any valid way to express a specification about x and y with a separating conjunction?

The answer to that question depends on how granularly we need to specify the distributions
over x and y, and also the nature of the correlation between them. For example, suppose x and y

are generated via the following program.

x =1 yi=x

oo

Clearly x and y are correlated, since y is directly derived from x. But x and y are also deterministic,

making the independence property trivial. Since the probability of any event is either 0 or 1, all
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of the arithmetic needed to ensure independence works out properly. For the probability 1 event,

the individual probabilities multiply to the desired value.

Plx—1xy—1] = 1 = 11 = Plx— 1] -Ply—1]
And the same is true of a probability 0 event, for example:

Plx—1xy—0 = 0 = 1-0 = Plx— 1] -Ply— 0]

Stemming from the above example, it is completely equivalent to put a separating conjunction

inside or outside of the pure assertion brackets [—].
[P Q] = [P]=[Q]

However, the situation is a bit more complicated when the variables display nontrivial correlation,

such as in the program below.
x = Ber (%) 5 Yy =x
Here, we have a clear counterexample to the independence property.

= Plx+ 0] - Py~ 0]

[N

1 1
Plx—0xy—0] = 2 # 7

Therefore, (x ~ Ber (%)) * (y ~ Ber (%)) is not a valid postcondition for the program above. Of
course, as we saw in Section 3.1.1, we can specify the program above with the outcome conjunc-
tion X-Ber(}) [x — X xy — X, but sometimes we will also need to completely separate the
information about x and y, for example, if one of those variables is part of the shared state in a
concurrent program.

We can achieve separation here by decreasing the precision in the probabilistic events that
we choose to measure. For instance, if we do not wish to assert exactly how y is distributed
(ie, y ~ Ber (%)) but instead only assert a probability 1 event about all the possible outcomes

[y € {0, 1}], then the independence property still holds.

-1 = Plx—0]-Plye{0,1}]

1 1
Plx—0xye{0,1}] = 5 = 3
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Therefore, we can specify the program with the assertion (x ~ Ber (%)) * [y € {0,1}]. Although
less precise, the information about x and y is now fully separated, opening up possibilities for
modular reasoning. In practice, the type of assertion about the distribution of states will often
depend highly on the domain, and our measure theoretic model of outcome assertions accordingly

supports a variety of compositional reasoning principles.

3.2 PRELIMINARIES

We now introduce concepts from measure theory, which will be needed to formalize our model

of outcomes. For a more in depth introduction, refer to Royden [1968] or Fremlin [2001].

3.2.1 Probability Spaces

Probability spaces are mathematical representations of a random process, which precisely define
not only the probabilities of events but also which events are measurable. Probability spaces
are typically used to define continuous distributions, such as the uniform distribution over the
unit interval [0, 1], where each sample (i.e., point) has probability 0, but nonempty intervals have
nonzero probabilities. For example, a sample from the uniform distribution over [0, 1] has prob-
ability % of lying in the interval [%, %]

In this thesis, we are concerned only with analyzing discrete randomized programs, where
each of the countably many outcomes has a distinct nonzero probability. However, probability
spaces are also useful in the discrete case for describing how much information is available about
a given distribution, which allows us to express varying levels of probabilistic independence as
we saw in Section 3.1.3.

Each probability space ranges over a universe Q, which is the set of all samples. In the case
of the above example, the universe is the unit interval [0, 1]. However, there may not be enough
information to determine the probability of any individual sample, it may instead only be possible

to measure the probability of some events, which are sets of samples. So, the probability space
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must also contain a set of events #. The event space must be a o-algebra, which means that it

contains 0 and Q, and is closed under complementation and countable unions.

Definition 3.1 (c-Algebra). Given a universe of samples Q, a o-algebra ¥ C 22 on Q is a set of

subsets of Q such that:

1. QeF
2. F is closed under complementation: ifA € ¥, then Q \ A e ¥

3. F is closed under countable unions: if A; € ¥ for alli € I (where I is a countable index set),

then | J;c1 Ai € F.

The events () and Q are always measurable, as they have probabilities 0 and 1 respectively. In
addition, the complement of an event A is measurable too: if A has probability p, then Q \ A has
probability 1—p. Countable unions of measurable events must be measurable, and by de Morgan’s
law, that implies that countable intersections are also measurable. The aforementioned probabil-
ities are given by a probability measure u: ¥ — [0, 1], which is a mapping from measurable

events to probabilities.

Definition 3.2 (Probability Measure). Given a o-algebra ¥ on the sample space Q, a probability

measure is a function y: ¥ — R from F to the real numbers R such that:

1 p(0)y=0
2. u(Q)=1

3. p obeys countable additivity: for any countable sequence (A;)ic; of pairwise disjoint sets,

p(Wier Ai) = 2ier (A7)

Countable additivity formalizes the fact that the probability of a sample coming from one of a
disjoint collection of events can be obtained by adding the individual probabilities. For example, a
uniform sample from the unit interval is in [0, %] U [%, 1] with probability % + % = % A probability

space is simply a triple containing a sample space, an event space, and a probability measure.
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Definition 3.3 (Probability Spaces). A probability space P = (Q, F, p) is a 3-tuple containing a

sample space Q, an event space F € 2%, and a probability measure ji: F — [0,1]

Going forward, we refer to the components of a probability space ¥ as Qp, Fp, and pp. We
require probability spaces to be complete, meaning that they contain all events of measure zero.
More formally, P is complete if for any A € Fp such that pp(A) = 0, then B € Fp for all
B € A [Royden 1968]. We will often also require the sample space to be the full set of memories
Mem([V] for some V. A probability space  with Qp € Mem[V] can be extended as follows:
ext(P) = (Mem[V], F, u) where F = {A C Mem|[V] | AN Qp € Fp} and u(A) £ up (AN Qp).

Projections of probability spaces are defined as ny(P) = (Q,F, u), where Q = 7y (Qp),

F ={nu(A) | A€ Fp}, and p(A) = pp (A * mvan v (Qp)).

3.2.2 Refinement of Probability Spaces

Although probability spaces were historically developed for defining continuous probability dis-
tributions, they have more recently also been used to define the amount of information that is
available about a probability distribution in the style of intuitionistic logic [Li et al. 2023, 2024].
In intuitionistic logic, the space of models is equipped with a preorder <, which defines when
some model has more information than another model. Assertions must be stable with respect to
<, that is, if m £ P and m < m’, then m’ £ P. Intuitively speaking, as we gain more information
about the state of the world, P remains true.

For example, suppose that m is a mapping from variables to real numbers, up to a certain
precision. We may have that m(x) = 3.14... and m;(x) = 3.140... and my(x) = 3.142. .., where
the ellipsis indicates the limits of precision in each model. So, m < m; and m < m; since both
my and m, have more precision than m about the value of x. It is therefore neither true that
mE x < wnormkE —(x < ), since each of those assertions is true under one of m; or my, so
their truth under m would not be stable with respect to <.

In the case of probability spaces, the information in the preorder # < Q can be gained across
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two dimensions: by expanding the memory footprint, or by making the event space more fine

grained. For $ and Q such that Qp C Mem[V], we define £ < Q as follows:

Definition 3.4 (Refinement Preorder).
P=<Q iff QpCav(Qq)
and Fp C{ny(A) | A € Fq}
and VA € Fp. up(4) = g ({_J{B < 7 | m(B) = 4})

So, < Q iff P contains smaller sample and event spaces, but # and Q agree on the proba-
bility of events whose projections are measurable in . We now demonstrate the order, returning
to example program from Section 3.1.3 x :x~ Ber (%) 3y = x. Let Q be the maximally precise prob-
ability space that describes the result of running that program, so Qq = Mem[{x, y}], Fq = 2%,

and piq is defined as follows:

1 if{[x=0,y:=0],[x =1y=1]} CA
Ha(A) = % if[x =0,y=0]eAxor[x:=Ly:=1]} €A
0 otherwise

We will now show two different ways to approximate Q. The first approximation #; is achieved
by eliminating the ability to measure individual values of y, as we did in Section 3.1.3. In that
case, Qp, is still Mem[{x, y}], but now Fp, contains only those events where either y := 0 and

y := 1 appear or neither appear.

Fp, ={A S Mem[{x,y}] | Vo€ A. o(y) € {0,1} = o[y :=1-0(y)] € A}

Clearly though, both probability spaces do agree on, for example, the probability of the event
x — 0=y € {0,1}, and so we have that P; < Q.

Another way to approximate Q is to lose information about y altogether. Let P, be a proba-
bility space over Mem[{x}], where Fp, = 2Memx} and pp, assigns probability % to the events
where x — 0 and x — 1. We also have that , < Q since the probabilities of the events only
involving x are the same in both $, and Q.

Any proper distribution g € D(Mem[U]), can be used as a probability space where Q, =

Meml[U], ¥, = 2MemlUl s the greatest o-algebra on Mem[U], and Hu(A) = Ypea (o).
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3.2.3 Operations on Probability Spaces

Mirroring the logical connectives introduced in Section 3.1, there are operations on probability
spaces that semantically correspond to logical outcome assertions ¢ * i and P, ¢. The first
operation is the independent product of two probability spaces £ ® Q, which constructs a new
probability space in which the probability of composite events A« B={ocWr | o € A,r € B} is

given by the product of the individual probabilities of A € Fp and B € Fq.
ppeQ(A * B) = up(A) - pq(B)

To formally define the independent product, we first need a notion of a product event space

1 ® F2, which is the smallest o-algebra containing the conjunctions of all events in #; and %:

Definition 3.5 (Product Event Space). Given two c-algebras 7 C 2MemlUl gng 7, < aMemlV]

such that U NV = 0, the product event space 1 ® ¥ is defined as follows:

F19F: =0 ({A«B| A€ F1,Be P}

The independent product also relies on a lemma due to Bao et al. [2025], which states that any

event in F; ® ¥ is equal to a disjoint union of conjunctions of events from #; and %5.

Lemma 3.6 (Event Decomposition). For any probability space P; and P, over countable sample
spaces, there exist countable index sets I and ] and disjoint sequences of events (A;)icr and (Bj)jcs

such that for any event A € F1 ® ¥, there exist ' C I and J' C ] such that A = \); jyepx) Ai * Bj.
Proof. Follows immediately from Lemma C.5 of Bao et al. [2025]. ]

Note that since Mem|[V] is countable for any V, Lemma 3.6 applies to any probability spaces

over memories.

Definition 3.7 (Independent Product). For probability spaces P and Q such that Qp C Mem|[U],

Qq € Mem|[V], andU NV = 0, the independent product is defined as:

PRQ 2 (QpxQq, Fp ® Fq, 1)
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where the probability measure yi: Fp ® Fq — R is defined as follows:

pA) = > up(A) - pa(B))

(i.))elx]

and the sequences (A;)ie; and (Bj)jcj are those witnessed by Lemma 3.6.

Next, we define an operation to capture the semantics of the outcome conjunction. Unlike the
independent product, which combines two probability spaces over disjoint variable sets, the next
operation combines a collection probability spaces over the same variables, but disjoint sample
spaces. When we sample a fresh random variables x :~ d, the variable x witnesses a partition of

the entire sample space, forming the basis for constructing a direct sum [Fremlin 2001, 214L].

Definition 3.8 (Direct Sum). Given a countable index set I, discrete distribution & € D(I), and a

probability spaces P; = (Qi, Fi, i) for each i € I such that all the Q; are pairwise disjoint, the direct

P = () o.7p)

i~& iel

sum is defined as follows:

where:

FL{ACQ|Viel.ANQ; € F} y(A)éZﬂi)-yi(AﬁQi)

i€l
In a direct sum, the sample space is the disjoint union of all the individual sample spaces, the
measurable events are those events whose projections into each Q; are measurable according to
¥i, and the probability measure is given by a convex sum.
We conclude by discussing some pertinent properties of the two operations above. Both of
the operations above are monotone with respect to the refinement order from Section 3.2.2 [Zil-

berstein et al. 2026, Lemmas B.4 and B.5]:

Pr=@Q AN P=Q = PP Q1 ®Q,

virzQ) = Pr=Pa

i~ i~E
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In addition, independent products distribute over direct sums [Zilberstein et al. 2026, Lemmas

B.3], which will form the basis for some of the entailment laws in Section 3.3.3.

Prlea=P@req

i~g i~g
3.3 OUTCOME ASSERTIONS

We can now formally define the syntax and semantics of outcome assertions based on the math-
ematical preliminaries from the prior section. The syntax of outcome assertions is shown in
Figure 3.1. The first five items are typical logical constructs and the final three are specialized as-
sertions for compositional reasoning about probabilistic programs, as introduced in Section 3.1.
Throughout the remainder of this section, we will describe the semantics and additional proper-

ties of outcome assertions.

3.3.1 Semantics

Outcome assertions are modeled both by a context I': LVar — Val, which assigns values to

logical variables, and a probability space #. The semantics is shown in Figure 3.2 in the form of

=T (True)
| L (False)
lo ANy (Conjunction)
lo Vv (Disjunction)
| 3X. ¢ (Existential Quantification)
XX (Separating Conjunction)
| GB ) (Outcome Conjunction)
X~d(E)
| [P] (Almost Sure Assertion)

Figure 3.1: Outcome Assertion syntax.
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ILPeT always

I'PeL never

LPEeAY ift P and T, PEY
LPeEeVY ift ,PeEep or T,PEY

I[LPE3IX. @ iff T[X =9],PE¢ forsome o e Val

I[Pk @X~d(E) ¢ iff Vo.T[X :=v],ext(Py) E¢ and @vw P, <P

for some  (Py)oesupp(ny Where p=d([E] Lexp (1)
ILPE@=y ifft T,P1Ee¢ and I,P, k¢ for some P;,P», suchthat P; @ P, < P
TPk [P] iff (P){SeFp and pp ((P)L)=1

Figure 3.2: The satisfaction relation for outcome assertions, where I': LVar — Var is a logical
context and P = (Mem[V], Fp, up) is a complete probability space. All the existentially quanti-
fied probability spaces are also complete.

a satisfaction relation I', 7 k ¢. The semantics of the first five constructs is standard; T is always
true, L is never true, ¢ A ¥ is true iff both ¢ and ¢ are true, ¢ V ¢ is true iff either ¢ or ¢ is true,
and 3X.¢ is true iff ¢ is true with the context updated such that X takes on some value o.
Moving to the probabilistic constructs, the semantics is based on the operations on probability
spaces from Section 3.2.3. The outcome conjunction B, _ d(E) P holds iff  can be decomposed
into a direct sum EBI.N# P; such that p = d([ E] Lexp (I')) and each #; satisfies ¢ with X set to i.
Similarly, a separating conjunction ¢ * ¢/ is satisfied if the probability space # can be decom-
posed into an independent product £; ® P, such that $; and P satisfy ¢ and ¢ individually. The
fact that #; ® P, < P and not P; ® P, = P is crucial to ensure monotonicity of the satisfaction
relation. As we saw in Section 3.1, adding information can make events no longer independent,
so we may need to choose a decomposition with less information in order to make the assertion
valid. For example, (x ~ Ber (%)) * [y € {0,1}] is true even if x and y are correlated, but the
model where it is true must be constructed using an independent product where the probability

space over y cannot measure anything finer than [y € {0,1}].
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Finally, satisfaction of pure assertions [ P| requires that P occurs with probability 1. To express
this, we use the notation (]P|)¥ = {0 € Mem|[V] | I, o £ P} from Section 2.4.1. The definition
above is an intuitionistic or affine interpretation of separation logic [Docherty 2019], meaning

that assertions may not describe the entire space of variables, or alternatively, that information

about variables can be dropped, for example:
xPH Xxy— Y] = [x— X]
To ensure consistency, the satisfaction relation must be monotone.

Theorem 3.9 (Satisfaction Monotonicity). For any context T, outcome assertions ¢, and probability
spaces P and Q:

IPeEp and P<Q = T,Qky
Proof. By induction on the structure of ¢. Most cases follow trivially. For [P] assertions, we use

the fact that Q is complete to ensure that QPD¥ is measurable, where Qq = Mem[V]. m]

We conclude by providing some syntactic sugar for assertions, where in each case X is a fresh
variable. As we saw previously, e ~ d(E) expresses that the expression e is distributed according
to d(E). In addition ¢ &g ¥ is a binary outcome conjunction and ¢ ®sg ¥ is a bounded outcome
conjunction.

e~d(E) 2 (P [er X] pery: P (X=11%¢)Vv(X=0]+y)

X~d(E) X~Ber(E)

@ ®sp Y 23X, [X = E] * (¢ &x V)

3.3.2 Precise and Convex Assertions

Certain properties about outcome assertions dictate how they can be manipulated. The first prop-
erty is precision, a well-known property from separation logic that serves as a sufficient condi-
tion for when the separating conjunction distributes over other connectives [Calcagno et al. 2007;

Vafeiadis 2011]. Formally, an assertion is precise if it has a unique smallest model.

57



Definition 3.10 (Precision). An assertion ¢ is precise if for any I under which ¢ is satisfiable there
is a unique smallest probability space P such thatT, P £ ¢ and if I, P’ £ ¢, then P < P’. We write

precise(¢1, ..., ¢n) if @; is precise for all 1 < i < n.

In the probabilistic setting, precision intuitively means that every measurable event has an
exact probability. For example, [ P] is precise for any P, since the measurable event P occurs with
probability exactly 1. An outcome conjunction (P, _ d(E) ¢ 1s precise as long as ¢ is precise and it
witnesses a partition of the state space, which we formalize by saying that ¢ = [e +— X for some
expression e. For example, the assertion @X~Ber(p) [x +— X is precise because P[x — 1] = p
and P[x — 0] = 1 — p. On the other hand, @XNBH(F) [Y. x — Y =Y < X] is not precise
since it does not witness a partition of the sample space and thus 0 < P[x +— 1] < p and
1-p < Plx — 0] < 1 and we could therefore construct many different minimal probability
spaces to satisfy the assertion by varying the probabilities of the events x — 1 and x — 0.

Finally, a separating conjunction ¢ * ¥ is precise as long as ¢ and  are precise, since we
obtain the exact probabilities of each measurable event via multiplication due to the probabilistic

independence property. The precision laws are formalized below.

precise(¢) o= e X] precise (¢, /)
precise([P]) precise(@X~d(E) ®) precise(¢ * /)

When an assertion is imprecise, a weaker property called convexity can still hold. Intuitively, ¢

is convex if ¢ ®, ¢ = ¢, and it is defined formally below.

Definition 3.11 (Convex Assertions). convex(¢) iff for all ' under which ¢ is satisfiable, there
exist Q, ¥, and a convex set S of probability measures on F such that:
VP. T,Pre iff 3JueS. (QF,u <P
Any precise assertion is convex since the set S is just a singleton set containing the probability

measure witnessed by the definition of precision. The assertion ¢ ®>g ¢ is an example of an

assertion that is convex, but not precise, since we only have a bound on the probabilities of ¢ and
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FQ ot Yry pry

P = P = .
[P QI [P+ 101 [P+ [Q] exyro =y Dx-ae) ? + Dx~ay ¥

Y ¢ vars(¢) X ¢ vars(y) convex(¢p)
@X~d(}5) ¢F @Y~d(}3) o[Y/X] @X~d(}5) pro
X ¢ vars(¥) X ¢ vars(y)) ¢ = [e— X] precise (V)
(Dxwar) @) * ¥ - Dxaey(@ V) Dx-ae) (@ V) F (Dxear @) *V

Figure 3.3: Selected entailment laws, where ¢[E/X] is a syntactic substitution of E for X in ¢.

¥ holding rather than an exact likelihood. A separating conjunction ¢ * ¢ is only convex if one

of the conjuncts is precise, which rules out hidden correlations between the terms.

precise(¢) convex(¢, ) o= e 1] Y= e 0] convex (@) precise(y))
convex(¢) convex(¢ ®sg ) convex(¢ * )

3.3.3 Entailment Laws

The final element that we need to work with and manipulate outcome assertions is entailment
laws. We write ¢ + ¢ to mean ¢ implies / is derivable, which semantically means that for any I'
and P,if I, P E ¢, then T, P E ¢.

Some selected entailment laws are shown in Figure 3.3. First, separating conjunctions can
be moved inside and outside of almost sure assertions. Implications can be performed inside of
almost sure assertions, separating conjunctions, and outcome conjunctions.

Variables bound by outcome conjunctions can be ¢-renamed as long as the new name is fresh.
Outcome conjunctions of convex assertions can be collapsed. Finally, any assertion i which does
not contain the variable X which is bound by an outcome conjunction can be distributed inside
the outcome conjunction, but it can only be factored out of the outcome conjunction if it is precise.

To see why precision is needed in the latter case, consider the assertion:

@ ((xr—>X] >x<EIY.y~Ber(Y))

X~Ber(p)
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If the value of Y depends on X, then x and y are correlated, and therefore we cannot factor the
information about y out to obtain (x ~ Ber (P)) « 3Y. y ~ Ber (Y). However, if y is distributed
in some fixed way P X~Ber(p) ([x — X =y ~ Ber (q)), then no correlation is possible and it can

thus be factored out to obtain (x ~ Ber (p)) * (y ~ Ber (q)).

3.4 RELATED WORK

The idea to model probabilistic independence with separation was first explored by Barthe et al.
[2020] with their introduction of Probabilistic Separation Logic (PSL). However, PSL was limited
both in its ability to reason about the granularity of independence and also about conditional
independence. Dependence and Independence Bunched Implications (DIBI) later extended PSL
with a conditioning operator, for improved abilities to reason about control flow [Bao et al. 2021].

Li et al. [2023, 2024] later introduced the Lilac logic, which reformulated probabilistic sepa-
ration based on measure theory in order express independence at varying levels of granularity,
as we saw in Section 3.1.3. Lilac also features a conditioning modality, which supports reasoning
about continuous probability, but lacks some of the compositional reasoning properties of the
direct sum, which will become important in the next chapter. On the other hand, Lilac’s con-
ditioning modality does support reasoning about continuous probability distributions, so both
approaches have relative strengths. Bluebell is based on a similar construction as Lilac, but is
limited to discrete distributions and additionally offers relational reasoning about many program
executions [Bao et al. 2025].

The definition of separation in this thesis draws both from PSL [Barthe et al. 2020] and also
newer logics. We use probability spaces for reasoning about independence at varying levels of
granularity, but also use a cartesian product construction to fully separate memory footprints
rather than the more general approach of Lilac and Bluebell, which rely on a theorem stating
that independent products are unique [Li et al. 2023, Lemma 2.3]. We use the explicit product

construction in order to guarantee that each variable can only occur on one side of the %, making
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mutation rules simpler. Lilac does not allow mutable state, and so mutation is not a factor. On
the other hand, Bluebell handles mutation by explicitly tracking permissions, but the product
construction is simpler to use than the permission approach.

The notion of precision has been previously studied in separation logics, in part to explain
when the separating conjunction distributes over other logical connectives, such as the regular
conjunction [Calcagno et al. 2007; Vafeiadis 2011]. In PSL, precision (under the name supported)
was used to ensure that the guard of an if statement remains independent of the postcondition
of the two branches. Conditioning a la Lilac and Bluebell provides a more flexible way to reason

about control flow without forcing the guard to be independent of the states in the two branches.
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CHAPTER 4

PROBABILISTIC OUTCOME LOGIC

Having just formalized an assertion language for specifying the outcomes of a probabilistic pro-
gram, we can now use that assertion language to define Probabilistic Outcome Logic (POL). Al-
though prior logics enable compositional reasoning about probabilistic programs using proba-
bilistic independence [Barthe et al. 2020; Bao et al. 2021, 2025; Li et al. 2023], all of those logics
have limited abilities to handle control flow and loops, whereas pOL is more powerful in those
regards (refer to Section 4.5 for a more complete comparison). Therefore, POL provides an ex-
pressive foundation on top of which we add the ability to additionally handle nondeterminism

and concurrency in chapters Chapters 5 and 7, respectively.

4.1 OVERVIEW

Logics for expressive and compositional reasoning about probabilistic programs require a com-
bination of several features. Expressiveness stems from describing distributions of outcomes.
Compositionality relies on the ability to reason locally about state, a la separation logic, and also
to reason locally about random outcomes. To that end, POL augments standard Outcome Logic
[Zilberstein 2025] with the probabilistic separation capabilities from the previous chapter.

As in prior program logics, POL expresses specifications as triples (¢) C (), where the pre-
condition ¢ and postcondition i/ are outcome assertions (Figure 3.1) and C € emd, is a PCL
program whose syntax and semantics were given in Section 2.2. As a simple example, we specify

a fair coin flip using a postcondition that states that x is distributed according to a coin flip.
([x = =1) x = Ber (3) (x ~Ber(3))

However, deriving specifications for larger composite programs requires rules for reasoning in
a modular way. We will now describe a few of the modular reasoning principles of POL, and in

later sections we will formalize those principles as sounds inference rules.
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4.1.1 Local Reasoning and the Frame Rule

As we saw in Section 2.4, the FRAME rule enables local reasoning by lifting specifications about a
local heaplet into a larger global context [Reynolds 2002; O’Hearn et al. 2001; Yang and O'Hearn
2002]. In the probabilistic setting, the FRAME rule takes the same form, but additionally guarantees

that the local variables are distributed independently from other variables [Barthe et al. 2020].

(p) C(¥)
FrRAME
(p0) C(Y =9)

For instance, returning to the example from the beginning of the section, we can use the FRAME

rule to prove that a freshly sampled variable is probabilistically independent from other variables.

([x = =) x:zBer(%) (x ~ BCI‘(%))
(T +> ~] # (y ~ Ber (3)) ) x+~ Ber (}) ( (x ~ Ber (3)) = (y ~ Ber (3)))

The independence information is very useful; it allows us to obtain the entire joint distribution

FrRAME

over all of the program variables.

4.1.2 Conditioning and Control Flow

Consider the following program, which simulates a three-sided die using only Bernoulli distri-
butions. Upon termination, x will be a uniformly distributed integer between 1 and 3.

x:zBer(%)g

if x =1 then
skip

else
y:zBer(%)‘;
X =2+y

Since the control flow of the program depends on random behavior, proving its correctness will
require us to know how likely the program is to enter each branch of the if statement. Therefore,
although it would be sound to adapt the standard 1F rule of Hoare Logic to OL, that rule is not

sufficiently expressive to reason about probabilistic control flow.

([Pxbm1]) Ci ([Q])  ([Pxb0]) G ([Q])
([P+bw —]) if b then C; else C, (|Q])

Ir (HOARE)
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Instead, we use a series of rules, which allow us to reason about both the likelihood and behavior
of each branch. We show simplified versions of those rules here. First, the SprLiT rule allows us

to reason underneath an outcome conjunction.

In the conclusion, X is bound by the outcome conjunction, but in the premise it is implicitly
universally quantified. So, if (¢) C () holds for any fixed value of X, then we can conclude that
the same pre- and postcondition pair holds underneath the outcome conjunctions. For example,
if we initially know that x is distributed according to Ber (%) and the program increments x, then

the SpLIT rule essentially allows us to map the plus 1 function over the distribution of outcomes.

([xPX)x=x+1([x—>X+1])
( @ [x > X]) x = x+1¢( @ Mx = X +17)

X~Ber(%) X~Ber(%)

SpLIT

Returning to analyzing control flow, if the initial outcome conjunction gives the distribution over
values of the test b, then SpLIT puts us in a scenario where the program will deterministically

take one branch or the other.
(@ = [b— X]) if b then C; else C, (V)
( € o+ X])ifbthenCielseC, ( P )

X~Ber(p) X~Ber(p)

SpLIT

Since b is a Boolean-valued test expression, then X in the premise of the above derivation can
only take on the values 0 or 1. So, by considering both possible values of X, we force the execution
to deterministically take the true or false branch, and then we can use the following two rules to
complete the proof.

(p*[b—1]) C1 (Y) T (p*[b—0]) C (Y) IeF
(@ = [b 1]) if b then C; else C; (V) (@ = [b— 0]) if b then C; else C, (V)
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In fact, we can derive a composite rule, which is similar to the classic one from Hoare Logic, but

which now takes the probabilistic behavior into account.

(p*[b1]) C1 (¥) (p*[bm0]) C (¥) .
( € o+ X])ifbthenCielseC,( (H )

X~Ber(p) X~Ber(p)

Returning to the original program, we can use the postcondition:

g//érx:anﬂv(rX:o}* D (tz+Y1)

Y~Ber( % )

It is relatively easy to see that:

@ Y = x ~ unif ({1,2,3})

X~Ber(%)

Therefore, using the Ir rule presented above, we can obtain the following final specification.

(@[x — X1) if x = 1 then skip else y :~ Ber (
X~Ber(%)

%)gx::2+y(x~unif({1,2,3})>

In Outcome Logic, compositional reasoning via the SpLIT rule in the way shown above is com-
monly needed to reason about the control flow in programs, which we will see repeatedly

throughout the remaining chapters.

4.1.3 Loops and Almost Sure Termination

The final form of reasoning needed to analyze probabilistic programs consists of rules to modu-
larly reason about loops. We are primarily concerned with almost sure termination, the property
that a program terminates with probability 1 in the limit. Inspired by Total Hoare Logic [Manna
and Pnueli 1974], we can use a ranking function to ensure that the program moves toward ter-
mination with each iteration of the loop.

However, unlike standard programs, probabilistic loops need not always move toward termi-

nation, but rather only must move toward termination with some probability. For example, the
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following program terminates with probability % on each iteration. So the probability of nonter-

mination after n iterations is =

57> which clearly goes to zero as n goes to infinity.

while x = 0 do x :~ Ber (%)

But the situation can get more complicated. For example, the program may not immediately exit

on each iteration, but rather only probabilistically move toward termination, as is the case below.
whilex >0dox =x—-1 69% skip

We will see how to formally prove almost sure termination for the program above in Section 4.3.3,
and sketch the proof informally here. First, we need a ranking function, which in this case is just
the value of the variable x. Clearly, when x reaches 0, the program terminates, so all we need to
do is show that the rank decreases with some nonzero probability p on each iteration. Clearly,
the rank decreases with probability % each iteration, so the program will eventually terminate
with probability 1. There are many more complex rules for proving termination of probabilistic
programs [Mclver and Morgan 2005; Mclver et al. 2018; Majumdar and Sathiyanarayana 2025],

but in this thesis the style above, known as bounded rank, will suffice.

4.2 FORMALIZING OUTCOME TRIPLES

Triples in POL (@) C () are judgements, where the pre- and postconditions ¢ and i are outcome
assertions that we formalized in Chapter 3 and C € emd,, is a probabilistic program with syntax
and semantics given in Section 2.2. Informally, the meaning of (¢) C (¢) is that if the program C
is run on a distribution of states described by ¢, then the outcomes will be distributed according
to 1. The meaning is similar to Hoare triples {P} C {Q}, but lifted into a setting where ¢, C, and
¥ are all probabilistic.

As we saw in Section 4.1.1, POL triples are also frame preserving in that the validity of
() C (¥) implies the validity of (¢ = &) C (¢ = ). Following many higher order separation

logics [Birkedal and Yang 2007] including Iris [Jung et al. 2018], the frame property is baked into
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the validity definition of the triples. Doing so eliminates the need for cumbersome side conditions
that existed in Probabilistic Separation Logic [Barthe et al. 2020].

We write E"OL (¢) C (/) to mean that a triple is semantically valid in POL. Validity requires
the initial state to be captured by a logical variable context I': LVar — Val, a local probability
space P, a frame probability space Pr, and a distribution over states p. Since ¥ models the local
state, then it must satisfy the precondition, i.e., I', # £ ¢. The second probability space r models
any distribution of variables that are not in the local memory, which will be unchanged after
the program executes. Finally, u is the concrete distribution over memories, and it refines the
independent product of £ and Pr, i.e., P ® Pr < p.

As long as those conditions are met, then £"°' (p) C (i) means that there must be some final
probability space Q such that [C]|" (1) refines Q® Pr and T, Q £ . The formal definition of POL

triples is given below.

Definition 4.1 (Probabilistic Outcome Triples). "L (p) C () iff for any T, p, and probability

spaces P and Pr such that P @ Pr < ppand T, P E ¢, then:

3Q. Qe Pr<[Cl}, (1) andT.Qry

Note that probability spaces range over memories (without L), so the fact that Q ® Pr <
[C]' (1) means that [C](x) (1) = 0, i.e. that C almost surely terminated. In that sense, POL
is similar to a total correctness logic [Manna and Pnueli 1974], where the validity of any triple
implies termination. Accordingly, the loop rule will establish termination. For the remainder of

the chapter, we will omit the POL superscript and simply write £ (¢) C (¢').

4.3 PROOF RULES

Given the formal meaning of POL triples, we can now develop proof rules to mechanically derive
valid judgements in the logic. We write - (@) C (¢) to mean that the triple is derivable via the

rules. All of the rules in the following sections are sound with respect to the validity definition
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(@) C1 (9) (9) C2 (¥)
—SkiIp
(¢) skip () (¢) C15C2 (Y)

SEQ

(@ Ci Y1) (@) Ca(yn) o=[e—E] y1=[e 1] = [e 0]
(@) C1 ®e Co (Y1 O Y2)

ProB

¢=[bH1] (p) Ci (l//) T ¢ = [b 0] (p) C; (&0) IeF
(p) if b then C; else C;, (¥) (@) if b then C; else C; ()
@ = [e— E] A (¥ * [own(x)]) @ = [e— E| A (¥ * [own(x)])
ASSIGN MP
(o) x =e([x > E[x¢) (p) x = d(e) ((x ~ d(E)) =¢)

Figure 4.1: Rules for sequential commands in POL.

(Definition 4.1), which means that any derivable triple is semantically valid.

F{p) C () = F{()CH)

We will defer the details of the soundness proof to Section 7.4.

4.3.1 Basic Sequential Commands

We begin in Figure 4.1 with the standard rules for analyzing sequential (non-looping) commands.
The Skip rule preserves the precondition for a no-op command and the SeQ rule composition-
ally builds a specification for a sequential composition C; § C; from derivations for the two sub-
commands. Soundness of the SEQ rule follows from the associativity law of monads.

To analyze a probabilistic choice command C; @, C,, the precondition ¢ must dictate the value
of the probability e, i.e, ¢ = [e +— E]. In addition, the postconditions of the two branches i,
and 1, must witness a partition of the program states via the expression ¢/, i.e., ¥; = [e’ — 1]
and ¥, = [e’ — 0]. Then, the postcondition of the triple as a whole is simply 13 ®f V5.

Next, IFT and IFF are used to create specifications for the true and false branches of an if state-
ment, respectively. Compared to the simpler versions from Section 4.1.2, the ones in Figure 4.1

have a more flexible precondition, only requiring, e.g., that ¢ = [b + 1] rather than forcing the
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precondition to have the form ¢ * [b +— 1]. The more general form allows the guard b to refer-
ence multiple variables or probabilistic information, for example if the guard b is the expression

x+y > 0 and the precondition is (x ~ Ber (p)) * (y ~ Ber (q)), then the condition is clearly met.
(x ~ Ber (p)) * (y ~ Ber (q)) = [(x+y > 0) — 1]

Finally, we have two rules for reasoning about the assignment x := e and sampling x := d(e)
actions. In both cases, the precondition ¢ must imply both that the program expression e evalu-
ates to the logical expression E ([e +— E]), and that we have permission to write to x (own(x)).
In addition, the leftover state { about the variables other than x must be separate from x itself
in order to properly represent the postcondition. The rules are formulated in that way so as to
capture many different modes of use. For example, the expression e may be derived from multiple

variables other than just x:

x> 1xy > 2] = [(x+y) > 3] A ([y— 2] = [own(x)])

ASSIGN
([x = 1xy - 2]) x = x+y ([x = 3]+ [y = 2])
Alternatively, x itself may be distributed in a complex way:
(x ~d) x [y = 2] = [y = 2] A([y = 2] * Jown(x)])
ASSIGN

((x~d) [y = 2]) x = y ([x = 2] * [y > 2])

4.3.2 Structural Rules

Our next set of rules, shown in Figure 4.2, are structural rules that do not depend on the program
syntax. As described in Section 4.1.1, the FRAME rule allows a local probabilistic specification to be
lifted into a larger distribution over memories. The rule of CONSEQUENCE allows for strengthening
of the precondition and weakening of the postcondition. It can be used in conjunction with the
entailment laws from Figure 3.3.

The final two rules are for case analysis on outcomes, as described in Section 4.1.2. We include
two variants. The first rule, SpL1T1, requires that i dictates the partition of the probability spaces

in order to construct a final direct sum. The partition is witnessed in a similar fashion to rules
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() C () =9 (CH Y=V

FrRAME - - CONSEQUENCE
(p = 9) C (Y =3) (o) CY')
@ C{) yv=le—X] () C(y)  convex(y) X ¢ vars(y)
SpriTl SpLIT2
(P orccPhwn (P ocw
X~d(E) X~d(E) X~d(E)

Figure 4.2: Structural POL rules.

for establishing precision that we saw in Section 3.3.2, by requiring that y = [e +— X| for some
expression e. Since X takes on distinct values in each case of the direct sum, then e — X witnesses
that the sample space can be partitioned. If / does not witness a partition, then the SpLiT2 rule
can instead be used, which requires 1/ to be convex and not dependent on X.

We now demonstrate the two modes of use. Below, x is initially distributed according to
some distribution d(E), and then it is incremented. The sample space is still partitioned after the

increment, which is witnessed by [x — 1 +— X, so SPLIT1 can be used.

F{fx—X])x=x+1{([x— X+1]) x> X+1] = [x—1 X
F(@[xHxnx::xH(@(xH)uﬂ)

X~d(E) X~d(E)

SprLiTl

On the other hand, the next program samples y, and the resulting sample space is not partitioned

according to X. Instead, SpL1T2 is used since the postcondition is convex.

F([x— X*Xe{0,1}]) y:=Ber (3) (Y. [Y < ] xy ~Ber(Y))

F (@[xHX*X € {0,1}]) y:~Ber () (3Y.[Y < %] xy ~Ber (Y))
X~Ber(%)

SpPLIT2

Another use for the splitting rules is to derive a two-sided rule for if statements. The Ir rule shown
below is derived by first using SpLiT1 to condition on the value of the test b, and then applying

IFT and IfFF to handle the two cases.

Irm (o [X=1DC ) Itm{ex[X=0)C ) ¢=[b—-X] ¥y= [bHX]IF
I'tm ( Dx-per(p) @) if b then C; else Co ( Dy perp) V)
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4.3.3 Analyzing Loops

As we saw in Section 4.1.3, analyzing probabilistic loops and proving almost sure termination
is more complicated than loop analysis in deterministic programs. In this section, we present a
proof rule for analyzing probabilistic loops. The approach to establishing almost sure termination
is based on prior work [Mclver and Morgan 2005; Kaminski 2019; Mclver et al. 2018]. However,
unlike prior work, the POL loop rule also specifies the distribution of outcomes that occur upon
termination, rather than just establishing that the loop terminates.

The basic strategy to ensure termination uses a bounded integer rank £ < R < h, that strictly
decreases with probability p > 0 on each iteration. Once the rank reaches the lower bound ¢, the
loop must terminate. That means that at any point, the loop will terminate within h — ¢ iterations
with probability p"~¢, which is nonzero. Let t be the probability of termination, then we can lower
bound ¢ as the the probability of termination within h — ¢ iterations plus the probability that the

program does not terminate in that time plus ¢.
t>phte(1-p"h -t

By subtracting (1 — p"~¢) - t from both sides of the inequality, we get that ¢ - p"~* > p'~¢ and
since p > 0, the only solution to that inequality is t = 1. Refer to Mclver and Morgan [2005, §2.6]
for a more complete discussion.

Our loop rule, shown in Figure 4.3, is built around a loop invariant ¢, which is an outcome
assertion that may describe a distribution of many different outcomes. The loop invariant must
imply that the rank is in bounds, i.e., that £ < R < h. It must also be the case that when R = ¢, ¢
implies that the loop guard b is false, and otherwise if R > ¢ then b is true.

The premise of the rule requires that as long as the invariant ¢ holds and R = N > ¢, then
running the loop body C will result in a distribution where the invariant ¢ still holds, and R < N
with probability p > 0 and otherwise R > N. In the case that R < N, then R is distributed

according to some distribution d; (E;) whose support contains only integers between £ and N — 1.
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@=[t<R<h]
@*[R=t1=[b—0] N>¢
@*[R>t]=[b—1] N¢vars(p)

(dy(E1))C[EN-1] 0<p<1
(p+[R=NT) C{( @R~dl(51) ¢) ®)p (@R~d2(52) ¢)) Sgsgp(éz(%z))gm,h] precise(¢[£/R])
(Brea(r ¢ while b do C (p[¢/R])

BouNDEDRANK

Figure 4.3: A loop rule for almost-sure termination in POL.

Similarly, R is distributed according to another distribution d;(E;) whose support is between N
and h in the case where R > N.

If those conditions hold, then as long as the initial states satisfy the invariant ¢, with R dis-
tributed according to any distribution d(E), then the loop will almost surely terminate with the
outcomes distributed according to ¢ with R = ¢. We will see examples using BOUNDEDRANK in

Section 4.4. Additional strategies for proving almost-sure termination are discussed in Section 4.5.

4.4 EXAMPLES

We now introduce two running examples to demonstrate how pOL provides an expressive foun-
dation for reasoning about probabilistic programs with unbounded loops. In future chapters, we
will extend the examples with nondeterminism and concurrency, and see how the Outcome Logic

proof strategies evolve to deal with increasingly complex combinations of computational effects.

4.4.1 Random Walk

The first example is a random walk in which an agent moves toward the origin with probability

1

> on each round. The agent’s position is stored in the variable x and the walk terminates when

the agent reaches the origin, i.e., x = 0. A program implementing the walk is shown below.

while x > 0 do
x::x—l@% skip

We want to prove both that the random walk almost surely terminates, and that the agent ends

up at position 0. Since POL triples imply almost sure termination, both requirements are captured
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o NDx=x—1(x> N1 7 x> NJ) skip ((x > N]) s;“’
(x> N+0<N<X))x=x=1@,skip([x>N-1]& [x > N|)
BouNDEDRANK

([x » X %0 < X])while x > 0do x =x=16; skip ([x — 0])
Figure 4.4: Almost sure termination proof for a simple random walk in POL.

by the postcondition [x +— 0]. As a precondition, we will use [x — X % 0 < X7, i.e, the agent
begins at some arbitrary positive position X. In order to apply BOUNDEDRANK, we first need an
invariant. The invariant simply states that x — R, the current position x is also the current rank

R, and the rank is bounded between 0 and X, the initial starting point.

=[x R+x0<R<X]

The other parameters of BOUNDEDRANK are instantiated as follows:

% d(E) = unif ({X}) di(Ey) = unif ({N - 1}) di(Ey) = unif ({N})

A

P

The rank decreases each iteration with probability p = % and all three distributions d(E), d;(E;),
and d,(E,) are uniform distributions over singleton sets, meaning that the outcome conjunctions
collapse into a single term. The derivation is shown in Figure 4.4. First, the BOUNDEDRANK rule

is applied with the parameters described previously. The precondition of the premise is:

p*[R=N]=[x+—> Rx0<R<X]|*[R=N]

Along with the side condition that N > ¢ = 0, we simplify this precondition in Figure 4.4 to
[x = N x0 < N < X|. We next apply the Pros rule in order to analyze the two probabilistic
branches in the body of the loop. In the first branch, AssiGN is used to conclude that [X +— N —1]
and in the second branch, Skip is used to conclude that [x — N]|. Putting the two branches
together, we get that [x — N - 1| @ 1 [x + N, which is roughly equivalent to the following
assertion (in Figure 4.4, we omit the bounds on R and N for clarity).

B e D )

R~unif ({N-1}) R~unif ({N})
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The postcondition is therefore ¢[0/R], which is equal to [x +— 0].

4.4.2 The von Neumann Trick

The second running example is a randomness-conserving protocol for simulating a fair coin given
a coin with a fixed, unknown bias 0 < p < 1. Originally due to von Neumann [1951], the protocol
(shown as a program below) flips the coin twice and returns the value of the first coin flip if the
outcomes differ, otherwise it tries again.

x:=03

y=03

while x =y do

x = Ber (p) §
y i~ Ber (p)

Intuitively, the von Neumann trick works because on any given round, the probability of getting
x = 0 and y = 1 is equal to the probability of getting x = 1 and y = 0; both events occur
with probability p(1 — p). That means that on any given round, the protocol will terminate with
probability 2p(1 — p), and if it does terminate, then the values of x will be uniformly distributed.
To prove correctness of the protocol using POL, we will need a loop invariant with which we
can invoke BouUNDEDRANK. We will construct the invariant in two parts, which represent the two
different ranks (0 and 1).
pE(pox[R=0DV(p+[R=1]) g2 @ xXsyo-X] g 2[x=y1]
X~er(3)
Rank 0 must imply termination, so x # y. In addition, for correctness, we require that the values
of x are uniformly distributed. In the case where R = 1, we only require that the loop guard x = y
is true. As stated previously, on every round, the loop will exit with probability 2p(1 — p), which
is nonzero since 0 < p < 1. The derivation is shown in Figure 4.5.
The precondition is simply ¢;, which states that x = y and obviously applies to the program

state after executing x := 0§y := 0. The proof is quite mechanical, except for the application of
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MP

(Tx =y 11) x =~ Ber (p) (x ~ Ber (p) + fown(y)])

MP

(x ~ Ber (p) + [own(y) ) y ~ Ber (p) (x ~ Ber (p) +y ~ Ber (p))

SEQ
([x =y — 1]) x = Ber (p) 5y :~ Ber (p) (x ~ Ber (p) xy ~ Ber (p) )
CONSEQUENCE
([x =y > 1]) x:=Ber (p) sy := Ber (p) (@0 2p(1-p) ¢1)
BoUNDEDRANK
while x = y do
([x=y—1]) x:=Ber(p)s (x~Ber(3z))
y :~ Ber (p)

Figure 4.5: Correctness proof for the von Neumann trick in POL.

the rule of CoNnsEQUENCE. To see why the consequence holds, we can first apply the distributive
law of the outcome conjunction over the separating conjunction to obtain:

x ~Ber(p) xy ~Ber(p) — EB @ [x > X*xy— Y]
X~Ber(p) Y~Ber(p)

Now, we are going to fold the nested outcome conjunctions into a single Bernoulli distribution
by considering only the cases where X = Y and X # Y. The values of X and Y differ when X =0
and Y = 1 or vice versa, which both occur with probability p(1 — p), therefore X # Y occurs with
probability 2p(1 — p). Furthermore, the probability that X = 0 and X = 1 are equal, conditioned
on the fact that X # Y, since both probabilities are p(1 — p). Therefore, the following implication
holds too.

@ @ x> Xxy— Y| = ( @ [x|—>X*y|—>—|X])692p(1_p)[xzyf—)ﬂ
X~Ber(p) Y~Ber(p) X~Ber (1)
The assertion above is exactly equivalent to the postcondition of the premise in the application
of BOUNDEDRANK in Figure 4.5. Accordingly, the final postcondition should be simply ¢,. In

Figure 4.5, we simplified ¢, by forgetting the information about y to obtain simply x ~ Ber (%)
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4.5 RELATED WORK

Weakest Pre-Expectations. Weakest pre-expectation transformers are calculi for reasoning
about probabilistic programs in terms of expected values [Morgan et al. 1996a]. They were in-
spired by propositional weakest precondition calculi [Dijkstra 1975, 1976], Probabilistic Proposi-
tional Dynamic Logic [Kozen 1983], and probabilistic predicate transformers [Jones 1990].

The key idea is to define wp: emd, X exp — exp, which takes in a program C and a expression
e and returns an expression e’, which represents the expected value of e after C is executed. For

example, the expected value of x + y after executing x :~ unif ({1, 2,3}) is derived below:
. 1 1 1
wp (x =~ unif ({1,2,3}),x+y) = 3 (1+y)+§ : (2+y)+§ -(3+y)=2+y

The traditional wp approach can only be used to reason about a single outcome at a time, unlike
POL which can reason about many outcomes in tandem. However, reasoning about outcomes and
expectations are not mutually exclusive; Barthe et al. [2018, Theorem 1] showed how to embed
a wp calculus in a probabilistic program logic. A similar construction could be done in POL.
In addition, Zhang et al. [2024] introduced a weakest hyper pre calculus, which can range over
multiple outcomes. Refer to Kaminski [2019] for a thorough overview of the wp technique.
Work on wp has intersected with almost sure termination analysis for probabilistic programs.
Some of that work uses martingales [Chakarov and Sankaranarayanan 2013] to show that pro-
grams terminate with finite expected running time. More sophisticated techniques exist for al-
most sure termination too, which inspired the rules in this chapter [Kaminski 2019; Mclver and

Morgan 2005; Mclver et al. 2018].

Probabilistic Hoare Logics. Probabilistic Outcome Logic takes inspiration from prior pro-
gram logics such as Probabilistic Hoare Logic [den Hartog 2002; Corin and den Hartog 2006; den
Hartog 1999], VPHL [Rand and Zdancewic 2015], and Ellora [Barthe et al. 2018]. Those logics

provide means to prove properties about the distributions of outcomes in probabilistic programs,
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to which we added the ability to reason about independence via separation logic, which increases

the compositionality and modularity of the proof system.

Couplings and Relational Proofs. An alternative strategy for verifying probabilistic pro-
grams is to relate the behavior of two probabilistic programs. Probabilistic Relational Hoare
Logic (pRHL) does so by lifting a relation over deterministic states to a relation over distributions
of states [Barthe et al. 2009, 2015]. For example, the following specification relates sampling from
a Bernoulli distribution to sampling from from a uniform distribution, which is witnessed by a
coupling in which a draw of 0 (resp. 1) in the first program corresponds to a draw of 1 (resp. 2)

in the second program with equal probability.
{true} (x;:~Ber (1)) ~ (x2:=~unif ({1,2})) {x; =x, — 1}

Refer to Hsu [2017] for a comprehensive introduction to probabilistic relational techniques.

Relational logics can be used for refinement proofs, where one program is being verified and
the other is the specification [Gregersen et al. 2024a,b; Haselwarter et al. 2024]. It can sometimes
be easier to prove a relational property as compared to a unary one, so the refinement approach
is useful as long as the specification program is obviously correct. However, the downside of the
relational approach is that the sampling operations of the two programs have to be coupled in
lockstep, and so it is not so easy to prove correctness in cases where the distribution over desired
outcomes looks very different from the structure of sampling operations in the program, as is the
case in the three-sided die (Section 4.1.2) and the von Neumann trick (Section 7.5.2).

The Clutch logic somewhat mitigates the issue of lockstep execution by introducing a logi-
cal pre-sampling tape, which can be manipulated as part of the proof [Gregersen et al. 2024b].
However, that approach introduces additional complexity, whereas POL can often more easily
establish a direct specification. Bao et al. [2025] showed how relational probabilistic logics can

be combined with Probabilistic Separation Logic to benefit from the features of both approaches.
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Probabilistic Separation Logic. The idea of modeling separation using probabilistic indepen-
dence was first explored by Barthe et al. [2020], however the resulting Probabilistic Separation
Logic (PSL) had only limited abilities to reason about the program’s control flow. Successors of
PSL such as DIBI [Bao et al. 2021], Lilac [Li et al. 2023], and Bluebell [Bao et al. 2025] included
additional modalities to reason about conditional independence, which improved handling of
control flow. However, none of those logics support the SpLiT1 and SpLIT2 rules of POL, which
are needed to reason about control flow in a more general way.

Lilac supports reasoning about continuous probability, but not mutable state. The Lilac rule
for reasoning about control flow (H-IF) essentially sequentializes the two branches of the if state-
ments to execute one after the other, which is only valid because all variables are immutable.
Bluebell has a splitting rule called c-wp-swap, however it requires ownership over all the pro-
gram variables, and therefore it is incompatible with the frame rule. By contrast, SpLiT1 and
SpLIT2 in Outcome Logic are fully compositional and can be used with FRamE. Further, neither
Lilac nor Bluebell have unbounded loops, and so they cannot be used to reason about almost
surely terminating programs like we saw in Section 4.4.

Amaryllis was more recently introduced to support probabilistic separation in tandem with
more sophisticated types of resources such as dynamically allocatable memory, however it re-
quires finitely supported distributions and therefore does not have the pcro structure that would

be needed for unbounded looping [Lohse et al. 2026].

Relative Completeness and Expressivity. The idea of relative completeness was first de-
veloped by Cook [1978] as a way to show that a program logic’s inference rules are sufficient
for reasoning about the structure of a program even if entailments in the underlying assertion
language are undecidable. Analogous results for probabilistic programs are more sparse.

The first relative completeness proof for a probabilistic program logic was due to den Har-
tog [2002], however the programming language did not include loops, and so the metatheory is

substantially simplified. Later, Barthe et al. [2018] and Zilberstein [2025] proved relative com-
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pleteness for logics with unbounded looping, but their logics are based on semantic assertions
and therefore the completeness proofs do not answer questions of what an expressive assertion
language would look like. Further, the derivations witnessed by those completeness proofs in-
volve existentially quantifying over the particular distribution that satisfies the precondition, and
therefore they do not mirror the style of derivation that would be used in practice.

Batz et al. [2021] developed an expressive assertion language for weakest pre-expectations,
but that language does not include the ability to reason about multiple outcomes as POL does. Ma-
jumdar and Sathiyanarayana [2025] showed that the loop rule of Mclver et al. [2018] is complete
for proving almost sure termination; that result could play a role in a future relative completeness

proof for POL.
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CHAPTER 5

DEMONIC OUTCOME LOGIC

Moving on from POL, we now enter a domain of programs that are not only probabilistic, but also
display a second form of nondeterministic behavior, which is controlled by an adversary. Even-
tually, that adversarial behavior will be used to model a scheduler that chooses how to interleave
concurrent computation threads, but as we will see in this chapter, there are major challenges

even in a simpler setting where the nondeterminism arises from an explicit choice operator.

5.1 OVERVIEW

We begin by adding a new demonic choice operator to our programming language C; & Cz, and
a nondeterministic assignment operator x < e. Whereas in C; &, C; and x :~ d(e), each out-
come occurs with a precise probability, the new constructs are fundamentally different We cannot
reason about C; & C; and x « e quantitatively, but rather can only guarantee correctness of a
program if the desired property holds even in the worst case.

In addition, the new demonic constructs have intricate interactions with probabilistic com-
mands. To demonstrate that interaction, we consider an example in which an adversary tries to
guess the outcome of a fair coin flip. If the coin flip happens before the adversary’s choice (below
on the left), then the adversary can exactly guess the outcome of the coin flip, since its value is
already stored in the variable x. However, if the adversary chooses first (below on the right), then

x will be uniformly distributed no matter how the adversary picks.
x:~Ber(3) 5y « {0,1} y — {0,1} ¢ x :~ Ber ()

We need a semantic model and sound logical rules to capture the behavior described above. We

will now outline the challenges that arise in designing such a logical system.
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5.1.1 Semantics and Compositionality

Following the approach to program semantics outlined in Section 2.1, a monad for probabilis-
tic nondeterminism will allow us to easily define semantics for our programs. However, it is
well known that the nondeterminism (powerset) monad (Example 2) does not compose with the
probability monad (Definition 2.14) in a straightforward way [Varacca and Winskel 2006; Zwart
and Marsden 2019; Zwart 2020; Parlant 2020]. As a simple counterexample, let us examine two

different parenthesizations of the program below [Varacca and Winskel 2006, §6.5].
(x:~Ber(3)5x:=1) 5y « {0,1} x:~Ber(3)5(x =15y « {0,1})

Suppose we now wanted to interpret both of the above programs using a naive composition
of the powerset and probability monads, where the operations unit n: X — 22X and Kleisli

composition (—)7: (X — 2P20)) — 200 _, 2D() are defined below.

n(x) = {8} =1 >, mx) -ve | peS Vx e supp(p). ve € f(x)
xesupp(p)

That is, the unit n simply returns a singleton set containing a point-mass distribution and the
Kleisli composition produces a set containing all of the distributions that could result from any
combination of demonic choices. It is also easy to see how to define probabilistic and demonic
choice operators. A probabilistic choice S @, T is the set of convex combinations of demonically
chosen distributions from S and T, and a demonic choice S & T is simply a union of the demonic

choicesin Sand T.
SopT={pd®,v|peSveT} S&T=SUT

However, the definitions above lead to non-compositional semantics. In the first variant of the
program above, the x := 1 command completely erases the fact that a probabilistic choice had

occurred, and so the subsequent nondeterministic choice happens only once, meaning that y is

81



either 0 or 1 each with probability 1.

[(x:~Ber(3) sx:=1) sy « {0,1}] (s)
=y « {o, 1}]]T([[x i~ Ber (3) §x = 1] (s))
= [y « {0, 1}] (s[x = 1])

= {[s[x =1,y :=0] — 1], [s[x =1Ly:=1] - 1]}
However, in the second variant, the demonic choice is grouped with x := 1, and the entire com-
posite command is executed once for each of the two outcomes of the Bernoulli distribution. That
means that in the second program, the demonic choice can be resolved differently for each out-
come of the initial sampling operation, so there is an additional possibility that y is 0 or 1 each
with probability %

[[x :~ Ber (%) s(x =13y « {0, 1})]] (s)
=[x =135y « {o, 1}]]*([[x i~ Ber (3)] (s))

=lx=13y {0’1}]“({[ iEﬁ . (1)} - %; ]})

= {[s[x =Ly :=0]m— 1], [s[x =Ly:=1] 1],[

slx =1,y:=0] — 1/2
slx =1L,y:=1] — 1/2

Following from the counterexample above, sets of distributions do not constitute a monad since
the associative law (f7 o g)" = f7 o ¢ is violated. More concerningly, associativity of sequential
composition C; § (C25C3) = (C1$Cy) §Cs does not hold and the SEQ rule of POL (and other Hoare-
like logics) is unsound, meaning that sequential programs cannot be analyzed compositionally.

However, compositionality can be restored by requiring the sets of distributions used to en-
code program semantics to be convex. A set S € 22X is convex if for any p,v € S and p € [0, 1]
the convex combination y @, v is also contained in S. In restricting to convex sets, it is no longer
valid to define demonic choice as a simple union, since convex sets are not closed under union.
Instead, demonic choice becomes a convex union.

s&T= | se,T
pelo1]
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Operationally, the convex union definition of demonic choice corresponds to an adversary that
can use coin flips to make decisions. Instead of deterministically picking between two options,
the adversary can flip a coin with any bias p to make the choice. Of course, the adversary could
always choose p = 0 or p = 1 to make the choice deterministic, so the probabilistic adversary
is strictly a stronger threat model. Convexity solves the associativity program, since in both

variants of the previous program, y can be 0 or 1 with any probability. That is, we get:

[(x:~Ber(3)sx:=1) sy « {0,1}] (s) =[x = Ber (3) 5 (x := 15y « {0,1})] (5)

— S[x = 1,y = O] P
_{[s[xzzl,y::ﬂ l_pHpe[O,l]}

11

5.1.2 Demonic Outcome Logic

In Demonic Outcome Logic (DOL), we specify the probabilistic behavior of programs using the
same outcome assertions that we used in POL. However, the demonic triple (¢) C (¢) has a subtly
different meaning; since the denotation of C is now a set of distributions, i/ must model every
distribution in that set. The handling of nondeterminism by universal quantification over the
final distributions mirrors the way that nondeterminism is captured in standard Hoare Logic.

However, unlike Hoare Logic, the pre- and postconditions in bOL describe probabilistic be-
havior. So, disjunctions are not expressive enough for reasoning about nondeterminism. For
instance, [y — 0] V [y +— 1] is not a valid postcondition for the program y « {0, 1}; it is not
true that either y +— 0 with probability 1 or y + 1 with probability 1, but rather rather the values
of y may be distributed in some other way.

To account for the probabilistic scheduling behavior, we introduce a new & logical modality,
which is a nondeterministic analogue of the outcome conjunction. The assertion & ycs ¢ means
that there exists some distribution y € D(S) such that Xt @ holds. We can use & to specify

the behavior of a demonic choice.

(ly= =Dy < {0.1} (&yepory[y = Y1)
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Since & is formulated with the same measure theoretic foundations as the outcome conjunction,
it can also be used to reason about independence, even if we do not know the precise probabilities
of each outcome. Returning to the variant of the coin flip game where the adversary picks first
y < {0,1} s x :~Ber (%), we can use the FRAME rule on the second command to conclude that the

coin flip is probabilistically independent from y, a previously chosen demonic value.

([x — =) x :~ Ber (%) (x ~ Ber (%) )
([x > =] &Ye{o,l}[y — Y]) x :~ Ber (%) ( (x ~ Ber (%)) * &Ye{o,l}[y = Y])

FRAME

Although we do not know the exact distribution over Y, the probabilistic independence property

means that we can apply a distributive law to obtain the following:

(x ~ Ber (1)) = & y— Y] = & (x ~Ber (3)) * [y — Y]

Ye{0,1} Ye{0,1}

- & @ (x> Xsxym— Y|

Ye{o,1} X~Ber(%)

So, for any fixed Y, X is uniformly distributed. That means that x = y with probability exactly %

— & P =9 x

Ye{o,1} X~Ber(%)

Since the inner term does not depend on Y, we can remove the & to determine that x = y with

probability 1, i.e., that the adversary cannot do any better than guessing the value of x.
= (x=y) ~Ber(3)

Modular reasoning with the FRAME rule gives us an elegant way to specify the program above.

However the reversed program, where the flip occurs before the demonic choice, is more complex.

5.1.3 The Pitfalls of Reasoning about Nondeterminism

When reasoning about nondeterminism in pOL, it is important to take into account the ways
in which the demonic adversary can inject correlations between the program variables. Let us

return to the previous specification for a demonic choice.

(ly= =Dy = {0.1} {(&yepoy[y = Y1)
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The triple above is valid in isolation, but it is not frame preserving. Indeed, applying the FRAME rule
with x ~ Ber (%) would allow us to conclude that the demonically chosen y is probabilistically
independent from a previously randomly sampled variable x, which is not true according to the
program semantics since y can be chosen based on the value of x.

So, reasoning about nondeterminism requires a weaker triple. Although we just saw that the
weaker triple cannot support a FRAME rule with independence guarantees, it can support a FRAME
rule that only guarantees disjointness of state. To achieve that, we generalize the separating
conjunction ¢, to be parameterized by amode m € {w, s}, where w stands for weak separation,
which does not imply independence, and s stands for strong separation and has the same meaning
that we saw in Chapter 3. Strong is the default mode, so we will henceforth write * to mean .
Triples are accordingly also parameterized by a mode, which indicates what kind of separating

conjunction can be used in the frame rule.

Fm (@) C (¥)
bm (@ #m 9) C (Y *m 9)

FrRAME

Although most rules are agnostic to the kind of frame preservation that is enabled, certain treat-

ments of nondeterminism require a weak triple, such as handling demonic choice.

Fw (ly = =)y « {0, 1} (&yeqory [y — Y1)

Now, we can use the weak variant of the FRAME rule to get a specification for a random choice

followed by a demonic choice

Fw ([y > =)y « {0, 1} (&yepoy [y = Y1)
Fw { (x ~ Ber (3)) = [y = =1) y « {0, 1} ( (x ~ Ber (%)) *w &vefory [y — Y1)

FrRAME

Since x and y are stored in separate portions of memory, the demonic assignment to y cannot
affect the way that x is distributed. However, the scheduler can base its choice of y on the dis-
tribution of values over x, so x and y are not necessarily probabilistically independence. That

intuition is exactly what is formally conveyed by the triple above.
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While it may seem inconvenient to have two universes of triples, the strong and weak triples
are compatible with each other, and there are rules to go between them. Unsurprisingly, any
strong triple can be converted into a weak triple. However, weak triples can also be strengthened

into strong triples as long as the postcondition is precise.

F (@) C(¥) - Fw (@) C(J)  precise())

EAKEN STRENGTHEN

Fw (@) C (¥) F{p) C(¥)

Recall from Definition 3.10 that a precise assertion is one where every measurable event has
an exact probability. Obviously, &xco13/y + Y] is not precise, since the probabilities of y
being 0 or 1 are existentially quantified. Precision effectively removes the nondeterminism from
the postcondition 1/, ensuring that it is probabilistically independent from the frame by limiting
the behavior of the adversary to one unique model. Some amount of nondeterminism may be
possible, but it is not measurable.

In the coin flip game example, we can recover a strong triple by weakening the postcondition
from &xeo1)[y > Y] to [y € {0, 1}], which is precise since it is valid in any probability space
where [y — 1] and [y +— 0] are not measurable, but [y € {0, 1}] has probability exactly 1.

Fw ([y = =1y {0, 1} (&yeoy[y = YD)
Fw {[y = —1) y < {0,1} ([y € {0, 1}])
F(y— -1)y {01} (Ty € {0,1}])
F{(x~ Ber(%)) x [y =)y — {0, 1} ((x ~ Ber(%)) x [y € {0,1}])

CONSEQUENCE

STENGTHEN

FrRAME

Note that the specification above does not imply that x and y are probabilistically independent;
since we only have almost-surely-true information about y, it is possible that it is correlated with
x in the concrete distribution of outcomes. Therefore, we cannot conclude anything about the

probability that x = y, unlike in the case where the adversary picks first.

5.2 DENOTATIONAL SEMANTICS AND THE CONVEX POWERDOMAIN

The addition of demonic choice to our logical system requires us to first adjust the syntax and

semantics of the underlying programming language. Figure 5.1 gives the syntax of the Probabilis-
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emd,, 3 C == skip (No-op)

| C15C, (Sequential Composition)

| Cr @, C, (Probabilistic Choice)

| C1 &C, (Demonic Choice)

| if b then C; else C, (Conditional Branching)

| while b do C (Loops)

| a (Basic Actions a € act)
actdai=x=e (Assignment)

| x:=d(e) (Probabilistic Sampling)

| x —e (Demonic Assignment)

Figure 5.1: Syntax of the Probabilistic Demonic Command Language (PDCL). The new additions
over PCL are highlighted in yellow. As before, tests b € test and expressions e € exp are discussed
in Section 2.1.1 and distributions d are from Figure 2.3

tic Demonic Command Language (PDCL), where the demonic choice commands from Section 5.1
have been added. We will define denotational semantics for PDCL using a computational domain
with a monad and DcPo structure, as in Section 2.1. That domain is fundamentally based on sets

2D MemiS1L) byt as we already saw in Section 5.1.1, simple sets of distributions

of distributions
are not a monad on their own [Varacca and Winskel 2006], and therefore do not provide the

compositional properties that are needed to support the metatheory of a program logic.

5.2.1 The Convex Powerdomain

We now present the convex powerdomain, the underlying semantic structure that we will use to
represent probabilistic nondeterminism. We use a construction that is due to He et al. [1997] and
Mclver and Morgan [2005]. To recover the monad structure, sets of distributions must be convex,

which intuitively means that they are closed under convex combinations of their elements.

Definition 5.1 (Convex Sets). A setS C D (X) of distributions is convex if u € S and v € S implies

that 1 @, v € S foreveryp € [0,1].
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Additional restrictions are needed for the pcpo structure, so that loops have well defined

semantics. Sets of distributions are ordered using the Smyth [1978] order.
S Csmyth T iff VveT. 3ueS. pCpv

We use the Smyth order because is models total correctness [Sendergaard and Sestoft 1992], and
therefore it will provide a foundation for establishing almost sure termination, as we did in POL.
The problem is that the Smyth order is not a partial order, since it is not antisymmetric. To make

the Smyth order antisymmetric, we must additionally require that the sets are up-closed.

Definition 5.2 (Up-Closed and Down-Closed Sets). Given a poset (A, <), a setS C A is up-closed
(resp. down-closed) if x € S and x < y implies thaty € S (resp. x € S andy < x implies thaty € S).

The up- and down-closures of an element x € A are defined as follows:

Tx={yeAlx=<y} Ix={yeAly<x}
As a convention if (A, <) is a strict poset, then Tx and |x do not contain x. Closures extend to sets of
elements X C A as follows:

x| e

xeX x€X
Thus, X is up-closed (resp. down-closed) iff X = TX (resp. X = | X).

Recall from Lemma 2.11 that p T v implies that v(L) < u(L), and so if u(L) = 0, then p is
already maximal. Therefore if y(L) = 0, then T{u} = {u}, but if u(L) > 0, then y can be made
larger by reassigning probability mass from L to proper states, e.g., 5, Ep J,. As a consequence,
oL} = D(Mem|[V],), the set of all distributions. Up-closure means that we cannot be sure
whether a program truly diverges, or instead exhibits erratic nondeterministic behavior, which is
a common limitation of the Smyth powerdomain [Sendergaard and Sestoft 1992]. However, pOL
is concerned with proving almost sure termination of programs, so the loss of precision in the

semantics when nontermination might occur does not affect the accuracy of our logic.

38



When restricting to up-closed sets, the Smyth order is equivalent to reverse subset inclusion,
ie, S Csmyth T iff S 2 T. That means that suprema are given by set intersection. Although
intersections of arbitrary sets of sets are always defined, we are interested only in nonempty sets.
Since nontermination is captured by {5, } = D(Mem[V] ), an empty set of distributions has no
inherent meaning as a semantic object. Therefore, we need a way to guarantee that intersections
of directed sets are nonempty:.

To guarantee nonemptiness, we add a final requirement that the sets of distributions must be
Cauchy closed, meaning that they are closed in the usual topological sense [Mclver and Morgan
2005]. A subset of D(X) is closed if it is closed in the product topology [0, 1]%, where [0, 1] has
the Euclidean topology. So closure means that a set S contains all of its limit points.

As a consequence of Cauchy closure, the convex powerdomain cannot model unbounded
nondeterminism. More precisely, it is impossible to define a primitive command x := %, which
terminates and nondeterministically selects a value for x from an infinite set (such as N). Bounded
nondeterminism is typical a limitation, stemming from the impossibility proof of Apt and Plotkin
[1986]. Refer to Mclver and Morgan [2005, p.335] for a more explicit discussion of how Cauchy
closure relates to bounded nondeterminism. We now have all the ingredients needed to define

the convex powerdomain:

Definition 5.3 (The Convex Powerdomain).

CX) = {S C D(X.) | S is nonempty, convex, Cauchy closed, and up—closed}

As described previously, the various restrictions on C give it the required properties to serve
as a semantic domain, as outlined in Section 2.1.5. Convex powersets have a monad structure,

originally due to Jacobs [2008].

Lemma 5.4. The structure <C, n, (—)T> is a monad, where the operations are defined as follows:

n(x) £ 146} FlO21 D>, w0 -

xesupp(p)

u € S, Vx € supp(p). vy € fL(x)
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Proof. See Appendices B.1 and B.2 of Zilberstein et al. [2025b]. m]

As stated previously, elements in C are ordered with the Smyth [1978] order, which is equiva-
lent to reverse subset inclusion since elements of C are up-closed. We now prove that the convex

powerdomain is a DCPO.

Theorem 5.5. For any X, (C(X),CE¢) is a pointed pcpo, where:

SCecT iff S Csmyth T iff S2T

Proof. The poset structure is immediate from the fact that <2Y, 2) is a poset for any Y. We now
show that any directed set has a supremum in C(X). By Corollary 2 of Markowsky [1976], it

suffices to show that any chain in C(X) has a supremum. Consider such a chain:

502512522"'

We need to show that (;S; € C(X). By Lemma B.4.4 of Mclver and Morgan [2005], D (X, ) is
a compact topological space and by the definition of C, each S; is closed and nonempty. There-
fore, by the finite intersection property, (); S; is nonempty. It is well known that the remaining
properties (up-closure, convexity, and closedness) are preserved by set intersection.

The bottom of (C(X),C¢) is the set of all distributions Lo = D(X, ), which is trivially a

superset of any other element of C(X), therefore C(X) is pointed. O

Zilberstein et al. [2025b, Appendix B.3] showed that the Kleisli composition is Scott continu-
ous in (C(X), Ec), therefore C satisfies all the properties needed to give semantics to programs

according to the approach in Section 2.1.5.

5.2.2 Denotational Semantics

The convex powerdomain semantics for PDCL is shown in Figure 5.2. Like PCL, the semantics is
based on the standard model from Figure 2.2 for all the deterministic commands.
The semantics of the probabilistic choice C; ®, C; and nondeterministic choice C; & C, com-

mands rely on new operators on the convex powerdomain. A probabilistic choice S®,, T between
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[skip]¢ (o) = n(0)
[Ci5Ce]; (o) = |IC2]]2 (|[C1]]C (‘7))
[[Cl De CZ]]C (O-) = [[Cl]]c (O') e3[[6]]617](0') [[CZ]]C (O-)

[C1 & Ca]le (o) = [Ci]l¢ (o) & [Ca]l ¢ (o)
: o | [Cile (o) if [b] s (0) =1
[if b then C, else Gz, (0) £ { [[Ci]]g () if [[b]]z (0) =0
[while b do CJ. (o) 2 Ifp (®cs) (o)

[x:=e]o(0) 27 (a[x = [lellexp (0)])
[ = d(©)]c (o) = { > d(lele @) @) 55[,(:0]}

veVal

[x—elc@ 2 & nlolx=0]

UE[[e]]eXp(O')

Figure 5.2: Denotational semantics [~ : emdey, — Mem[V] — C(Mem[V]) of pDCL. The
semantics of standard commands carry over from Figure 2.2.

S and T is the set of all distributions obtained by a convex combination y @, v for any y € S and
v € T. Similarly, a nondeterministic choice S & T is the union of all probabilistic choices S &, T
for all p € [0, 1], which corresponds to the intuition that the scheduler is probabilistic.

Sey T2 {u@,v|peSveT) saT= | ) Se,T
pelo1]

Indexed nondeterministic choices &c; S; are also defined. If the index set is finite, i.e., there is
ann € N such that I = {iy, ..., i,}, then the nondeterministic choice is simply given by iterating
binary choices &;crSi = Si, & - -+ & S;,. If I is infinite, then &;c;Si = L. Refer to Mclver and
Morgan [2005, p.336] for more information on why the convex closure of an infinite union must
be equal to L¢. For integer limits £ and h, we also write &?:[ Si to mean &cqs 1y Si-

The semantics of sampling commands x :~ d(e) is a singleton set containing a distribution
where x is updated to the various possible values of d(e). The semantics of nondeterministic

assignment x « e is given by an indexed nondeterministic choice.
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Although the semantics of the probabilistic commands C; @, C; and x :x d(e) are defined
slightly differently in PDCL compared to PCL (Figure 2.4), the intuitive meaning is effectively the
same. We show that pDCL is an extension of PCL with the following theorem, which states that

the PDCL semantics of a program C is the upward closure of its PCL semantics.

Theorem 5.6 (PDCL and PCL semantics). For any program C € emd, and memory c € Mem[V]:
[[C]]c (o) = T[[C]]z) (o)

Proof. By induction on the structure of C. The cases for skip, C; &, Cz, if b then C; else C,,

x = e, and x :x~ d(e) follow from the semantic definitions and the induction hypothesis. For

C; 3 Cy, we additionally need that Tf7(x) = (1£)"(Tp) for all f: Mem[V] — D(Mem[V]) and

€ D(Mem|[V]), where (Tf)(x) = T(f(x)). Expanding the definitions, we must show that:

N 2, wo)-fil@]=1 >, v0)-&|velu Vo & elfilo)

o€supp(p) oesupp(v)

That equality clearly holds since the Kleisli composition on the right produces an element of
C(Mem|[V]), which is up-closed by definition, and therefore both the left and right hand side are
up-closed sets generated from the single element ;e5upp(y) #(0) - fL(0).

For while loops, we need to show that up-closure commutes with supremum, i.e., Tsup D =
(\uep To for any directed set D € D (Mem[V]). We show the inclusion in both directions. First,
suppose that v € Tsup D, which means that supD Ep v. Since sup D is an upper bound of D,
then y Ep supD Cyp v for all 4 € D, and therefore v € Tufor all p € D, so v € (,¢p Tp. For
the reverse inclusion, suppose that v € (,,cp Ty, which means that p Eo v for all 4 € D. So, v is
an upper bound of D, which means it must be greater than the least upper bound: supD g v,

which means that v € Tsup D. m]

Recall that the upward closure operation does not add anything to the semantics of termi-
nating programs where [C] 4, (0)(L) = 0. Therefore, if C almost surely terminates starting from
state o, we can simplify Theorem 5.6 to simply say that the PDCL semantics is a singleton set

containing the pCL semantics [C]; (o) = {[C], (o)}
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=T (True)

| L (False)

o Ay (Conjunction)

oV (Disjunction)

| 3X. ¢ (Existential Quantification)

| @ %m ¢ (Separating Conjunction)

| @ ® (Outcome Conjunction)
X~d(E)

| & ® (Demonic Outcome Conjunction)
X€eE

| [P] (Almost Sure Assertion)

Figure 5.3: Outcome Assertion syntax extended with demonic constructs, where m € {s, w}.

5.3 DEMONIC OUTCOME ASSERTIONS

In order to reason explicitly about nondeterminism, we need to augment the outcome assertions
that were first introduced in Chapter 3. The new additions to the outcome assertion syntax are
shown in Figure 5.3. The first new construct is the weak separating conjunction ¢ *,, i, which
requires that the variables referenced in ¢ and ¢ are disjoint, but allows probabilistic correlation
between them. The second addition is the demonic outcome conjunction & ycg ¢, where E indexes
the support of the distribution of outcomes, but does not specify the likelihood of each outcome.

Demonic outcome assertions are modeled similarly to standard outcome assertions. An asser-
tion ¢ is satisfied by a pair of a logical variable context I': LVar — Val and probability space P,
ie, T, P E ¢. In fact, the definition of the satisfaction relation F is carries over from Figure 3.2 for
all but the two new syntactic constructs. In the following sections, we will describe the semantics

of the two new assertions, and provide new entailment laws for reasoning about them.
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5.3.1 Weak Separation

Rather than defining weak separation as a new logical operator, we generalize the separating
conjunction to be parameterized by a mode m € {s,w}. Strong separation (mode s) is the in-
terpretation of separation from Chapter 3 that requires probabilistic independence and separation
of variables, whereas weak separation (mode w) does not require independence, and only sepa-
rates the variables. As we explained in Section 5.1, weak separation is needed when reasoning
about nondeterministic outcomes leaves us in a scenario where strong frame preservation does
not hold. Semantically, the difference is captured by the combinator operation ¢,,, with strong
separation using an independent product and weak separation including all probability spaces P,

which marginalize to the two operands.
Pros Pr = {P1© P2} Prow P2 = {P | P1 =y (P), P2 = nv(P)}

where Qp, = Mem[U] and Qp, = Mem[V] and U NV = (. Using the new ¢, operator, we can

define semantics for the generalized separating conjunction.

LLPEQ@*yY iff P'<P and IPiE@ and T, P F ¢
for some Pi, Py, and P’ € Py op Po

Since P; o5 P, is the singleton set {P; @ P2}, ¢ *s ¥ has the exact same meaning as ¢ * ¢ from
Chapter 3. Strong separation will be used more commonly, so we will drop the subscript there
and write * to mean *;. In addition, P; o5 P2 C P oy P2, which immediately gives us that

¢ *s ¥ = ¢ *y ¥, motivating the strong vs. weak nomenclature.

5.3.2 Nondeterministic Outcome Conjunctions

The semantics of the nondeterministic outcome conjunction & is defined by existentially quan-

tifying the distribution in the definition of the standard outcome conjunction €p.

I[P E & @ it LLPE @ ¢ forsome peoD ([[E]]I_EXp (F))

XeE X~p

94



oro  Yry ory

P = P %y, Ky *
Flrowifline o onyresy STV Gt &oad
Y ¢ vars(¢) [supp(d(E)) C E'|
. E/X
&xer ¢ F &yep 0[Y/X] @X~d(5) ¢ F &xepr ¢ Sxetry 0 3 ¢1E/X]
X ¢ vars(y) X ¢ vars(¢) precise()
(&xer @) * ¥ + &xep(e = V) &x~aE) (@ = ¥) F (&x~ae) @) * ¥
X ¢ vars(¢) convex(1) X ¢ vars(@) convex (@)
&xee(@ *w V) F (&xep @) *w ¥ &x~dE) ¢ F @

Figure 5.4: Selected entailment laws with new assertions for nondeterministic reasoning.

5.3.3 Entailment Laws

Since the assertions that we have introduced are a conservative extension of the ones from Chap-
ter 3, all of the entailment laws from Figure 3.3 carry over. We now present additional entailment
laws relating to weak separation and nondeterministic outcome conjunctions.

First, we note that the new constructs are not precise (Definition 3.10), since they do not
dictate the probabilities of all measurable events. However, they are both convex (Definition 3.11),

similarly to how their probabilistic analogues are precise.

convex(¢, ) convex (@) o= e X]

convex (@ *y, V) convex(&xek ¢)

New entailment laws are shown in Figure 5.4, which highlight the differences between the strong
and weak separating conjunctions and the standard and nondeterministic outcome conjunctions.

First, the meaning of the strong and weak separating conjunctions are identical when one of
the conjuncts is a pure assertion [ P], since pure assertions give vacuous independence guarantees
(recall Section 3.1.3). In addition, strong separation can always be weakened to weak separation.
Just as before, weakening can be applied under both weak and strong separating conjunctions,

so the third rule is a generalized version of the one in Figure 3.3.
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Nondeterministic separating conjunctions have similar properties to standard ones. Weaken-
ing applies under the modality, and the bound variable can be @-renamed. In addition, outcome
conjunctions can be weakened to nondeterministic outcome conjunctions, that range over a su-

perset of the support of the original outcome conjunction. We let supp be defined as follows:

{0,1} if0<E<1
supp(Ber (E)) 2 ¢ {0} ifE=0 supp(geo (E)) = N supp(unif (E)) £ E
{1} ifE=1

A nondeterministic outcome conjunction over a singleton set {E} is equivalent to the a single
outcome ¢[E/X] with E substituted for X.

Terms can only distribute into outcome conjunctions if they are joined with a strong separat-
ing conjunction. Since weak separation does not preclude correlation, the implication below is
invalid. On the left side, it is possible that x = y, since both are distributed in the same way and
are not necessarily independent. However, on the right side, that distribution is precluded.

(D mex))n( B wevl) == B P Xy
X~Ber(1) Y~Ber(}) X~Ber(1) Y~Ber(1)
As before, a term ¢ joined with a strong separating conjunction can be factored outside of a
nondeterministic outcome conjunction as long as ¥ is precise. If ¢/ is instead joined with a weak
separating conjunction, then it only needs to be convex in order to be factored out. Finally,
nondeterministic outcome conjunctions over a convex assertion ¢ can be folded into a single

assertion ¢ as long as the bound variable X is not free in ¢.

5.4 DEMONIC OUTCOME LOGIC

We now present Demonic Outcome Logic (DOL), an extension of POL for reasoning about pro-
grams that are both probabilistic and nondeterministic. In bOL, nondeterminism is treated de-
monically, meaning that the postcondition holds regardless of how the adversarial nondetermin-
ismis resolved in the program execution. There are two key differences in the definition of validity

of DOL triples compared to pPOL triples. First, the program semantics is interpreted in the convex
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powerdomain rather than individual probability distributions. So, a universal quantifier is used
to state that every distribution in the convex set of results satisfies the postcondition. The second

difference is that the frame preservation property is now parameterized by a mode m € {s, w}.

Definition 5.7 (Demonic Outcome Triples). £2°t () C () iff for anyT, p, and probability spaces
P, Pr, and P’ € P op, Pr such that P’ < pand T, P k @, then:

welCli(w. 3Q Q@eQonPr. Q@ <v and I,QEY

Despite the differences between pPOL and pOL, the meanings of two logics coincide when we

restrict DOL to PCL programs (which do not have any nondeterministic constructs).

Theorem 5.8. DOL is a conservative extension of POL. That is, for any pCL program C € emd,:
S Ccwy i ey )
Proof. With the mode specialized to s, E2°" (¢) C (¥) is definitionally equivalent to:
VI P, Pr. POPr <uAlPEe = Ve [C]l(1). 3Q. Q@ Pr<vALQFY
By Theorem 5.6, the above is equivalent to:
VI, P, Pr. POPr<puAT,PE@ = Vve T[[C]];) (). 3Q. QIPr < vAT,QkY

Since Q ® Pr < v, then v(L) = 0 for any v € T[[C]];) (). Therefore, the upward closure must
not add anything and therefore it is a singleton set: T[[C]];) (p) = {[[C]];) (,u)} We can therefore

rewrite the formula above to be the exact definition of a POL triple E*O- {(p) C (¥).

VL P, Pr. POPr<puALPEe = 3Q QoPr=<[C]L, (W AT,QFy O

Theorem 5.8 essentially implies that all of the inference rules from pPOL carry over the pOL,
albeit with the additional mode parameter. Of course, additional rules will be needed to reason
about nondeterministic program constructs. We now present the proof rules of pOL and we

will discuss soundness in Section 7.4. For the remainder of the chapter, we will omit the pOL
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tm (@) C1 (D) km (9) C2 (¢)
SE

SKIP
tm (@) skip (@) Fm {@) C15Ca ()
Fm (@) CrL (Y1) Fm (@) C2 () ¢ =>[e—E|l h1r=[e 1] = [ H 0] PrOB
Fm (@) C1 ®e Ca (Y ©F Y)
o= [b 1] m(q))Cl(lﬁ) T ¢ =[b— 0] |‘m<(P>C2<¢> LeF
Fm (@) if b then C; else C; (V) Fm (@) if b then C; else C; ()
¢ = [e— E] A (¥ % own(x)) ¢ = [e— E] A (¥ *own(x))
ASSIGN
bm (@) x = e ([x > E[ = 1) km (@) x i~ d(e) ((x ~ d(E)) = ¢)
=0 tnle)C) Y=Y CONSEQUENCE bm (@) C(Y) ¢ = [e X] Sprrel
Fm (9') C (V) (D oy P w
X~d(E) X~d(E)

Fm (@) C () convex(¥) X ¢ vars(y))
(D o))

X~d(E)

PLIT2

Figure 5.5: Inference rules that carry over to pOL from pOL.

superscript and simply write k,, (¢) C (¥) to denote validity of a bOL triple. When m = s, we
will also omit the subscript and simply write £ (¢) C ().

The carryover rules from pOL are shown in Figure 5.5. The only difference between the new
rules compared to the versions from Figure 4.1 is that the mode must match between the premises

and the conclusion. Refer to Section 4.3 for an in depth description of the rules.

5.4.1 The Frame Rule

The FRAME rule of bOL, shown in Figure 5.6, differs somewhat from that of POL in that the type
of separation between the local state and the frame is dictated by the triple’s mode. The triple’s
mode can be altered with strengthening and weakening rules, also shown in Figure 5.6.

A strong triple can be weakened using WEAKEN, so that it only supports framing with sepa-
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Fm (@) C () F{p) C ()

FrRAME ——— WEAKEN
Fm (@ #m ) C (Y #m 9) Fw (@) C ()
Fw (@) C(y)  precise(y)
STRENGTHEN
F{p) C ()

Figure 5.6: Framing rules for pOL.

ration of state and does not guarantee that the program C preserves probabilistic independence
between the local variables and the rest of the global state. Going in the opposite direction via the
STRENGTHEN rule additionally requires that the postcondition i is precise. If ¢ is precise, then
any nondeterminism in the command C is not measurable, and therefore the demonic adversary

cannot induce any measurable correlation, allowing us to reenable the strong frame rule.

5.4.2 Nondeterminism Rules

The next set of new rules for pOL pertain to reasoning about nondeterminism, shown in Fig-
ure 5.7. As we already saw in Section 5.1.3, reasoning about nondeterminism is somewhat fraught,
and care must be taken to design sound rules. For that reason, the rules for analyzing nondeter-
ministic choice C; & C; and nondeterministic assignment x « e differ from their probabilistic
counterparts (C; ®. C; and x :~ d(e)) in two key ways. First, they require the resulting triples to
only be weakly frame preserving, since the demonic adversary could induce a correlation with
the rest of the global memory. Refer to Section 5.1.3 for a concrete example of induced correlation.

The second change is that the precondition must be a single pure assertion | P|. The restriction
on the precondition ensures that the sequencing of probabilistic and nondeterministic choices are
respected, so that if the precondition already represents a distribution of outcomes, then SpriT1

or SpLIT2 must first be used to apply the inference about the nondeterministic choice to each
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Fw (IP1) G () Fw ([P]) G2 (¥)  convex(¥)

NONDET
Fw ([P]) C1 & C2 (¥)
[Pl = [e— E] A (Q*[own(x)]) finite(E)
NASSIGN
Fw ([P]) x < e ( &xep[Q * x — XT)
km (@) C(Y) ¢ = e X] NSpLIT1 tm (@) C (¢) convex(y) X ¢ VarS(l//)NSPLIT2
(&) (&P Fm (& @) C W)
XeE XeE XeE
Fw ( &xeeP1) C (¥) [Pl=em X
ExisTs
Fw ([3X € E. P]) C (¢)
Figure 5.7: DOL rules for reasoning about nondeterminism.
outcome, such as in the example below:
NASSIGN
Fw {[x = X1) y < {0,1} ( &yeqoy[x = Xy YT) —

Fw (EBXNBer(%) [x = X))y « {0, 1} (@XNBH(%) &yepon[x = Xxy = Y])

Here, the & ends up nested inside of the P, reflecting the fact that the probabilistic choice hap-
pened first, and that the nondeterministic selection occurs for each fixed probabilistic outcome.
The NonNDET rule additionally requires that the postcondition is convex, since in reality, it may
not be a single state that satisfies [P]|, but rather a distribution of states. In addition requires
that the the expression E constitutes a finite set of values in line with the finite nondeterminism
restriction of the convex powerdomain.

Recall from the previous section that weak triples can be converted to strong triples as long
as the postcondition is precise. Since all pure assertions are precise, we can derive the following
inference rule that produces a strong triple for nondeterministic assignment.

finite(E)
F{[x+— -])x «— E([x € E|)

100



In Section 5.5, we will see more involved ways in which STRENGTHEN is applied after a longer
sequence of steps.

Next, the NSpL1T1 and NSPLIT2 enable case analysis on nonderministic outcomes. These two
rules mirror their probabilistic counterparts (SpLiT1 and SpLiT2), which were explained in Sec-
tion 4.3.2. The splitting rules do not require triples to be weakly frame preserving.

The final rule, Ex1sTs, pertains to moving between representations of nondeterminism. In-
deed, at first glance the assertions & ycz[P| and [3X € E. P| may appear to be expressing the
same thing, but in the former assertion the different outcomes are measurable (even if the prob-
abilities are not known), whereas in the latter the outcomes are not necessarily measurable. As a

result, the assertions below have very different meaning:

(&XEE[XHXW) * (y ~Ber(%)) [AX € E.x — X * (y ~Ber(%))

Although neither assertions dictates the probability of x taking on various values, the assertion
on the left stipulates that x and y are probabilistically independent, whereas x and y may be
correlated according to the assertion on the right. The problem is that, even with a precondition
of [3X € E. P], we may need to do case analysis on the values of the bound variable X, for
example, when the control flow of the program depends on X.

The ExisTs rule allows us to move between the & ycr[P| and [3X € E. P]| representations in
the precondition of a triple, so that we can then use NSpLIT1 or NSpLIT2 to do case analysis on
the variable X. The conversion is only valid under weak frame preservation, since the premise of
the rule does not require X to be independent of external global state when joined with a strong

separating conjunction, whereas the premise does require independence.

5.4.3 Loops and Almost Sure Termination

Recall that in POL, the BouNDEDRANK rule allowed us to prove almost sure termination for a
loop given a loop invariant ¢ and a bounded integer rank £ < R < h such that the rank strictly

decreases on each iteration with probability p. Compared to POL, we generalize the pOL loop
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(Fz[ﬁsRéh] : N¢vars(p)
_ h ¢*[R=t]=b—0 O<p=l
km (@ * [R=N > £]) C{(( &ngl ¢) ®2p (&pon ) ¢*[R>C]=[b>1] precise(p[£/R])

h - BouUNDEDRANK
Fm ( &g, @) while b do C (¢[¢/R])

Figure 5.8: The loop analysis rule of bOL.

rule to account for the fact that the rank may be affected by nondeterminism too. The new rule
is shown in Figure 5.8

The introduction of & into the assertion language means that we can remove the explicit dis-
tributions d, d;, and d,, and instead use & to state that the rank is distributed in some unspecified
way. As such, the rule states that as long as the rank is initially distributed between ¢ and h, and
that the rank strictly decreases with probability at least p > 0 on each iteration, then the loop

will almost surely terminate.

5.5 EXAMPLES

To demonstrate the nondeterministic reasoning principles of bOL, we turn to the running exam-
ples first introduced in Section 4.4. The examples are now modified to include demonic choice in

addition to the prior random behavior.

5.5.1 Adversarial Random Walk

The first example is an adversarial variant of the random walk from Section 4.4.1. The goal of
the random walk is still to reach the origin, and the agent still moves toward the origin with
probability 7. However, now, in the case where the agent does not move toward the origin, the

agent’s position gets reset to a demonically chosen location between x and z.

while x > 0 do
Xi=x=1®1x {x,..,max(x,z)}

The demonic variant of the random walk still almost surely terminates. Since the adversary’s

reset is bounded by z, the adversary will reach the origin with probability at least = at any point
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in time, which is nonzero, and therefore the program almost surely terminates. We will now
prove that fact rigorously using pOL.

We start with the precondition [x +— X % z > Z], i.e, that x and z have some universally
quantified values, and we will separately assume that X and Z are natural numbers. Next, we
need a loop invariant ¢. Similar to the prior version, the invariant states that the rank R is simply
the value of x, but now R is bounded between 0 and the max of X and Z. In addition, the rank

will decrease on each iteration with probability at least %

=[x R*z— Z%0<R<max(X,2)] p%%
The derivation is shown in Figure 5.9. The first aspect to note is that the nondeterministic as-
signment inside of the loop body forces us to work with a weakly frame preserving triple. While
the loop is executing, the distribution over values of x depends on the adversary’s behavior, and
therefore it is not necessarily probabilistically independent from the distribution over other vari-
ables in the global memory. However, the adversary’s behavior cannot affect the probability of
eventual termination. As such, at the end of the derivation we get the precise postcondition
[x + 0], i.e., the program almost surely terminates in a state where x has value 0. Therefore, we
can use STRENGTHEN to reenable strong frame preservation.

The remainder of the proof is quite mechanical. After applying BOUNDEDRANK, we apply

Pros to split up the two random outcomes. The first case is dispatched with a simple application

of the AssiGN rule and the second case is dispatched with NAssIGN.

5.5.2 The Adversarial von Neumann Trick

The second of the two running examples is the von Neumann [1951] trick, which is a randomness
preserving protocol for simulating a fair coin given a biased coin. In Section 4.4.2, we saw a
correctness proof for the classical version of the protocol, where the coin’s bias is fixed. We now

present an adversarial version where the bias is nondeterministically chosen on each round.
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The new variant of the program is shown below. The only change is that p is no longer a
constant, but rather it is chosen nondeterministically from the interval [, 1 — €]a, where A is a

finite step size, making the set finite and 0 < ¢ <  is an arbitrarily small probability.

x:=03
y =03
while x =y do

p—le1—¢€las
x = Ber (p) §

y = Ber (p)

The derivation for the adversarial von Neumann program is shown in Figure 5.10. Since the
first two lines obviously leave us in a state where [x +— 0 * y +— 0], we omit those commands
and complete the derivation only for the while loop. Just like the adversarial random walk, the
nondeterminism inside the loop body forces us to use a weakly frame preserving triple. The
adversary can influence the probability of terminating on each round, therefore the local state
at any intermediary stage is not necessarily probabilistically independent from any other global
state. However, we will prove that x ~ Ber (%) upon termination, which is precise, therefore we
can use STRENGTHEN at the end to regain strong frame preservation.

Before we can analyze the while loop, we first need a loop invariant and ranking function. As
before, the rank is bounded between 0 and 1. When the rank is 0, x # y and the loop terminates.
In that case, x is also uniformly distributed. When the rank is 1, then x = y and the loop keeps

going. The only difference from Section 4.4.2 is that now we add own(p) to ¢;.
¢ = (@o* [R=0]) V (p1* [R=1])

g0 2 (Px - Xy -X] g1 £ [(x=y) — 1 own(p)]
X~Ber(%)

Clearly, [x — —xy > 0xown(p)]| = ¢1 = &}e:o ¢, therefore we can use BOUNDEDRANK to han-
dle the while loop. In the premise, we start by using SEQ to break up the sequential composition.
An application of NAsSIGN gives us a & ranging over the possible values for p.

Next, before analyzing the remaining sequence of two sampling operations, we use NSPLIT2 to

do case analysis on the exact value of p. That allows us to mechanically derive the postcondition
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x ~ Ber (Z)*y ~ Ber (Z) *p — Z after the sampling operations execute (note thate < Z < 1—¢,
although we omit that detail from Figure 5.10 to conserve space).

The final step is to use a consequence to derive the desired postcondition for the premise of
BouNDEDRANK. We start by expanding the outcome conjunctions and distributing the all of the

pure assertions to the inside.

x~Ber(Z)«y~Ber(Z)«p+— Z
= @ EB [x > X*xy—> Y xown(p)]

X~Ber(Z) Y~Ber(Z)

Next, we note that there are two outcomes where x # y: either X = 1 and Y = 0 (with probability
Z-(1-2))or X =0and Y =1 (with probability (1 — Z) - Z). Therefore, the total probability that

x#yis2-Z-(1—-Z),and within that outcome, it is equally likely that x + 1 or x — 0.

= EB [x = X xy > =X [@71-2) [(x =y) = 1% own(p)]
X~Ber(%)

The two operands of the @ are exactly equal to ¢y and ¢;, so we can fold them according to their
definitions. Finally, since we know that ¢ < Z < 1—¢, thenitmustbe that2-Z-(1-2) > 2-e-(1—¢),

and therefore we can replace the exact outcome conjunction with an approximate one in order.
= 0 Ox2¢(1-¢) P1

Since the assertion above no longer depends on Z, we apply NSpLIT2 to complete the proof.

5.6 RELATED WORK

Semantic Domains for Probabilistic Concurrency. Powerdomains are a domain theoretic
tool for reasoning about looping nondeterministic programs, which provide a domain in which
loops can be interpreted as fixed points. Powerdomain revolve around defining orders over sets

of states to show that iterated actions eventually converge. Given a partially ordered domain of
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program states (%, <), there are three typical choices for orders over sets of states, known as the

Hoare, Smyth [1978], and Egli-Milner orders, defined below:

S Ccy T iff YVoeS§ dreT. o<r
S Cs T iff VreT. Joe€S. o<1
SCem T iff SCyT and SCsT

In general, none of these relations are antisymmetric, making them preorders, whereas domain
theoretic tools for finding fixed points operate on partial orders. So the sets representing the
program semantics must be closed in order to obtain a proper domain. This closure operation loses
precision of the semantics, incorporating additional possibilities which are not always intuitive.

The Hoare order requires a down-closure, essentially meaning that nontermination may al-
ways be an option. The Hoare order is therefore a good choice for partial correctness, where we
only wish to determine what happens if the program terminates, as in Hoare Logic. The Smyth
[1978] order, which we use in our definition of the convex powerdomain, requires an upwards
closure, so that nontermination becomes erratic behavior. The upward closure makes the Smyth
order appropriate for total correctness [Manna and Pnueli 1974], which is concerned only with
terminating programs where erratic behavior does not arise.

In the Egli-Milner case (and the associated Plotkin Powerdomain [1976]) the more precise, but
also less intuitive Egli-Milner closure is used. Mclver and Morgan [2001] created a denotational
model where fixed points are taken with respect to the Egli-Milner order rather than the Smyth
[1978] one. As such, they require the domain of computation to be Egli-Milner closed, which
means that S = TS N |[S. Unlike up-closedness (required for the Smyth approach), which is
preserved by all the operations in Figure 5.2, the semantics of Mclver and Morgan [2001] must
take the Egli-Milner closure after nondeterministic and probabilistic choice and after sequential
composition, making the model more complex and adding outcomes that do not have an obvious
operational meaning. Refer to Tix et al. [2009]; Keimel and Plotkin [2017] for a more complete
exploration of that approach.

Let us examine the semantics of a coin flip in order to demonstrate why the Smyth order is

108



preferable to Hoare. The variable x is assigned the values 1 or 0 each with probability % So, the

result of running the program is a singleton set containing the aforementioned distribution.

I

If we were to use the Hoare powerdomain, then we would need to down-close the set, adding

o[x :=0]

[~ Ber (4] (0) = { |10

(T[S T

all smaller distributions too. That down closure not only includes nontermination as a possible

outcome, but also prevents us from even determining that x is 1 or 0 with equal probability.

|

Varacca’s [2002] indexed valuation model was formulated in the Hoare powerdomain, and the loss

[x=1]

[[x :~ Ber (%)]] (0) = {F[x - 0] : ?

1

NS

1
PSE,C]S

of precision is reflected in the associated adequacy theorems. In particular, Varacca’s Proposition
6.10 shows that the denotational model includes outcomes that may not be possible according to
the associated operational model. By contrast, the up-closure that is required by the Smyth order
adds nothing for the simple coin flip; the semantics is already a full distribution and therefore
there are no distributions larger than it. We can therefore conclude that the two outcomes occur
with probability exactly 1 and that nontermination is impossible, as desired.

Powerdomains demonstrate that the notion of partial correctness (as embodied by the Hoare
order) does not make much sense in probabilistic settings, since it translates to uncertainty about
the minimum probability of an event. Total correctness, on the other hand, does make sense,
and corresponds to the notion of almost sure termination, which is a property of great interest in
probabilistic program analysis [Mclver et al. 2018; Chakarov and Sankaranarayanan 2013].

The problem with the Smyth powerdomain is that it is not a bcro in the presence of un-
bounded nondeterminism [Apt and Plotkin 1986; Sendergaard and Sestoft 1992], which is why
He et al. [1997] instead use the Knaster-Tarski theorem to guarantee the fixed point existence
via transfinite iteration, which only requires monotonicity and not Scott continuity. The main
shortcoming of He et al.’s approach is that it did not guarantee non-emptiness of the set of result

distributions, meaning that some programs may have vacuous semantics.
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In response, Morgan et al. [1996a] added the additional requirement that the domain only
include topologically closed sets (Morgan et al. called this property Cauchy closure). Topological
closure ensures that no programs are modeled as empty sets, but it also prevents commands from
exhibiting unbounded nondeterminism. For example, it is not possible to represent a program
x = %, which nondeterministically selects a value for x from the natural numbers.

Further work by Tix [1999, 2000], Tix et al. [2009], and Keimel and Plotkin [2017] has extended
convex powerdomain semantics using powerdomains other than the Smyth one, and allow for

continuous distributions rather than only discrete ones.

Monads for Probabilistic Nondeterminism. Varacca [2002, 2003] introduced powersets of
indexed valuations. An indexed valuation behaves similarly to a distribution, but the idempotence
property is removed, i.e, X ®, X # X. As shown by Varacca and Winskel [2006], a powerset of
indexed valuations has a Beck [1969] distributive law, and is therefore a monad. However, indexed
valuations are difficult to work with since equivalence is taken modulo renaming of the indices.

Varacca [2002, Theorem 6.5] proved that denotational models based on indexed valuations are
equivalent to operational models in which a deterministic scheduler resolves the nondeterminism.
With the goal in mind of modeling adversarial nondeterminism, convex sets provide correctness
guarantees against a stronger probabilistic scheduler, giving us more robust guarantees.

An alternative approach is to flip the order of composition and work instead with distributions
of nondeterministic outcomes. While the distribution monad does not compose with powerset, it
does compose with multiset, as shown by Jacobs [2021] and further explored by Kozen and Silva
[2024]. The downside is that the multisets must be finite, but it is easy to construct programs that
reach infinitely many nondeterministic outcomes via while loops. So the distribution of mutiset
model cannot be used to represent arbitrary programs from the language in Section 6.2. The use
of multiset instead of powerset is again an instance of removing an idempotence law, this time
for nondeterminism: X & X # X. Indeed, idempotence is the key reason why no distributive law

exists in both cases [Parlant 2020; Zwart and Marsden 2019; Zwart 2020].
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Weakest Pre-expectations. From the start, weakest pre-expectations (wp) supported nonde-
terminism; in fact, wp emerged from a line of work on semantics for randomized nondeterministic
programs [He et al. 1997; Mclver and Morgan 2001; Morgan et al. 1996b]. Nondeterminism is han-
dled by lower-bounding expectations, corresponding to larger expected values being better. An
angelic variant can alternatively be used for upper bounds.

As noted by Kaminski [2019, §2.3.3], the choice of either upper or lower bounding the expected
values is “extremal”—it forces a view where expectations must be either maximized or minimized,
as opposed to our approach where multiple outcomes can be represented in one specification.
However, reasoning about outcomes and expectations are not mutually exclusive; Barthe et al.
[2018, Theorem 1] showed how to embed a wp calculus in a probabilistic program logic. A similar

construction could be explored in Demonic Outcome Logic.
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CHAPTER 6

DENOTATIONAL SEMANTICS FOR PROBABILISTIC CONCURRENT PROGRAMS

Before extending pOL with concurrency reasoning principles, we must take a detour to discuss
the semantics of programs that are both probabilistic and concurrent. Although the approach laid
out in Section 2.1, where the semantics follows from a monad with a bcpro structure, captures a
wide variety of effects, concurrency is fundamentally different because running two programs in
parallel can completely change their respective behaviors.

As a result, this chapter develops an underlying semantic structure called pomsets with for-
mulae, which capture the meaning of concurrent randomized programs in a compositional way.
We then provide a linearization procedure, which returns the set of all distributions that can be
obtained by the different interleavings of the parallel threads. Finally, we show that the lineariza-
tion semantics for PDCL programs (without parallel composition) yields the exact same convex
powerdomain semantics [ -], from the previous chapter, allowing us to extend pOL to handle

concurrency in the next chapter.

6.1 OVERVIEW

When two programs are composed in parallel, the resulting behavior can be completely different
from the behavior of the programs when run in isolation. As an example of behavioral changes,

consider the following concurrent program.

x =03
if x =0 then

y=0 x:=1
else

y:=1

It is relatively easy to see that running the left thread in isolation will always yield a state where x
and y are both 0. In addition, the right thread will set x to 1 and leave y unchanged. However, the

composite program has an interleaving where x := 1 is executed between x := 0 and the guard
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emdye 3 C == skip (No-op)

| C15C (Sequential Composition)
| Cr @, C; (Probabilistic Choice)

| C1 & Cy (Demonic Choice)

| C1 || C; (Parallel Composition)

| if b then C; else C; (Conditional Branching)
| while b do C (Loops)

| a (Basic Actions a € act)

Figure 6.1: Syntax of the Probabilistic Concurrent Command Language (pcCL). The new addition
over pDCL is highlighted in yellow. As before, tests b € test and expressions e € exp are discussed
in Section 2.1.1, distributions d are from Figure 2.3, and actions are the same from Figure 5.1.

of the if statement, which will cause y to be set to 1, even though that was not an observable
behavior in either thread on its own. Therefore, we cannot capture the semantics as a function
[C] : Mem[V] — C(Mem|[V]), but rather, we need a more sophisticated semantic structure,

which tracks the dependencies between all of the atomic actions in the program.

6.1.1 Pomsets with Formulae

Our goal is to develop a denotational model to capture concurrency in a manner that is compatible
with the convex powerdomain. More concretely, we need a compositional way to model the
semantics the Probabilistic Concurrent Command Language (pcCL) shown in Figure 6.1.
Partially ordered multisets (pomsets) are the predominant denotational technique for model-
ing concurrent programs [Gischer 1988; Pratt 1976; Brookes 2004; Grabowski 1981]. Pomsets use
a partial order to denote causality between the actions in a concurrent program, allowing them

to encode the two types of composition shown below.

az aq as
laisaz]lpo, = T lai I a2l porn = N 4~
P ai P )

Sequential composition a; §a; results in a causality a; — a2, meaning that a; must execute before
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y:=0 y=1 y:=2
if x = 0 then T /F
y:=20 ?(x=0)
ctxmber(y)s| Y y=2 [Chyon= N
y=1 T
x~Ber(%)

Figure 6.2: A randomized concurrent program (left) and its associated semantic structure (right).

ay. By contrast, the parallel composition a; || a; results in both actions stemming from a single
root with no causality between them, meaning that a; and a; can execute in any order.

The problem with standard pomsets is that they cannot properly model control flow that
depends on probabilistic computation, which is present in the program on the left of Figure 6.2.
In that program, the result of a fair coin flip is used to control the flow of execution in one of two
parallel branches. The key issue is that standard pomsets do not track control flow, and instead
separate each computation branch into an individual trace. That approach is problematic in cases
like Figure 6.2, since no trace has enough information to interpret all of the random outcomes.
For a more complete counterexample, refer to Zilberstein et al. [2025a, §2].

We introduce a new semantic structure called pomsets with formulae to address the issue of
randomized control flow. The key innovation is the use of Boolean formulae to capture guarded
branching. As shown on the right of Figure 6.2, one single structure describes all the possible
program traces, avoiding the need to separate traces in a way that is incompatible with proba-
bilistic computation. Formulae show up in the new arrow types b-> a; and b az, which state

that a; (resp. az) can only be scheduled if the test b evaluates to true (resp. false).

6.1.2 Unbounded Looping and Domain Theory

Combining all program traces into a single structure introduces challenges when modeling un-
bounded loops, such as the random walk and von Neumann trick programs from Chapters 4

and 5. Instead of recording an infinite set of finite traces, we now need a single infinite structure.
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Although standard domain theoretic techniques allow us to construct infinite structures via fixed
points, more work is needed to ensure that pomsets with formula form a pcpo.
Following from the Kleene Fixed Point Theorem, infinite pomsets will be constructed as the

supremum of their finite unrollings, shown below.

1
n i e T
. 0 T’i 7\F a 7‘0
[while b do a]]pom = supyl, a o, b , S T’\b F
TR 7\F T
b a . g .
X 2
b T

Here, a new node label L indicates that a computation is unfinished, and each pomset in the
sequence expands a L node to include an additional execution of the loop body. Although Meyer
and de Vink [1989] had previously defined a bcro structure for standard pomsets, the inclusion

of formulae makes the construction more complex.

6.1.3 Linearization and Adequacy

Pomsets with formulae provide a compositional model for the semantics of randomized concur-
rent programs, but they cannot answer questions about the probabilities of outcomes that result
from running the program. For example, in the program from Figure 6.2, we may wish to know
the probability that y takes on the value 0, 1, or 2.

We determine those probabilities via linearization L: pom — Mem|[V] — C(Mem[V]), a
function that interprets a pomset as a state transformer, mapping a start state to the convex set
of end states obtained by different interleavings of the concurrent actions. Linearizing [[C]| pom

from Figure 6.2, we get the following set of distributions:

s[x =0,y:=0] — 1p
L(Co) (o) = s[x=0y:=2] — 1(1-p) 0 < <1
pom slx =1Ly:=1 - %q spq=
s[x =Ly:=2] » 1(1-9q)
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Linearization provides new insights about the program, which were not obvious in the pomset
structure. After executing the coin flip, the scheduler can pick the order of updates to y in the
two threads. Since we are interpreting the program in the convex powerdomain, the scheduler
is allowed to make its choice probabilistically, hence we have two probabilities, p and g, which
correspond to the different traces that result from the initial coin flip. The scheduler cannot make
y equal to 0 or 1 with probability greater than i, but it can make y = 2 with any probability.
Linearization also makes it possible to compare pomset with formulae semantics with the
standard powerdomain semantics from Section 5.2. In fact, for any ppCL program C € emd,p,
we prove that L([C],.,,,) = [Cll¢- As a consequence, the pOL inference rules for non-parallel

commands will directly carry over to the concurrent setting.

6.2 SEMANTIC STRUCTURES

We will now define the mathematical structures that will form the basis of our semantic model.
As discussed in Section 6.1, the semantic structures must account for both the deterministic and

the parallel branching behavior of the pcCL language from Figure 6.1.

6.2.1 Labelled Partial Orders with Formulae

In order to formally represent mathematical objects like the ones in Figure 6.2, each node must
have a unique identifier, so that we can describe its relationship to the other nodes. Using the
node’s label (e.g., the actions and tests in Figure 6.2) is not sufficient, since each label may appear
multiple times. We call the new structure a labelled partial order with formulae (LPOF).

As we already saw in Figure 6.2, the labels in an LPOF consist of actions, tests, and no-ops (e).
In order to account for nondeterministic and probabilistic branching, we extend the set of test
labels to include symbols & and ®,. As we saw in Section 6.1.2, L is also label that represents an

incomplete computation, which is used to express finite approximations of loops.

label >t :=a|t|e| L etest >t :==b | &| @, (a € act,b € test, e € exp)
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Labels form a pointed pcpo, with the flat order < C label X label shown below.
t<?t iff t=1 or ¢={¢

Let nodes be a countable universe of identifiers. Control flow restrictions are expressed using

Boolean formulae over nodes, with the following grammar:
form >y :=true | false | 1 Ay | Y1 Vi | =Y | x (x € nodes)

Formulae are interpreted by valuations v: nodes — B. The satisfaction relation, written v F ¥/, is
defined in the standard way. The variables of a formula ¢/, written vars(y), are those nodes that
appear in . We write sat(y) iff there exists a valuation v such that v £ ; = ¢ iff v £ ¢/, for
everyo F ;and ¢ & ¢/ iff ¥ = ' and ' = ¢. Finally, we define the level of a poset element

x, lev(x), which denotes the maximum length of a chain ending at x [Meyer and de Vink 1989].

Definition 6.1 (Level). Given a strict poset (X, <), definelev: X — N*:
lev(x) = sup{n | Ixg,...,xn € X.xp =x A Vi <n.x;j < X1}
The inverse image lev™': N — 2X is defined lev™' (n) 2 {x € X | lev(x) = n}.
With those preliminary definitions, we can now define the LPOF structure.

Definition 6.2 (LroF). A labelled partial order with formulae (Lror) @ = (N, <, A, ¢) € lpo is a
4-tuple where:

1. N C nodes is a countable set of nodes;

2. (N, <) is a (strict) poset such that:

(a) it is finitely preceded, that is || x| < oo, for every x € N;
(b) every level has a finite number of nodes, i.e., |lev"(n)| < co for alln € N; and

(c) it is single-rooted, that is: there exists an x € N such that x < y forally € N \ {x}.

3. A: N — label is a labelling function such that x £ y for ally whenever A(x) = L.

4. ¢: N — form is a formula function satisfying:
(a) sat(p(x)) andvars(¢(x)) C |x, forallx € N;
(b) o(y) = ¢(x), forallx < y.
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LPOFs must also be binary branching, which means that for every x € N such that A(x) € etest, x

has exactly two immediate successors y; and y, such that:

a. p(y1) © ¢(x) Ax;
b. (y2) © ¢(x) A —x; and

c. y1 and y, have no immediate predecessors other than x.
Furthermore, if x is not the successor of a test, then ¢(x) & A <, ¢(y).

For some LPOF a, we use Ny, <4, Aq, and ¢, to refer to its constituent parts. As is typical
in pomset semantics, the partial order (N, <) denotes causality: x < y iff x must be scheduled
before y. If x £ y and y £ x, then x and y execute concurrently and can be interleaved in any
order. For example, see the diagrams below:

Y1 Y2 7N
N oA i Y2

X N A
X

X>Q =N

From left to right, the first LPOF is a sequential (totally ordered) program, where x < y < z. The
second LPOF has a parallel branch, so that x < y; and x < y,, but y; and y, have no relation,
which means that y; and y, execute concurrently since one is not required to come before the
other. The last LpOF also has a branch, but the branches eventually merge, as y; < zand y, < z.
Here, y; and y; still execute concurrently, but both must be executed before z.

With the examples in mind, conditions (2a) and (2b) are standard. Since each node represents
an action, having finitely many predecessors ensures that every action may be scheduled in a
finite amount of time. Moreover, requiring that every level has a finite number of nodes is a
weakening of the usual finite branching property: a node can have infinitely many successors,
but not all at the same level.

Concerning Condition (3), since L denotes nontermination, nothing can occur after a L node.

Condition (4) is about formulae, which are crucial for modeling conditional constructs (if and
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while), for example the program below corresponds to the LPOF structure underneath it.

if b; then q; else if b, then a, else a3

qo(xaz) = 7 Xp, A Xb, xaz xa3 q)(xag) = 7 Xp, A —Xb, (6 1)
EAN F '
@(xq,) = xp, Xa, Xp, @(xp,) = —xp,
NI
¢(xp,) = true Xp,

Hence, every node x labelled with a Boolean test yields a (binary) branch and its (two) successors
have the same formula as x, with an extra conjunct that is either x or —x, according to the outcome
of the test. Thus, in Definition 6.2(4), requiring sat(¢(x)) amounts to expressing the fact that
every node x is reachable, i.e., there exists a truth assignment v such that v £ ¢(x). The truth
assignment o tells us whether each test passes or not. In our example, x,, is reachable when both
the tests by and b, fail, making ¢(x,,) satisfiable.

That intuition about tests justifies the other two requirements of Definition 6.2(4): reachability
of anode can only depend on the values of the tests that precede it (and so ¢(x) can only use nodes
that precede x) and, since along a path we shall only add conjuncts, the formula of a higher-level

node is stronger than the formulae of all of its predecessors.

6.2.2 Pomsets with Formulae

Although LPOFs express causality and branching behavior, they are not ideal semantic structures
because information about node identifiers is extraneous. We instead work with partially or-
dered multisets (pomsets), which abstract away from the specific names. Pomsets are equivalence
classes of LroFs. To formalize equivalence classes, we first need to define isomorphism of LPOFs.

Intuitively, two LPOFs are isomorphic if they are equal, modulo renaming the node identifiers.

Definition 6.3 (LPoF Isomorphism). Let a and 8 be LPoFs and f: N, — Npg be a bijection between

their nodes. Define f(a) = (N, <, A, ¢) as

N2{f(x)|xeN} <2{(fG).fW) |x<ay} A2Aeof' @=fopof’
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where f () syntactically renames the variables of { in the obvious way. We say that a and f are

isomorphic, written a = B, iff there is a bijection f: N, — Npg such that f(a) = p.
Pomsets with formulae are isomorphism classes of LPOFs.

Definition 6.4 (Pomsets with Formulae). Let [a] = {f € lpo | « = B} be the isomorphism class

of a. A pomset with formulae & € pom is an isomorphism class of LPOFs:

pom = {[a] | a € lpo}

6.2.3 Orders and Approximation

Next, we define an order relation, which describes what it means for one LPOF to approximate
another. Intuitively, « Ty, B iff f has more behaviors than a, meaning that § can be obtained by
expanding 1 nodes in « into larger, more defined structures. For example, each unfolding of a

while-loop produces a larger structure with respect to Cp,,, as shown in Section 6.1.2.

Definition 6.5 (Ordering on LPOFs). We let o Ty, f iff:

1. Ny is a downward-closed subset of Ng, i.e., Ny C Np, and x € Ng ify € Ng and x <, y;
2. <g=<pN(NgXNg);
3. Forallx € N,:

(@) Aa(x) < Ap(x);
(b) ¢a(x) = pp(x);
(c) For ally € Ng, eithery € N, orz <g y for some z € N, such that 1,(z) = L.

Definition 6.5 is a partial order, making (lpo, E1p0> a poset [Zilberstein et al. 2025a, Lemma

C.3]. Moving to pomsets, we use the same order relation on the underlying LPOFs.
Definition 6.6 (Ordering on Pomsets). Let & Cpom B iff 3 € . 3f € B. o Ty f.

We will now proceed to show that <pom, Ep0m> is a bcro, and hence it is a suitable domain
for defining fixed points. To do so, we must first show how to find suprema of directed sets of

LPOFs, which is done by direct construction.
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Lemma 6.7. For any directed set D C Ipo, sup D = (N, <, A, ¢), where:

N & U Nj < 2 U <p Ax) £ sup  Ag(x) o(x) = Uy

ﬁGD ﬂED ﬂeD:xeNﬁ

where Y. = @g(x), for all B € D such that x € Ng, which is constant since D is directed.

Proof. The proof follows from Lemma 3.6 of Zilberstein et al. [2025a]. m]
Stemming from the Dcpo structure on LPOFs, we get that pom is also a Dcpo.

Lemma 6.8. (pom, Ep0m> is a pointed DCPO.

Proof. <pom, ;pom> is a bcro by Lemma D.6 of Zilberstein et al. [2025a]. Clearly, the singleton

pomset with label L at the root is the bottom of the C,,,, order. O

When manipulating pomsets, it is often convenient to work with finite structures. For ex-
ample, linearization (Section 6.4) is most naturally defined recursively, but recursion is not well-
founded for infinite structures, as the number of remaining nodes to process does not decrease
each iteration. Instead, we can define linearization (and related operations) recursively on finite
approximations of the infinite structure. To linearize the entire structure, we simply take the
supremum of the linearization of the finite approximations. We now develop the necessary the-
ory to justify why that approach is correct. First, we need a notion of a finite pomset. Let lpog;,

and pomg;,, denote the set of LPOFs and pomsets with finitely many nodes, respectively.
[poin = {a € Ipo | [Ng| < oo} pomg, = {la] | a € lpog,}

Given that, we write @ < f to mean that « is a finite approximation of f, in other words:
a<f iff a € pomg, and Be€pom and o Cpom B

In order to define operations such as linearization on finite approximations, it is crucial that the
aggregate of the finite approximations include all the information about the infinite structure,
which is true since every node must appear at a finite level. Formally, any pomset « coincides to

the supremum of its finite approximations & = supg, p [Zilberstein et al. 2025a, Lemma 3.9].
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The final step is to show that functions defined on finite pomsets can be extended to func-
tions on infinite pomsets in a well-behaved way. The extension of f is performed by taking the
supremum of f applied to each finite approximation. For that supremum to be defined, f must be
monotone, otherwise the set of results may not be directed, and hence it may not have a supre-

mum. In that case, we prove that the extension is not only well-defined, but also Scott continuous.

Lemma 6.9 (Extension). Let f: pom{ — T be a monotone function on the pcro (T, <). Then

f*: pom™ — T, shown below, is well-defined and Scott continuous:

f(ar,...,ay) = sup --- sup f(a),...,a))
o< a,<ay

Proof. The proof follows from Lemma 3.10 of Zilberstein et al. [2025a]. m]

Scott continuity is important because it means that f(a) = f* () for all @ € pomg,(L), i.e.,

extension does not change the behavior of f when applied to finite pomsets.

6.3 POMSET SEMANTICS

We now define the denotational semantics for commands C € emd,. (see Figure 6.1) based on

pomsets with fourmulae. The semantic function [[-]| emdp. — pom, mapping commands

pom *
to pomsets, is shown in Figure 6.3 and relies on several new operations that will be defined
throughout this section. We first define the singleton LpPOF (), on node x with label ¢ € label

and (¢) on pomsets, which will be used to give the semantics to skip and atomic actions:

>

(0)x
()

{x}, 0, [x — £], [x — true]) € lpo

11>

{(), | x € nodes} € pom

Singletons are the basic build block for pomsets; larger pomsets will be constructed by composing

singletons. In the following sections, we will see three such operators for composing pomsets.
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[[skip]]pom = (o)
[allpom = (@)
[C1 8 Collpom = [C1]pom § [C2] pom
[Ci 1l Collpom = [C11pom I [C2]lpom
[C1 & Cg]]pom £ guard(&, |[C1]]pom, [[Cz]]pom)
[C1 @e Call o, = guard(®e, [Cill o s [C2ll pom)
[if b then C; else Cg]]pom £ guard(b, |[C1]]pom, [[Cz]]pom)
[while b do C],,,,, = Ifp (Yieny)
where ¥y () = guard(b, [C] pom 3 0 ®))

Figure 6.3: Pomset semantics of commands [—],,,,, : emdec — pom.

6.3.1 Guarded Choice

As we saw in Section 6.1, the key novel functionality of pomsets with formulae is the ability to
encode guarded branching using Boolean formulae to express the sequence of tests that must

pass or fail to reach each point in the structure. We now define the operation:
guard: nodes X etest X lpo X lpo — Ipo

which constructs an LPOF with a test at the root, and two branches corresponding to the cases
where the test passes and fails, respectively. Assuming that N, " Ng = 0 and x ¢ N, U Nj, we let

guard(x, t,a, f) = (N, <, A, ¢) where we overload A s.t. A true = true A ¢ = ¢, and:

N = {x} UN, U Ng <2 < U<pU ({x} x (Ng U Np))
t ify=x true ify=x
Ay) =4 dey) ify e Ng o(y) =\ va(y) Ax ifyeNg
Ap(y) ify € Ng pp(y) AN —x ify € Ng

So, guard(x, b, @, B) joins a and f with a new root node x, whose label is t, and additionally,
the formulae in @ and f are updated to require that ¢ passes or fails, respectively. As an example,

guard(xp,, by, <a1>xu1’ guard(xp,, by, (az)xaz, (ag)an )) produces the LpoF depicted in (6.1). For finite
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pomsets, we define guard: etest X pomg,, X pomg, — pomy, simply as the equivalence class of

the corresponding LPOFs:
guard(t, a, B) = {guard(x, t,a, p) | a€a feP, NyNNg=0,x¢ N, U Nﬂ}

Unsurprisingly, guard is monotone, as making either branch larger will make the composed struc-
ture larger too. Therefore, we define guard: etest X pom X pom — pom for infinite structures

by extension, and we get that it is Scott Continuous from Lemma 6.9.

A

guard(f, @, ) = guard*({,a,B) = sup sup guard(f,a’,B)

ad<a f'<xp
The semantics of if statements, nondeterministic branching, and probabilistic branching are all

defined using guard, but with different kinds of extended tests.

ai az
[if b then a; else a] ., = T&brF
ai as a az
[[al & aZ]]pom = N 7% [[al De aZ]]pom = N %

&

6.3.2 Sequential Composition

The sequential composition operation « §f enforces that all actions in o must occur before any of
those in B. Due to the interaction between causality and guarded branching, the formal definition
of § is complex. To see the complexity, consider the following example LPOFs (where x denotes

the singleton (¢), when the label is not relevant):

z Zy Zox

Yy Yy Y2 7N Y1 Y2 0 0
axjy= 1 b. O EE TR N A EEE R T (6.2)
X N2 ™ 2

X X

The sequential composition of two singletons (6.2a) simply creates a causality between them.
When the program has forked into parallel (unguarded) branches (6.2b), § introduces a diamond
structure, as is typical in pomset semantics. However, if the program has a guarded branch (6.2c),

then the following actions must be copied after each branch. Copying is essential to correctly
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account for loops: in the program (while b do a) ; @', if we only created a single node labelled
with a’, then that node would not be finitely preceded.

The definition of § must also not introduce actions to occur after a 1L node. Consider the
following LPOFs, where node y; is labelled with L and all other nodes have non- L labels:

y1(L) Y2 T
a. ( SN )8z= yi(L) v
X T’\ fF

X

b ( yi(L) v ) sz = yi(L) v
When composing the singleton z after a guarded branch with one stuck path (6.3a), z is only
added to the non-stuck branch. In the program execution, only one branch will be taken, so z
can be safely executed as long as the test at x is false. However, the same is not true for parallel
branching: in (6.3b), both y; and y, will eventually be scheduled, so z must occur after y; —which is
equivalent to not occurring at all—thus it does not appear in the final structure. Dealing properly
with L ensures that § is monotonic.

Building on the above intuitions, we first define § for finite LPOFs and pomsets, and then
extend our definition to infinite ones using Lemma 6.9. In the rest of this section, we assume that
a, B € lpog,(L). We start by defining the notion of stuck computations, extensible nodes, and
branches. The formula stuck, indicates which nodes are guaranteed to encounter a L later in

their execution. Extensible nodes x € ext, are not stuck, so there is some computation path that

they can take without encountering any L node.

stuck, = \/ o (x) exty, = {x € Ny | po(x) = stuckg}

XENg:Ag(x)=1

In (6.2), all nodes are extensible, whereas in (6.3a) only x and y, are extensible and in (6.3b) none
are extensible. The set of branches br, contains all of the maximal formulae that can be obtained
as the conjunction of formulae of extensible nodes:

bro 2 {pa(S) | 0 C S C exty, pu(S) = —stucky, VT.S C T C ext, = —sat(p,(T))}

where, ¢,(S) = A es @o(x) for any S C N,. For example, in (6.2a,b), br = {true} since there are
no tests; in (6.2¢), br = {x, =x} since both outcomes of the test are not stuck; in (6.3a), br = {-x}

since the program is stuck if x passes; and in (6.3b), br = 0, since all paths are stuck.
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As we saw in (6.2c), we will need an isomorphic copy fy = f for each branch ¢ € br,. Those
copies are generated by a function f: br, — [f] such that the nodes of f(¢) are disjoint from

those of « and of every f (/') where ¢ # ¢’. The function f is drawn from the following set:
COpYqp = {f br, — [f] | V¢ e bra.Nf(l/,) NN,=0 A Vl//, # 1. Nf(l/,) N Nf(¢/) = @}

Given a, f € Ilpog,(L) and f € copy, 43, we define sequential composition a §¢ f = (N, <, 4, ¢)

where the components are defined as follows (notationally, we let 8y = f(v)):

N2NU )N, <é<aUU(<ﬁ¢U({xeNa|¢:>(pa(x)}><Nﬂ‘//))
Yebrgy Yebrgy
. | Aa(x) ifx €N, a | Pa(x) if x € N,
Alx) = {Aﬂw(x) if x € N, 0(x) = {(pﬁw(x)/\lﬁifxeNﬁw

(where, again, i/ A true = true A ¢y = /). So, the nodes of « §7 f§ are the nodes of @, and all the
nodes of the isomorphic copies ff;. The new order preserves the causalities in « and in each Sy,
and additionally requires that 8, occurs after all the nodes in the branch ¢ of . All labels are
preserved, and formulae in f;, are updated to also include . Sequential composition for finite

pomsets is defined by taking the equivalence class of all underlying LPOFs:

asB={aspfplaca fep, fecopy,s}

Following from the monotonicity properties of stuck, extensible nodes, and branches, sequential
composition is also monotone, therefore sequential composition of infinite pomsets is defined by
extension, and is Scott continuous:

x;f = as'p = sup sup &3 p

a<a f'<p
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6.3.3 Parallel Composition

We finally define parallel composition. We reuse the no-op label e to denote thread forking and
let nForky, = Ny \ {x € N, | Ao(x) = @ AVy € N, \ {x}. x <, y} denote the set of nodes of a with
the root removed if the root is a @ node. Then, for both finite and infinite LPOFs « and S, and for

any x ¢ N, UNg, weleta ||y B = (N, <, A, ¢), where

N = {x} UnFork, U nForkg

A
>

({x} X (nForkg U nForkg)) U (<4 N (nFork, X nFork,)) U (<g N (nForkg X nForkg))

. ify=x true ify=x
AMy) = Ae(y) ify € nFork, o(y) 21 @u(y) ify € nFork,
Ag(y) ify € nForkg 9p(y) ify € nForkg

Notice that the branching that arises from || is conceptually (and practically) different from the
branching that arises from a test: || does not exclude either branch, whereas the two branches
due to a test are mutually exclusive. The difference is apparent in the definition of the formulae
associated to the nodes after the branch, which are not extended with a new conjunct under
parallel composition. The complication arising in our handling of parallel composition through
e is that we want one single node labelled with e, even if we put in parallel many LPOFs.

For example, by putting in parallel the singleton LroFs made up, respectively, by nodes y; and
y» and by nodes z1, z; and z3 (and where e is the label of the root nodes, say x; and x; respectively),
we obtain the LPOFs a, f, and their parallel composition as follows:

a:yl\ /y2 /3:21\?/‘23 a||xﬁ:y1%\€rl/z/223
x1(e) xz(e) x(e)

where x; and x, disappear and the new root is x, labelled e.

As a side note, observe that the way in which we defined parallel composition entails that
@ Cppo @ ||x B ifand only if @ = (1), the LPOF & has just a node x labelled with 1; the second
LPOF has node x labelled with e that precedes a node labelled with L and all the nodes of . Also,

a somewhat unusual notion of associativity for || holds: (& |[x ) |ly ¥y = @ |ly (B |z y), but the
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usual associativity is recovered for pomsets, where we abstract from the specific node set'. Like

before, we define parallel composition for (finite and infinite) pomsets on top of that for LpoFs:

a||p={alxplaca pep x¢&N,UNg}

6.3.4 Fixed Points and Loops

While loops are interpreted as the least fixed point of the function ¥y : pom — pom.
¥cpy (@) = guard(b, [Cll,pm § @, (0 ))

Clearly ¥(cp) is Scott continuous, as it is defined using the Scott continuous operations guard

and 3. So, by Kleene’s fixed point theorem, ¥c ) has a least fixed point given by:

pom

[while b do C]| = Ifp (¥epy) = sglg Yicn (Lpom)

Considering a loop [[while b do a] ,,,, with a single action a as its body, we can unroll the defi-

pom

nition several times to get the following infinite chain:

T :
L Z ° T
T R a 7\0
1 Epom a& 7‘. Epom /IF Epom ce Epom T’\b F
T b F . . 1
X 2 a o
TpF Txsz
@), 4 (Lpom) D, 4y (Lpom) @7, 4 (Lpom) sUPexy B, 4y (Lpom)

The supremum of the chain above is clearly an infinite structure with a terminating branch for
each n € N, and an infinitely ascending spine. The L node is pushed to a progressively higher

level after each unrolling, so in the supremum it does not appear at all.

!We remark that § on LPOFs also satisfies a non-straightforward associativity, that however becomes the usual
one when passing to pomsets.
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n(s) if next(a, ¢, S) =

Lipo(a,y,S)(0) = { & xenext(ay.s) Lnode(@. 1,8, x)(0) if next(a, ¥, ) # (D

LZPO(O', ¢ SV {x})T (":A (x)]]act (G)) ian(X) € act

£test(a' 1,8, x)(0) ([ As (%) ]| spest (0)) i Ag(x) € etest
if dy(x) =L

Llpo(a ¥, S U{x})(0) if g(x) =

node(a [ﬁ S, x)(O') =

Lpo(a,y A x,SU{x})(0) ifb=1

Liest (2, 9,5,x)(0)(b) é{ Lipo(a, ¥ A=x,SU {x})(0) ifb=0

next(a, ,S) = {x e Ny \S | Ix SSAY = ¢u(x)}

n([t]] est (0)) ift € test
[t]etest (0) = 4 (1) & 1(0) ift =&
’7(1) €B|[e]]m,(0') ’7(0) ift = &,

Figure 6.4: Linearization for finite LPOFs L, : lpog,, X formx2m°%s — Mem[V] — C(Mem[V]).

6.4 LINEARIZATION AND ADEQUACY

We now discuss how to produce a state transformer from the pomset semantics of Section 6.3,
which is useful for understanding the input-output behavior of programs resulting from schedul-
ing concurrent threads. The state transformer is obtained via linearization, which considers all
interleavings of the threads in order to interpret the semantics of a complete program as a func-
tion from inputs into the convex powerdomain. Once the program is linearized, more threads
cannot be composed in parallel, as the causality information is gone.

We start by defining a linearization operation on finite LPoFs, which is shown in Figure 6.4.
Linearization is defined recursively, until there are no more nodes to schedule. It must be defined
on finite structures, otherwise the recursion is not well-founded, but it can be extended to infinite
structures using the extension lemma. In Lj0(a, ¥, S), the set S C N, contains all the nodes

that have already been processed and ¥ is a path condition, indicating the outcomes of the tests
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associated to the nodes in S.

The function next(a, {, S) gives the nodes that are ready to be scheduled, which includes all
nodes that obey the path condition ¢/, and whose predecessors are already in S. If next(«a, ¢, S) is
empty, then L, (e, 1, S) simply returns the current state s using the monad unit 7, since there
are no more nodes to schedule. If not, then it nondeterministically selects a next node using &. If
the next node is an action, then it interprets the action using [[ -] ,.; and uses Kleisli composition
to compose the result with the linearization of the remaining Lpor. If the next node is a test,
then that test is evaluated and the path condition is updated to account for the outcome of the
test. Standard tests are evaluated using [ -], from Section 2.1.3, whereas & and @, return 0 or
1 either nondeterministically and probabilistically, respectively. If the next node is L, then the
linearization is L¢, and e is treated like a no-op.

We next define linearization on finite pomsets Lg,: pomg, — Mem[V] — C(Mem[V])
using Ly,,. Clearly Lyo(a, true,0) = Lyo(f, true,0) if « = B, so Lgin(e) can be defined for
any arbitrary representative LPOF @ € « using the trivial path condition true and an empty set
of visited nodes:

Lein([a]) = Lipo(a, true, 0)
Linearization of finite pomsets is monotone [Zilberstein et al. 2025a, Lemma G.3], therefore, lin-
earization can be extended to infinite pomsets £: pom — Mem[V] — C(Mem[V]) by exten-

sion, which is well-defined and Scott continuous.

L) = Lg(a) = sup Lin(a')

d'<a
To ensure that linearization acts as desired, we provide a sanity check lemma to show that the
linearized semantics behaves in the standard way from Section 2.1. Linearizing skip gives the
monad unit; linearizing a singleton action has the same behavior as interpreting the action; lin-
earizing a sequential composition is equal to Kleisli composition of the individual linearizations;

linearizing an if-statement is equal to linearizing one of the two branches, depending on the truth
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of the guard; and the linearization of a while loop is equal to the least fixed point over a differ-
ent characteristic function Z(cp). The function Z(cpy inherits Scott continuity from the Kleisli

composition operator, therefore the fixed point exists.

Lemma 6.10 (Linearization). The following properties hold:

L([skip]l o) =1
Lllall porn) = @] aet
LU[C15Ca]l o) = LUCoDpom) " © LUACH] o)
LG & Co]lpom) (0) = LULC1 T por) () & LT Coll yor) (0)
L([Cr @ Co]l yom) (0) = LU[C1] o) (0) ey, (o) LUC2]lporm) (o)

‘E(I[Cl]]pom)(o-) lf [[b]]test (0—) =1

L([if b then C; else C;] ) (0) = { L[Co] o) (@) if [B] 4o (6) =0
pom

r ([[while bdo C] pom) = Ifp (Eqcay)

FHLACT o) (@) i [B] o (0) = 1
n(o) if [b] o (0) = 0

Proof. Follows from Lemma 5.2 of Zilberstein et al. [2025a]. O

where E(cp) (f)(0) = {

Lemma 6.10 is quite significant; it implies that L([[C],,,,,) corresponds to the convex power-

pom

domain semantics from Chapter 5.

Theorem 6.11 (Adequacy). The following diagram commutes:

[[ _]] om
C777vdpD i pom

Rl""

(Mem[V] — C(Mem[V]))

In other words, L([C] ;o) = [Cll¢ for all PpCL program C € emd .

Proof. By induction on the structure of C. The cases follow immediately from Lemma 6.10. O

131



As a consequence of Theorem 6.11, the pOL inference rules carry over to a more complex
logic for analyzing pcCL programs. But properties about parallel composition are notably missing
from Lemma 6.10. In fact, no such compositional properties exist, since parallel composition can
completely change the behavior of each thread, as we saw in Section 6.1. In the next chapter, we

will develop compositional reasoning strategies for parallel programs based on separation logic.

6.5 RELATED WORK

Pomsets with formulae is a new semantic structure, which we use as basis to provide semantics
for a probabilistic concurrent imperative language with unbounded loops. Our work builds on a
rich history of using partial orders and pomsets in denotational models of concurrent programs
[Grabowski 1981; Pratt 1976; Gischer 1988], which have been used as a semantic basis for concur-
rent separation logic [Brookes 2004], concurrent Kleene algebras [Hoare et al. 2011; Kappé et al.
2020; Laurence and Struth 2014; Jipsen and Moshier 2016], and other applications [Kavanagh and
Brookes 2018; Edixhoven et al. 2022; Jagadeesan et al. 2020].

While there are links between pomset semantics and operational models of concurrency
[Brookes 2002], pomsets are often preferred for their finer notion of concurrency compared to
the interleaving semantics offered by operational models, which is especially useful in the con-
text of weak memory [Kavanagh and Brookes 2018; Jagadeesan et al. 2020]. Probabilistic event
structures model probabilistic process algebras [Katoen 1996; Winskel 2014; Varacca et al. 2006;
Varacca and Yoshida 2007], whereas we model a full imperative language with sequential com-
position, control flow, and unbounded loops, for which adding formulae was essential.

Concurrency has previously been combined with other effects in limited ways. For exam-
ple, semantics for probabilistic concurrent programs have been defined operationally [Tassarotti
and Harper 2019; Tassarotti 2018], but that approach is limited to bounded loops due to the lack
of domain-theoretic tools to determine the infinitary behavior. Whereas finite-trace models are

sufficient for many non-probabilistic scenarios, unbounded looping in probabilistic programs re-
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quires infinite traces, as the probability of termination may only become 1 in the limit. A proper
theory of infinite traces requires pomsets to be enriched with a bcro [Meyer and de Vink 1988,
1989] or metric [de Bakker and Warmerdam 1990] structure; prior work was very informative
to our own development, although the inclusion of deterministic branching in our own pomset
structure added significant complexity.

Fesefeldt et al. [2022] introduced an operational model of probabilistic concurrency based on
Markov Decision Processes, which they used to lower bound expected values, but that approach
does not straightforwardly extend to more complex domains such as the convex powerdomain,
which gives the full set of distributions over outcomes.

Neves [2025] developed a denotational model where the underlying semantic structure is
obtained as the solution to a domain equation. Our construction is more concrete, giving a full
account of the causality in the program and thus captures non-interleaving models of concurrency
too. In addition, our extension theorem provides a convenient basis for inductive proofs over
unbounded programs, as we saw in Theorem 6.11 and will see again in Lemma 7.8.

Branching pomsets were recently introduced to model choices in choreographic programs
[Edixhoven et al. 2022; Edixhoven and Jongmans 2022; Edixhoven et al. 2024]. While branching
pomsets can, in theory, contain infinitely many nodes, the domain theoretic properties needed to
approximate infinite structures have not been explored, which was a significant focus of this pa-
per. Indeed, our extension lemma (Lemma 6.9) was necessary for linearization, without which we
would not have been able to relate our pomeset model to the known convex powerset semantics

[He et al. 1997; Mclver and Morgan 2005; Zilberstein et al. 2025b].
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CHAPTER 7

PROBABILISTIC CONCURRENT OUTCOME LOGIC

As a culmination of all the prior chapters, we now present Probabilistic Concurrent Outcome
Logic (pcOL), which combines POL’s ability to reason about probabilistic outcomes and pOL’s
ability to reason about nondeterminism with compositional concurrency reasoning inspired by
Concurrent Separation Logic (CSL) and semantics based on pomsets with formulae.
Throughout this chapter, we will see how invariant-sensitive semantics allows us to com-
positionally model parallel threads, even if they interact with shared state. Furthermore, the
probabilistic independence guarantee of the separating conjunction allows us to compositionally
reason about parallel threads, but still recover the joint distribution over all of the program vari-
ables. Observations about shared state can result in nondeterminism, so just like bOL, PcOL must
carefully control for correlations between the parallel threads that might disrupt probabilistic in-
dependence guarantees. In the next chapter, we will see larger case studies where the capabilities

that we have built up from pOL to bOL to pcOL are all on display.

7.1 OVERVIEW

As we saw in Section 2.4.3, Concurrent Separation Logic (CSL) achieves compositionality via
separation [O’Hearn 2004; Brookes 2004]. The PARr rule states that if two threads act on disjoint

memory regions, then their behavior will not change when they are run in parallel.

{P1} C1 {Q1} {P2} C3 {Q2}
Par
{P1* P2} Cy || C2 {Q1 % Qo)

The central question behind pcOL is how to bring the kind of compositional concurrency rea-

soning that was pioneered by CSL into a more expressive setting where we can reason about

probabilistic and nondeterministic outcomes, as we did in POL and pOL.
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7.1.1 Concurrent Separation Logic meets Demonic Outcome Logic

From pOL and pOL, we already know that if we separately flip two coins and store the results
in the variables x and y, then the respective variables will be distributed according to Bernoulli

distributions with parameter %
([x — =]) x ;= Ber (%) (x ~ Ber (%) ) ([y = -1) y:~Ber (%) (y ~ Ber (%) )

As we have seen repeatedly throughout the prior chapters, probabilistic independence is a power-
ful tool for compositionally determining the joint distribution over the local and global memories
in a program. Indeed, POL and pOL provide compositional ways to combine the two specifica-
tions above. For example, if they were composed in a sequence, then we could use FRAME and

SEQ to derive the following specification.

([x > =] =* [yl—)—])x:zBer(%) gy:zBer(%) (x~Ber(%)*y~Ber(%))

Independence allows us to recover the entire joint distribution over all the program variables
above, for example, we know that x and y are both 1 with probability % . % = }1.

Going forward, a version of PAR based on probabilistic separation would give us a powerful
way to compositionally reason about probabilistic concurrency, which fully dictates the joint

distribution over all of the program variables. Instead of composing the two coin flips in sequence,

we could compose them in parallel and obtain the specification below.
([x > =] =[y+— —]) x = Ber (%) | y :~ Ber (%) (x ~ Ber (%) *y ~ Ber (%) )

Intuitively, a probabilistic interpretation of PAR is justifiable because x :~ Ber (%) and y :~ Ber (%)
execute without interaction, so there is no correlation between their random behaviors. The
lack of correlation is due in part to the lack of shared state, which makes the nondeterminism
introduced by the interleaving behavior of the scheduler not observable in any way.

Bigger challenges arise when the threads do share state, so that the nondeterministic behavior

of the scheduler is observable. CSL handles shared state with resource invariants—threads can
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interact with shared state as long as the invariant I is preserved by every atomic step. More
specifically, a more general PARr rule allows the invariant resources to be used in both threads;
the ATom rule opens the invariant, as long as the program is a single atomic command a; and

SHARE allocates an invariant that is true before and after the program execution.

I {p1) Ci (Y1) T (p2) G (Y2) F{p = [I1) a (¢ = [I])
Par AToMm
Ik (@1 # @2) C1 || Co (Y1 * ¥) I+ {p)a(y)
I'+{p) C{Y)
SHARE
F o = [I1) C (Y = [I])

Under the probabilistic interpretation of * from Chapter 3, the PAR rule is valid when the shared
state described by the invariant I is deterministic, for example, in the following program, where

z has a fixed value, which is read from both threads.
z 1 {([x —]x [y —]) x> Ber(%) |y~ Ber(%) ((x ~ Ber(%)) * (y ~ Ber(%)))

However, with nondeterministic or randomized shared state, reasoning about programs becomes
more complicated because correlations can be introduced in subtle ways. We will see a few such

representative scenarios, and how they are handled in pcOL.

7.1.2 Handling Randomized Shared State with Conditioning

When shared state is randomized, compositional reasoning about outcomes becomes essential.
As an example, consider the following program, where x and y read from the shared randomized

variable z in different threads.
z :~ Ber (%) s(x=z|ly=1-2) (7.1)

Here, x and y are clearly not independently distributed, since both are derived from z. So it seems
dubious that PAR could be used to reason about program (7.1). The key observation is that x and
y are conditionally independent on z, so we can compositionally reason about the threads by first
breaking down the outcomes of the sampling operation such that z is deterministic in each case,

similarly to how we have handled randomized control flow in prior chapters.
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2= Zr (x> -N)x=z(x—=Z]) z-=Zr(lym-Hy=1-z(y—>1-Z])
2z Zr{(x —sy> —x=zl|ly=1-z(([x—=Zxy—1-2])

AR

SHARE

F{[z Zsx —xy—> -)x=z||ly=1-z([x—>Zxy—1-2])
F (D zper()[zP Zrx > =y D x=zlly=1-2(DBzper(r)[x > Zxy > 1-2])

SpriTl

Figure 7.1: Sketch of the derivation for program (7.1).

By considering each possible outcome of the sampling operation, we end up in a situation
where z is deterministic, and therefore the PAr rule can apply. After executing the sampling
operation, we get the assertion (z ~ Ber (3)) * [x +> — %y — —], which is equivalent via the
distributive law to €P Z~Ber (1) [z — Z % x — — %y +— —|. From there, the derivation for the
remainder of the program is sketched in Figure 7.1.

Before applying the PAR rule, we need to use the SpLIT1 rule from POL and pOL to do case
analysis on the value of Z. In the premise of SpLiT1, we have that [z — Z], so z is now deter-
ministic and Z is unbound (and thus implicitly universally quantified). Since z is accessed in both
threads, the next step is to use SHARE to move the information about z into the invariant. Finally,
we simply use PAR to conclude that [x — Z xy +— 1—Z] for each outcome of the initial coin flip.

Ultimately, the conclusion of SprrT1 has the postcondition P, z. r(1) (x> Zxy—>1-27].
In other words, x and y are independent inside the scope of the (P Z~Ber(1)> where they are
deterministic. So, although x and y are clearly correlated, applications of Par and SpriTl in a
careful order allow us to obtain an expressive specification for the program, which still recovers
the full joint distribution over x and y. The pattern of conditioning on randomized shared state

will arise frequently throughout the remaining examples.

7.1.3 Taming Nondeterminism with Precise Assertions

In the previous section, we saw a strategy for compositional concurrency reasoning, but it was
limited to scenarios where the shared state could be made deterministic via case analysis. In other

words, the nondeterministic scheduling order could not affect the outcome of the program.

137



The effects of scheduling become observable when threads mutate shared state, because dif-
ferent interleavings can cause the shared variables to take on different values throughout the
program execution. Like standard CSL, we need to account for the ways in which different pro-
gram interleavings can nondeterministically result in different outcomes. For example, in the
following program, the value of y is effectively nondeterministic, even though it is obtained by

observing x immediately after x is assigned to be 1.
x=13y:=x || x =0

However, unlike standard CSL, in pcOL we also need to account for the probabilistic indepen-
dence guarantees of separation. As we saw in Section 5.4.2, reasoning about nondeterminism in
DOL can invalidate the strong frame rule. In a similar way, certain types of observations about
nondeterministic shared state can also invalidate PAR.

As an example, consider the following program. Although both threads independently sample
from Bernoulli distributions, the parameter of the Bernoulli distribution in the second thread

depends on shared state, which is updated in the first thread.
z:zl;x:zBer(%)gz::x ” y:zBer(g) (7.2)

Using the invariant z € {0, 1}, we could derive the following specification for the first thread.
Since all the operations on z clearly satisfy the invariant, the specification effectively only dictates

that x is distributed according to Ber (3).
z€{0,1} F{[x > —]|)z:= lgxzzBer(%) 5z ::x(x~Ber(%))

Turning to the second thread, since we know that z € {0, 1}, then % < %, and therefore we could
obtain the following specification, which states that y is distributed according to a Bernoulli

distribution with parameter at most %
ze{0,1} F([y— —-])y:= Ber(g) (3P.[P < %'l x 1y ~ Ber (P))

However, the PAR rule from Section 7.1.1 allows us to join the two triples above to obtain the

overall postcondition x ~ Ber (1) * 3P.[P < 1] * y ~ Ber (P), which is not sound since the
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scheduler can easily cause x and y to be correlated. Indeed, by selecting the interleaving where
the entire first thread is executed before the second thread, the program effectively becomes
x:~Ber (1) sy:~Ber (%). The correlation in that interleaving is obvious by inspecting conditional
probabilities: P[y + 0 | x > 0] = 1, whereas P[y > 0 | x > 1] = %

To ensure that the correlations between the local states of the two threads do not invalidate
the PAR rule in pcOL, we additionally require the postconditions of each thread to be precise (Det-
inition 3.10), essentially meaning that they exactly determine the probability of each measurable
event. Clearly, the postcondition that we gave to the second thread of (7.2) was not precise, since
the parameter of the Bernoulli distribution was existentially quantified. Hence, the application of

PAr was unsound. Instead, we could use the following triple that cannot measure the probabilistic

effects of nondeterminism in any way.
ze{0,1} - ([y = 1) y=Ber () ([y € {0,1}])

Just as we saw in Section 3.1.3, moving to the pure assertion [y € {0,1}] allows us to separate
the information about x and y without violating the independence guarantees of the separating

conjunction. As such, we could derive the following sound specification for (7.2).

z:=13
z€{0,1} F([x—> -y —]) x:~Ber(3)s |y:~Ber(%) (x~Ber(})x[yec{01}])
z:=x

Once again, the use of an an almost sure assertion makes independence of the measurable events

trivial, for example:

Plxio 14y e{0,1}] = % = 14 2 Plxe1]-Plye{o1}]

1
2
Note that the precision requirement in the PAR rule is very similar to the precision requirement in

the STRENGTHEN rule of DOL; in both cases, precision ensures that the nondeterministic behavior

of the scheduler is not measurable in any way.
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7.2 INVARIANT SENSITIVE SEMANTICS

In the prior section, we saw how the rules of pcOL can be applied for expressive probabilistic
reasoning. We now turn to formalizing the metatheory, and discuss the semantic tools required
to justify the soundness of the pcOL inference rules. Soundness of the PAR rule, and soundness
of pcOL more generally, essentially requires that each triple I + (¢) C () applies not only to C
running in isolation, but also to C with other threads composed in parallel. For example, consider

the simple parallel program below:
x::l;y::x”x::O (7.3)

In the left thread, y is immediately set to x after x is set to 1, so the pomsets with formula model

from Chapter 6 tells us that x and y are both 1 after running the thread in isolation.

L ([[x =13y = x]]pom) (o) = {[O’[X =Ly=1] l”
But the semantics above does not take into account the fact that the program is running in a global
context where shared state could be modified by other threads. Therefore, it cannot readily be
used to justify the soundness of the PAR rule. In fact, the behavior of the thread depends on the
other threads that are running in parallel. In the case above, the second thread is racing to update
x to be 0, therefore the command y := x is effectively a nondeterministic update of y to be 0 or 1.
As we saw in Section 7.1.1, we reason about shared state via invariants—assertions that must
be preserved by every atomic action. To model the ways in which shared state may be modified
by other threads, we define an invariant sensitive semantics, in which the scheduler may alter
shared state before executing each atomic action. In the case of program (7.3), the invariant is
simply x € {0, 1}, and the invariant-sensitive execution of the action y := x is given below, where
the extensional interpretation of assertions (—|) was defined in Section 2.4.1.

o=l o= (| 02y Ze) S, | [ pemn]
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The scheduler can set x to be 0 or 1 before executing the action, and so the invariant sensitive
semantics includes options where x and y are both 0 or both 1. Since we are still working in
the convex powerdomain model, nondeterminism is represented as a convex choice, therefore
the scheduler’s choice of value for x can be made probabilistically. Even without a probabilistic
scheduler, the convex choice would still be needed to model invariants, since shared state can be

updated probabilistically, for example, in the modification of program (7.3) below.

x=13y:=x || x:~Ber(})

(xe{o,1}

oct ) (o) still captures the behavior of y := x in the presence of

The convex choice in [y = x]|
the new randomized thread.
To formalize the semantics, we use semantic invariants, which are finite sets of memories
I Ctin Mem[U] that represent the legal values of shared state. Invariants must be finite in order to
avoid issues related to unbounded nondeterminism, as discussed in Section 5.2.1. However, finite
invariants are sufficient for a wide variety of verification tasks, such as the ones in Chapter 8.

The invariant-sensitive model is based on a family of semantic functions for actions, indexed

by a semantic invariant: [[a]][ : Mem[V] — C(Mem|[V]), where I Cg, Mem[U] andU C V.

act *

act

i i
[[a]]f:ct = (checkf) o [[a]]T o (replacej) o check?

check? (¢) £ { Z_(CG) gzggg Z? replace[(o) = & n(mnu(o) Wr)
rel

In the invariant sensitive semantics, Z is first checked to ensure that the current state satisfies the
invariant. Next, a new valid state (or distribution thereof) is chosen to replace the shared portion
of memory, simulating a parallel thread that alters the shared state at that step. The standard
action semantics is then executed, followed by another check to ensure that the invariant still

holds. If the invariant is ever violated, then L is returned to indicate that the execution is faulty.

{emp}
act

Letting emp € Mem[0] be the empty memory, we remark that [a] ., = [a] , meaning

that invariant sensitive execution using the empty invariant is equal to normal execution, since

check!®™P} = replace!*™P} = p.
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The invariant sensitive semantics is monotonic: adding more variables into the invariant can

only increase the set of nondeterministic outcomes.

Lemma 7.1 (Invariant Monotonicity for Actions). For any action a € act and semantic invariants
I Ciin Mem|[U] and I Cgin Mem|[V] such thatU NV = (:

T e VEN
[a]” <* [al
Where C° is the pointwise extension of C as defined in Lemma 2.9.

Proof. Note that the conclusion is equivalent to [a]** Ce [a]” forall o. If myuv (o) ¢ T + T,

then [[a]]I*j (o) = L, therefore we trivially have that:
[a]"*7 (o) = Lc Ec [a]l (o)

Now, suppose that 7yyy (o) € I * J, which means that the initial invariant check passes in both
sides of the inequality. Clearly, the replacement using 7 * J results in more nondeterministic

possibilities compared to 7, therefore the inequality holds in that case too. ]

Monotonicity is apparent in the execution y := x from (7.3). Suppose that ¢ is a mem-
ory such that o(x) = 1, then [y := x|, (0) simply results in y being assigned to 1, whereas
[y = x] beef0.13) (o) sets x and y to 0 or 1 probabilistically. Choosing p = 1, the single outcome

act

of [y := x| ¢ (0) is clearly contained in the set obtained by invariant sensitive execution.

I
—e
—

<)
R
—_
—_—
—_
[E—

[[y = X]] act (O-)
- {[ GEX : (l)z z } =p ] ‘ p € [0, 1]} = [y := x]]gtf{o’l}[) (o)

Now, we extend invariant sensitive execution from actions to any commands by also indexing the
linearization function by a semantic invariant £7, indicating which semantic function to use for
actions. So L7 is defined in exactly the same was as £ from Section 6.4, except for the selection

of which function to use for [-] ;. Returning to program (7.3), we get the following invariant

act®

sensitive semantics for the first thread.

£ eyt - f| T 2 | o)
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As with the invariant sensitive action execution, the value of y is now nondeterministically se-
lected by the scheduler. Moreover, the possible distributions over the thread’s local state—i.e., the
variable y—no longer change when we compose the two threads of (7.3) in parallel, which un-
derlies the ability to reason about the two threads compositionally. Invariant sensitive execution
effectively reduces concurrent execution into standard nondeterminism.

The linearized state transformer is ideal for modeling a program logic, where programs are
specified in terms of preconditions and postconditions. As shown by Lemma 6.10, linearization
of non-parallel programming constructs is well-behaved; it is compositional with respect to se-
quencing, if statements, and while loops. In fact, Theorem 6.11 showed that the parallel-free
fragment of the linearized model is equivalent to the model of DOL, and therefore the metathe-
ory for standard commands carries over exactly from pOL to pcOL. As we will see formally in

the next section, £®{®1) supports the soundness of the triple below.
x €{0,1} F([y— -T) x =15y = x ([y € {0,1}])

We omit the indexing invariant 7 and just write £ when 7 = {emp}. When the invariant is
{emp}, the scheduler does not simulate any mutations performed by other threads, since all
actions are evaluated according to [[a]] f;;np} = [[a]l ger> 50 L([C]l 1) (0) can be viewed as the

true semantics of the program. Similar to action evaluation, linearization is also monotonic with

respect to invariants.

Lemma 7.2 (Invariant Monotonicity). For any pomset &« € pom and invariants I Cg, Mem[U|

and J Cgin Mem|[V] such thatU NV = 0:
L) c* L)

Proof. Follows immediately from monotonicity of linearization [Zilberstein et al. 2025a, Corollary

G.4] and Lemma 7.1, see Lemma 5.3 of Zilberstein et al. [2026] for more details. O

Lemma 7.2 guarantees that an invariant only adds new behaviors, so safety properties about

LA([C] pom) automatically carry over to L([C],,,,,), justifying the soundness of SHARE.

pom
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7.3 PROBABILISTIC CONCURRENT OUTCOME LOGIC

Probabilistic Concurrent Outcome Logic (pcOL) specifications are given as triples of the form
1 £POL () C (¥), where ¢ and i/ are the extended outcome assertions from Figure 5.3, C € emdy.c
is a pcCL program, I is a basic separation logic assertion (Figure 2.6), and m € {s, w} is a mode.
The meaning of pcOL triples are exactly like their bOL counterparts, except that the program C
is interpreted using an invariant sensitive linearization semantics £ ([C]] pom)-

Since invariant sensitive execution requires the invariant states to be drawn from a finite set,
I must be a finitary basic assertion; formally, finitary(I) iff (I)r is a finite set for any context T
The formal validity definition of pcOL triples is below, which is exactly the same as that of bOL

triples except that the semantic function is now £{r ([-1 o) instead of [~ and [I] is added

to the precondition and postcondition.

Definition 7.3 (pcOL Triples). The pcOL triple I £7°OF () C () is valid iff for allT : LVar — Val,

U, and probability spaces P, Pr, and P’ € P op, Pr such that P’ < ppand T, P E ¢ = [I], then:
T
vy e £lr ([[C]]pom) (). 3Q Q € Qop Pr. Q =<v and T,QEy = [I]

Just as DOL is a conservative extension of POL, the definition above gives us that pcOL is also

a conservative extension of pOL.

Theorem 7.4. pcOL is a conservative extension of DOL. That is, for any pDCL program C € emd pp:
emp O (Y C W) i =P (@) C )
Proof. Since the invariant I specialized to emp and ¢ * [emp]| < ¢ for any assertion ¢, we get

that emp £POL (p) C (¢) is definitionally equal to:

VT, U, P, PF, P’ e Pom PF.
P@PFﬁ’u A F,Pt(p —

:
Vvell([[C]]pom) (0. 3Q Q €QonPr. QePr=v A TQEY

By Theorem 6.11, we know that £ (|[C]] pom) = [C]l;, and by rewriting that equality in the

formula above, we get exactly 290 (¢) C (¢). O
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As a corollary, pcOL is also a conservative extension of POL.

Corollary 7.5. pcOL is a conservative extension of POL. That is, for any pCL program C € ecmd,:
emp O (9) C (YY) iff O () C ()
Proof. Follows immediately from Theorems 7.4 and 5.8. m]

In the remainder of this section, we will present inference rules for deriving pcOL triples. We
will henceforth omit the pcOL superscript and simply write I £, (@) C ({) to mean that a pcOL
triple is valid. We write I +,, (@) C ({) to mean that a triple is derivable using the pcOL rules.
As with pOL, we will also omit the mode m when m = s. We will also omit the invariant I when
I = emp. Following from Theorem 7.4 and Corollary 7.5, the rules of POL and pOL carry over
to pcOL, but we also add new rules for reasoning about concurrency. The soundness of all three

logics is discussed in Section 7.4.

7.3.1 Carryover Rules

Following from Theorem 7.4, the reasoning principles in pcOL carry over exactly from pOL. The
one caveat is that there is now an additional component to the judgements, namely the invariant
I. In pOL rules that have premises, the invariant must match in all premises and the conclusion.
Apart from that, the inference rules for analyzing commands carry over exactly from pOL to
pcOL, as shown in Figure 7.2.

The structural rules also carry over from pOL to pcOL, as shown in Figure 7.3. In addition to
requiring the invariant to match between premises and conclusion, the splitting rules additionally
require that the bound variable X is not free in I. If X were free in I, then those rules would be
unsound, since the X that is referenced in the invariant would become the same X as is referenced
in the precondition and postcondition.

Note additionally that in the rule of CONSEQUENCE, the invariant cannot be strengthened or

weakened, as that would violate the contract between the local thread and other threads that
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It (@) C (D) THy (9) G (¥)
SE

SKIP
I+ (@) skip () I'tp (@) C15C2 (Y)
¢ = [b—1] It (@) Ci (lﬁ) ¢ = [b 0] I'tm (@) Ca (1//)
Ity (@) if b then C; else C, (g&) Ity (@) if b then C; else C, (t//)
Ttm (@) Cr (Y1) Trm{p)Co(Yn) @o=Te—E| y1=>[e 1] o= e 0] ProB
It (@) Ci ®. Ca (Y1 ©F Y2)
Iy {[P]) Ci () Try ([P])C2{(¢) convex(y)
NONDET
I'hy ([P]) C1 &C3 (¥)
¢ = e E] A (§ * own(x)) ¢ = e E] A (f x own(x))
ASSIGN
Ity (@) x =e([x— E| =) It (@) x = d(e) ((x ~ d(E)) = lﬁ)
[Pl = [e— E] A (Qx*[own(x)]) finite(E)
NASSIGN
I'hy ([P]) x « e (&xep[Q * x — XT)
fﬂRZiLf’SRih] . Ne¢vars(¢)
Ttm (% [R=N > t1) C((&NF¢) @5p (&hon 0)) oeikoeloibot] precistlt/Rl
BOUNDEDRANK

I b (&th, @) while b do C (¢[¢/R])
Figure 7.2: Inference rules for commands that carry over to pcOL from pOL.

might be running in parallel. For a more complete description of all of the carry over rules, refer

to Sections 4.3 and 5.4.

7.3.2 Concurrency Rules

The new rules for pcOL pertain specifically to reasoning about concurrency and appear in Fig-
ure 7.4. The concurrency rules are inspired by Concurrent Separation Logic (CSL) [O’Hearn 2004;
Brookes 2004; Vafeiadis 2011], but the metatheory behind them takes into account the more ex-

pressive assertion model, which guarantees probabilistic independence in addition to just dis-

jointness of state.
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Irm (@) C(Y)y e Irm () C (Y)Y somety)

SrrLiTl SpLIT2
Irm (P oy c (P Irm (EP o) C ()
X~d(E) X~d(E) X~d(E)
. y=[e—X] I " C convex(y)
Irn ) € Xevars(D NSrLIT1 tm (02 € ) Xevars(j.1 NSpLIT2
Iem (& o) C (& Trm (& 0) C ()
XeE XeE XeE
=0 Irn{p)C{y) Y=y It (@) C(Y)
CONSEQUENCE FRAME
It (@") C(Y') Lt (@ #m ) C (Y #m 3)
I'+{p) C(Y) Ity (@) C(¥) precise (1))
WEAKEN STRENGTHEN
Ity (@) C(¥) I'+{p) C(¥)

I'tw (&xeelP1) C(¥) [Pl=e— X
I+w ([3X € E. P]) C (¢)

ExisTs

Figure 7.3: Structural rules that carry over to pcOL from pOL.

First is the PAR rule for parallel composition. Although Par looks like the analogous rule from
CSL, aside from the condition about precision, the soundness of the rule is substantially more
complicated due to the probabilistic interpretation of the separating conjunction. As we saw in
Section 7.1.3, when two threads interact with shared state, the scheduler can induce correlation
between the distributions over their local variables. As such, the outcomes of the two threads
are not probabilistically independent. However, they are observably independent in a restricted

event space. As an example, recall program (7.2), which is shown again below.
z:=13x=~Ber(3)sz:=x || y :~ Ber (%)

In the schedule where the entire left thread is executed before the right thread, the program is
effectively equivalent to x :~ Ber (%) 5y:~Ber (%), and thus there is clearly a correlation between

x and y since y is more likely to be 1 if x is also 1, as seen in the conditional probabilities below.

1
P[y|—>1|x|—>1]:§ Ply—1|x—0]=0
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I'+ {p1) C1 (Y1) I+ {@2) C2 (V) precise (i1, l//z)PAR
I'F (@1 %¢2) Ci || Co (Y * )

Jbm (@ = [I]) a (¢ = [T]) I« J b (@) C(¢) finitary(I)
ATOM SHARE
s J b (@) a(¥) Jtm (@ = [I]) C (Y = [I])

Figure 7.4: Concurrent Separation Logic Rules

On the other hand, a precise postcondition such as x ~ Ber (%) « [y € {0,1}] is valid, since the
likelihood of y taking on a particular value is not measurable at a fine enough level of granularity
to observe the correlation (recall the example from Section 3.1.3).

By requiring the postconditions of each thread to be precise, we know that the probability
of each measurable event must be specified exactly, so that the nondeterministic behavior of the
scheduler will not be measurable in the local distributions of either thread. More formally, since
Y1 and ¢, are precise, then there are unique minimal probability spaces Q; and Q, that satisfy
them. The soundness proof for PAR requires us to show that for any distribution v resulting
from running C; || C, and for any events By € Fq, and B, € ¥q,, it must be the case that

v(By * Bz) = pq,(B1) - Hq,(B2). We do so beginning with finite pomsets.

Lemma 7.6. For any finite pomsets & and f, events By € Mem|[U; | and B, € Mem|[U,], invariant
I Cqin Mem|V], and memories o1 € Mem[U;], 0, € Mem|[U;], andt € T,

minProb (Lﬁn(a | B)(o1W oy WT), By By % I)

= minProb (.Eén(a)(al W 1), By * I) - minProb (Lﬁn(ﬁ)(az W 1), By * I)
Where minProb(S, A) = inf s u(A).
Proof. By induction on the length of the remaining execution (equivalently, the number of re-
maining scheduling steps). If the next step schedules a command from e, then we condition on

that transition and apply the induction hypothesis to the remainder of the execution to factor

the probability into the contribution from & and the remaining execution of f (the case where
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the next step comes from f is symmetric, yielding the desired product form). See Lemma C.3 of

Zilberstein et al. [2026] for the full derivation. O

Since the proof of Lemma 7.6 is by induction on the length of the computation, it is only appli-
cable to finite approximations of the program. However, the property also extends to unbounded

computations, as the following lemma shows.

Lemma 7.7. For any pomsets a and 8, events By € Mem[U;] and B, € Mem|[U,], invariant

I Cqin Mem|[V], and memories o1 € Mem[U;], 0, € Mem|[U;], andt € 1,

Vve LY (a || B)(oc1W oy W),
v(By * By % 1) > minProb (£I(a)(01 W ), By * I) - minProb (Lj(ﬁ)(a;g W 1), By * I)

Proof. Take any v € L (a || B)(01 W 0y W 7).

v(By # By % T)
> minProb (.[:I(a || B)(o1W oy WT), By * By % I)

minProb( sup sup Lf;n(a’ | B)(o1Wor W), By % By 1

a<a f'<p

sup sup minProb (Lﬁn(a' | B')(o1W oW T),By * By % I)

ad'<a ﬂ'<<ﬂ

By Lemma 7.6.

= sup sup minProb (£ﬁn(a’)(01 W 1), By * I) - minProb (££n(ﬁ’)(02 W 1), By * I)

ad<a f'<p

= minProb (Lj(a)(crl W 1), By * I) - minProb (Lf(ﬂ)(az W T), By I)

O

The prior two lemmas deal with cases where the start state is an individual memory, but in
reality, soundness of the PAR rule requires us to already start with a distribution of memories. As

a final step, we prove a lemma that directly justifies soundness of the PAR rule.
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Lemma 7.8. For any pairwise disjoint U;,U,, V. C Var and a1, @y € pom, let Py be the trivial
probability space where up,(I') = 1. For allk € {1,2}, Px, Q, and p € D(Mem|[U; U U, U V])
such that P; ® P, @ Pr < p, if:

Vig. P @ Pr < g = Vi € .EI(O!k)T(yk). Qr ® Pr < (7.4)

Then: '
Ve LI (o || a)(n). Qe®QePr <v
Proof. Let (Ay,)ier, and (Az;)iecs, be the generators of P; and P, respectively, as witnessed by

Lemma 3.6. We start by showing that for every k € {1,2},i € I, and B € ¥q,:
Appri € [0,1].  VoeA.Vrel.Vve LI(a)(owr). v(B+*I)=ppi; (7.5)

First, for every j € I, fix an arbitrary o; € Ay, 7; € 7, and v; € LI(ak)(aj W 7;) and let

pPBki = Vi(B* I'). Now, take any o € Ay; and 7 € 7 and define two distributions as follows:

A s A ifp=ocwr
p1(o; W) = pp, (Agj) 1z (p) & { pr(Ari) if p

mlp) 3 #ip=our
So 1 places all of the probability mass of the event A ; at the single point o; W 7; for each
J € Ik, and pp does the same, but the mass of Ay ; is placed specifically at o W 7. By construction,
Pr ® Pr <y and P ® Pr < p1o. Now, take any v € L (ar) (o W 1) and let:
vi 2 p (A v va £ pp (Aki) v+ D p(Ap) - v
el J#i
By construction, v; € L7 (ax) (1) and v, € L7 (o) (p2), therefore by (7.4), Qc ® Pr < v; and

Q) ® Pr < vy and therefore v{(B * I') = vo(B * I'), which gives us:

vi(B+I)=vy(B+1T)
> up (Arp) - vi(BxT) = pp (A) - v(B=T) + Y pip (Ag) v (B T)

JEI; J#i
BB AT - ki + ) i (Ap) - vrtB 1) = pp g - v(Bx I) + > pp (A ) -vytB+ 1)
J#i J#i
Pk =Vv(B*T)
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We now move on to prove the main claim. Take any v € £ (e || 2) (1), which must have the

formv = ), (o) - vy where vy € L7 (ay || @2)(0) for each . It just remains to show

oesupp ()
that Q; ® Q; ® Pr < v. Take any B; € T, and B; € Fq,:

V(By*Byx 1) = Z ,U(U)'Va(Bl * By x 1)
o€supp(p)

Instead of summing over supp(y), we can alternatively sum over the elements of A; and A,.
= ZZ Z Z Z.U(Ul W oy W T) - Voywgyw, (B * By * 1)
iGIl jEIZ O'1€A1’i O'zGAz!j rel
By Lemma 7.7 and (7.5):

> Z Z Z Z Z.U(Ul W02 Y1) P 1t PBy2)

i€l jel, O'1€A1’l‘ UzeAz’j rel

= Z Z H(Al,i * Az,j x1) *PBi1i " PB,2,j

i€l jel,

Since P1 @ P, ® Pr < pand pp, (1) = 1:

= Z Z/lﬂ@so] (Ari* 1) - pp,ep, (Agj* I) - pBi i - PBy2j

i€l jel,
- Z HP P (A * 1) 'PBl,l,i) : Z HP,0Pr (AZ,j # 1) " PBy2,j
i€l JEL

= HQ1®PI (Bl,i * I) ' l‘lQ2®7)] (Bz,j * I)

= Heq, (Bl,i) " HQ, (BZ,j) CHPr (I)
Therefore v(B; * By * 1) > pq,eq,ep, (B1 * By * I') for all By € Fq, and B, € Fq,. However, it is
impossible that any of those probabilities are strictly greater than their lower bounds, since then
the cumulative probability mass in Q; ® Q, ® r would be strictly greater than 1. Therefore, we

have that v(B; * By * I') = ig,0Q,eP; (B1 * By * I'), which implies that Q; ® Q, ® Pr < v. O

The next two rules in Figure 7.4 are for interacting with invariants. The ATom rule opens the
invariant by moving it into the triple as an almost sure assertion, as long as the program is a
single atomic action a. Since the entire program executes atomically and I is true before and after

execution, then I is true at every step of the program, therefore it is a valid invariant.
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Finally, the SHARE rule allows a finitary almost sure assertion I to be moved into the invari-
ant. The soundness of SHARE follows immediately from the invariant monotonicity property
(Lemma 7.2). Since the premise of SHARE has a larger invariant, then the set of nondeterminis-
tic outcomes resulting from running C is larger than the set resulting from running C with the
smaller invariant.

LT ([Clpom) €* L7 ([T pom)
We know from the premise that the postcondition ¢/ holds for any distribution resulting from

interpreting the program using £*7([C],,.), and thus i/ must also apply to any distribution

pom

in the smaller set resulting from £ ([C]] pom)-

7.3.3 Treating Shared State as Nondeterministic Assignment

In Section 7.2, we saw how the invariant sensitive semantic model of pcOL effectively treats the
observation of shared variables as nondeterminism. We now reflect that intuition into the logic
by deriving an inference rule called AssIGNSHARED for reading a value from shared memory.
[Px]]| = [e € E] [P] = [own(x) * Q] X ¢ vars(Q,I)
I'ry ([P]) x = e (&xeplx = X * Q1)

Indeed, AssiGNSHARED looks a lot like NAss1GN. Both rules result in a weakly frame preserving

ASSIGNSHARED

triple since the scheduler may be able to induce probabilistic correlation between the distribution
over values of x and other variables in the global memory. The key difference is that in AssiGn-
SHARED, we can use information from the invariant I to determine what values e can range over.

As before, the precondition P alone must imply that x is owned by the local thread.

Lemma 7.9. The AsSIGNSHARED rule defined above is valid.
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Proof. The derivation using rules of pcOL is shown below.

[er> X Aown(x)«QxI| = [er> X| AJown(x)*Q 1|
Fw (e X Aown(x) «Qx*I])x =e([x+—> X*xQxI])
Fw ( &xeple = X Aown(x) « Q «I1) x := e ( &xep[x — X x Q =1I]) .
Fw ([3X € E.e—> X Aown(x) «Q=1T|) x :=e (&xeplx— X *Q=I])
rw (TPT# [11) x = e {( Bcxelx > X + Q1)  [11) roereomer
Ity ([P]) x = e (&xee[x — X * Q1)

ASSIGN

NSpLIT1

XISTS

ATOoM

First, we use ATom to bring the invariant I into the precondition and postcondition. We then
apply a CONSEQUENCE to get the precondition into a form where the value of the expression e is
existentially quantified. Since A is idempotent, we can first make two copies of [P]| * [I], then we
apply the two consequences from the premise of AsSIGNSHARED, and finally, since X ¢ vars(Q,I),
we can combine all three of the pure assertions with an existential quantifier on the outer level.
[Pl [Il = [P*I]A([P]x*[I])

= [e € E] A (Jown(x) QT * [IT)

— [IX €E.e— X Aown(x)*Q*I]
Next, we apply ExIsTs to convert the pure existential quantifier into a nondeterministic outcome
conjunction. The application of ExisTs forces the resulting specification to be a weakly frame
preserving triple, since it makes correlations with the expression e measurable.

Now, we have the same nondeterministic outcome conjunction over the precondition and

postcondition, so we apply NSpLIT1 to do case analysis on the nondeterministic value of e. Finally,

we complete the derivation with a simple application of AssIGN. ]

7.4 SOUNDNESS

We now return to the question of soundness of the proof rules for pcOL, in addition to POL and
DOL. That is, we must prove that any triple that is derivable from the rules is valid according to the

relevant validity definition (4.1, 5.7 and 7.3). We begin with pcOL, and the remaining soundness
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proofs will follow from the fact that pcOL is a conservative extension of POL (Corollary 7.5) and

DOL (Theorem 7.4).
Theorem 7.10 (Soundness of pcOL).

It (p) C () = IEXON (p) C ()

Proof. The proof is by induction on the length of the derivation. Refer to Theorem 5.2 of Zilber-
stein et al. [2026] for the full proof. We will focus here on the cases where the last step of the

derivation is an application a concurrency rule from Figure 7.4.

o PAR.

I'+{p1) C1 (Y1) I+ {p2) Co (Y) precise(y/1, ) PAR
Ik {1 *@2) C1 || Co (Y * Y2)

Since we are using a strong triple, suppose that £; ® P> ® P1 ® Pr < u such that T, P, k ¢; and
I, P, E @ and I', P; £ [I]. Without loss of generality, suppose that #; is minimal. To complete
the proof, we need to establish the premise of Lemma 7.8. Since ¢; and i, are precise, let @,
and Q; be the unique smallest probability spaces that satisfy them under I' (note that if ¢4 or
1, is unsatisfiable, then the premise of the rule is false, so the claim holds vacuously). Take any
piy such that Py ® P; < py and any v; € LUr([C,])T(111). By the premise of the PAR rule, we
know that there is a Q] < vy such that T, Q] k ¢ * [I], therefore Q; * P; < Q], and therefore

we have shown that:
Vﬂl- PP < H = Vv, € LQIDF([[CJ])T(/M). Ql QP <1

We now perform a nearly identical argument for C,, but we also handle the frame. Take any p
such that P, ® P; ® Pr < 12 and any v, € £ Wr ([C2])7 (p2). By the second premise of the PAR
rule, we get that there is a Q) such that Q, ® Pr < v; and T', @, k ¢/, * [I]. Due to precision, we

know that Q; * P; < @, and so Q; ® P1 ® Pr < Q, ® Pr < v3, so we have shown that:

Vit Po @ Pr @ Pr < iz => Yoo, LUT([C]) T (112). Q2 © Pr @ Pr < v
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Now, by Lemma 7.8, Q; ® Q; ® P1 @ Pr < viorall v € .E(]IDT([[Cl]] | [C:DT(p). Let Q =
Q®Q:P1.SoQ®Pr < vandsincel,Q; F 1 and T, Q; k o, we get that T, Q £ g Y = [I],

so we are done.

+ SHARE.
I« J by (@) C(Y) finitary(I)

Jrm @ [I]) C (Y = [IT)
Suppose that P’ € P o, P, P’ < y,and T, P £ @ [I]#[J]. Now, take any v € LU ([C])T(p).

SHARE

By Lemma 7.2, we know that:

UreDf( < £WUrqehiw) = £ [chi(w

Therefore v € £/ DF(|[C]])T (1) and by the induction hypothesis, we know that there exist Q
and @ € Qop Prsuchthat Q' < vandT,Q k¢« [I+]]. Since [I*J] & [I]=*[]], we get that
ILQE (¢ = [I]) = [J], completing the proof.

o ATOM.

Jrm (@ *[I1) a (¢ +[I])
ATOM
I ] tm (@) a ()
Suppose that P’ € P o, Pr, P’ < p, and I, P £ ¢ = [I = J|. This means that there exist ;

and P, such that P; @ P, < P and I, P, k¢ and I', P, k [ * J|. Let 1 and P; be the trivial
probability spaces that satisfy [I] and [ J], respectively, so clearly P;® ; < $,. Now, take any
v e LI ([a]))t (1) and note that:

LU ([al)’ () = ([l 5™
((checkI] ) o[[a]]act (replaceql*][)r) (checklj )) (1)

(Checkq ) ([[a]]act((replacquDr*QJDr) ((check ) (u))))
= (check) £ e’ {retace )’ {(check®)"

Since we already assumed that p satisfies I = J, the first check does nothing.

= (checkd)" (007 (Lal)' (eptace!™)
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Therefore, we know that v = (check(]IDF)T(v’) for some v € LQJDT([[a]])T(,u’) and i €
(replacquDr)T(y)). We know that P1 @ P ® P; <= P ® P2 < P, so there must be a
P" € (P1® Pr®Pj) om Pr such that P < P’ and therefore P” < p. Since P” only contains
trivial information about I, and p and p/ differ only in the states that satisfy I, then $” < 1/ too.
Therefore, by the induction hypothesis, there must be Q and Q" € Q ¢, Pr such that Q" < v/
and I',Q £ ¢ = [I]| = [J]. This implies that I',v' £ [I], and therefore v = v/, since the check

operation does nothing. Therefore, we get that Q" < v/ = v, and so we are done. O

Now that we have established the soundness of pcOL, we can move on to POL and pOL. Note
that all the rules of POL and pOL appear in Figures 7.2 and 7.3 (albeit, in a more generalized form),
therefore any pOL (resp. pOL) derivation using the rules from Chapter 4 (resp. Chapter 5) can
be replicated using the pcOL proof rules from Section 7.3. We can therefore use Theorem 7.10 to
directly justify the soundness of POL and bOL. We begin with POL. By restricting the invariant
I to be emp, the mode m to be s, and the program C to be a pPCL program, we are able to derive

triples of the form + (@) C (). As the following corollary shows, any such triple is valid in POL.

Corollary 7.11 (Soundness of POL). For any pCL program C € emd p:
ey = F ) CW)
Proof. Fp) C(Y) = " Ot (p) C(y) By Theorem 7.10.

— Y (¢) C(y) By Corollary 7.5.
O

If we instead restrict I to be emp and the program C to be a PDCL program, we can derive

triples of the form +,, (¢) C (¢), and any such triple is valid in pOL.

Corollary 7.12 (Soundness of pOL). For any ppCL program C € emd pp:

km (@) C (¥) = En " () C ()
Proof. Fm (@) C () = EOY (p) C(¢) By Theorem 7.10.

— L (p) C(y) By Theorem 7.4.
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7.5 EXAMPLES

We now turn back to the running examples one final time. Compared to the examples in Sec-
tion 5.5, we now modify the two programs so that nondeterminism comes from observing the
values of shared variables rather than an explicit demonic choice. As such, the derivations are
very similar to their prior versions, except that they now include a resource invariant and the
applications of NAssiGN are replaced with applications of the AssIGNSHARED rule that we just

derived in the previous section.

7.5.1 The Concurrent Random Walk

In Section 4.4.1 we saw a random walk program where an agent moves towards termination
with probability %, and in Section 5.5.1 we saw a demonic variant of the random walk where
an adversary could reset the agent’s position in the case that it does not take a step towards
termination. Now, we present a new version of the random walk where the reset position is stored
in shared state rather than being chosen demonically. In effect, the reset is still nondeterministic
because we do not know what other threads are running in parallel. The program representing

the new concurrent random walk is shown below.

while x > 0 do
x=x-1 ®1x = max(x, z)

The reset position is stored in the variable z. When a reset happens, the agent’s position x is
updated to max(x, z), which ensures that the agent will not move towards termination.

As before, the goal is to prove that the program almost surely terminates with x +— 0, and
hence the desired postcondition is [x + 0]. The derivation is shown in Figure 7.5. Compared to
the demonic version (Figure 5.9), there are essentially two changes. First, instead of z +— Z being
a constant assertion in the precondition, z is now a shared variable governed by the resource

invariant z € {0, .., Z}. As such, the loop invariant ¢ no longer references z.

@ =[x R%0<R<max(X,2)]
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The second change is that we use the derived AssIGNSHARED rule instead of NASSIGN to analyze

the second branch of the probabilistic choice. The premise of that rule requires that:

[x > N%0< N <max(X,Z)*xz€{0,..,Z}] = [max(x,z) € {N,.. max(X,Z)}|

[x > N*0< N <max(X,Z)] = [own(x)] R ¢ vars(z € {0,..,Z})

The second two premises clearly hold. We can prove the first implication by upper and lower
bounding max(x, z). For the lower bound, we we know that x = N and x < max(x, z), therefore
N < max(x, z). For the upper bound, we know that z < Z < max(X,Z) and x = N < max(X, Z),

therefore since both x and z are upper bounded by max(X, Z), then max(x, z) < max(X, Z).

7.5.2 The Concurrent von Neumann Trick

As we saw in Section 4.4.2, the von Neumann [1951] trick is a randomness preserving protocol
for simulating a fair coin using a biased coin. In Section 5.5.2, we worked with a demonic version
of the protocol, where the bias of the coin is updated by an adversary on each round. We now
present a concurrent version, where the bias is instead stored in the shared variable q and each
round it is copied into the local variable p.

x =03

y =03
while x =y do

P=4q;5
x :~ Ber (p) §
y :~ Ber (p)

Since parallel threads could alter g between rounds, the bias on each round is effectively cho-
sen nondeterministically. Nevertheless, the program almost surely terminates with x being dis-
tributed like a fair coin. The derivation is shown in Figure 7.6.

Just as in the previous section, there are two differences when compared to the correctness
proof for the demonic version of the von Neumann trick (Figure 5.10). First, we have added
a shared variable ¢, and so we also must add a resource invariant ¢ € [e,1 — €]p governing

the allowed values of q. As before, keeping g within the bounds ¢ and 1 — ¢ ensures that the
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adversary cannot force nontermination, and the step size A ensures that the interval is finite. The

loop invariant ¢ remains exactly the same:

0o £ Prlx - X sy -X] o1 2 [(x =y) > 1+ own(p)]
X~Ber(%)

@ = (@o*[R=0]) V(g1 *[R=1])

The second change is that we use ASSIGNSHARED to analyze the read from shared state, instead
of NAssiGN, which was used to analyze the prior nondeterministic choice. The premises of As-
SIGNSHARED all clearly hold:

[(x=y) > 1xown(p) xq € [6,1-ela] = [q € [6,1—¢la]

[(x=y) = 1xown(p)] = [(x=y) = 1xown(p)] Re¢vars((x=y)— 1,q€ [e1—¢]p)

The final specification is quite interesting. Although an adversary can influence the amount of
time that it takes for the program to terminate, it cannot influence the probability of eventual
termination. In addition, pcOL tells us not only that the final specification from Figure 7.6 holds,
but also that x is probabilistically independent from the local variables of any other concurrent
threads. Not only can an adversary not affect the termination probability or distribution over

values of x, but it also cannot induce any correlation with x.

7.6 RELATED WORK

Logics for Probabilistic Concurrency. Polaris is a relational separation logic built on Iris
[Jung et al. 2018] for reasoning about concurrent probabilistic programs [Tassarotti 2018; Tas-
sarotti and Harper 2019]. Compared to Polaris, pcOL has two main advantages: it supports un-
bounded looping and it supports direct probabilistic reasoning about the distribution of outcomes.
Polaris cannot handle the von Neumann trick, which involves unbounded looping. Because it is
a relational logic, Polaris works by relating a randomized concurrent program to a specification
program, which is randomized and nondeterministic (but not concurrent). That requires the ran-

dom choices between the two programs to be coupled in lockstep.
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In the concurrent shuffling example that was introduced in Section 1.2, we prove with pcOL
that a sequence of many random choices results in a completely different uniform distribution of
outcomes. It would be impossible to recreate this proof in Polaris, since the natural specification
program for a randomized shuffle would only make a single random choice (a uniform sample
over permutations), whereas the actual program makes a large sequence of coin flips. By instead
picking a specification program in Polaris that also makes a similar sequence of random choices,
one might be able to do the relational proof, but then would be left with the challenge of proving
that such a specification program actually generated a uniform shuffle, which Polaris cannot do.

In pcOL, we combine the two steps, avoiding the need for a specification program by building
quantitative reasoning tools into the logic itself. However, the approaches do have similarities.
The invariant sensitive semantics implicitly captures the behavior of the specification program
by converting parallel manipulation of shared state into nondeterminism, which is slightly easier
since the user must only write down an invariant rather than an entire specification program.
Then, rather than externally analyzing the specification program, we directly prove a quantitative
postcondition. While pcOL does not support all the capabilities of Polaris (e.g., ghost state, higher
order state, etc.), proofs are carried out in fewer steps using a single, self-contained logic. In the
future, it may be fruitful to combine the two approaches. Indeed, Bao et al. [2025] showed the
advantages of supporting both relational and unary reasoning in a single probabilistic logic.

Fesefeldt et al. [2022] pursued an alternative technique for reasoning about probabilistic con-
current programs, based on a quantitative interpretation of separation logic [Batz et al. 2019].
Their logic can be used to lower bound the probability of a single outcome, making all but the
private information retrieval example in this paper out of reach. While Fesefeldt et al. do sup-
port unbounded looping, the probability of nontermination is always added to the final expected
values, and so it cannot be used to prove almost sure termination.

Fan et al. [2025] developed another logic based on Probabilistic Rely-Guarantee [Mclver et al.

2016]. While it supports outcome splitting, the program must be re-instrumented to explicitly
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declare where splitting occurs, whereas in pcOL splitting can be used anywhere. Fan et al. have a
rule similar to SpL1T2, but not SpriT1. In addition, their parallel composition rules do not give in-
dependence guarantees, and accordingly can only make conclusions about the local distributions
of all threads, and not the joint distributions of all the variables in global memory, and programs
must be proven to almost surely terminate externally to the logic.

Their logic is based on an oblivious adversary model—a weaker model than our unrestricted
adversary. More programs are verifiable in the oblviious model, so it is sometimes preferred,
however the logic of Fan et al. can only reason about obliviousness in limited ways, i.e., by treating
coin flip actions as atomic. Refer to Section 9.1 for more information about the connections

between pcOL and oblivious schedulers.

163



CHAPTER 8

CASE STUDIES

To cap off the technical development, we now present three case studies to show how the cumula-
tive features from the prior chapters come together for expressive verification of pcCL programs
in pcOL. In general, the proofs require probabilistic reasoning from Chapter 4 to handle sampling
operations; nondeterministic reasoning from Chapter 5 to handle observations about shared state;

and concurrency reasoning from Chapter 7 to handle parallel composition of multiple threads.

8.1 THE ENTROPY MIXER

Entropy mixers produce pseudorandom bits by combining several potential sources of random-
ness. For example, the Linux kernel mixes entropy from physical sources such as disk timing and
human interaction into its pseudorandom generator, which helps to ensure that an adversary
cannot guess future random bits even if it learns the value of the seed [Gutterman et al. 2006]. A

simple entropy mixer program is shown below.

EntropyMixer :
y =03
X1 = y;
X iR Ber(%); y=1

z == xor(xy, x2)
Here, x; is obtained via a fair coin flip and is therefore a high quality source of randomness. On
the other hand, x; is a potentially unreliable source of entropy that it is obtained by observing the
value of y from shared memory. We can make no guarantees about the way that x; is distributed,
just as we can make no guarantees about physical phenomena such as disk timing. Despite that,
we will prove that z, which is obtained by mixing x; and x; using an xor, is uniformly random.
We begin the proof by analyzing the two threads on their own. To do so, we first need a

resource invariant, which will simply be y € {0, 1}. The derivation for the first thread is shown
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in Figure 8.1, and is best read from the lowermost precondition up to the uppermost triple, and
then back down to the lowermost postcondition.

We start in (8.3) with the precondition [own(xy, x2,z)], simply stating that the thread has
permission to read and write all of its local variables. Since the thread contains an observation
from shared state, we will need to use a weak triple, but we are able to strengthen it at the last step.
The first step is to break up the sequential composition and use ASSIGNSHARED to determine that
&yeqo1y[x1 — Yxown(xy, )| after assigning x; := y. The derivation for the second command in
the sequence is shown in (8.2). The first step is to use NSpL1T2 to do case analysis on the possible
nondeterministic values of x;. Then, we can mechanically use SEQ and SAmP to determine that
x5 ~ Ber (%) x [x; > Y % own(z)] for each value of Y.

Next, in (8.1), we do a second case analysis on the outcome of the coin flip using SpL1T1 so
that in the premise, the values of both x; and x; are deterministic, and therefore we can easily
determine that the assignment z = xor(xy, x;) results in [z +— (Y,X)]. In the conclusion of
SpLiT1, we get that @X~Ber(%) [z — xor(Y,X)]. Since Y is fixed outside the scope of the outcome
conjunction and xor(Y, —) is a bijection, then we use a consequence to equivalently say that
z ~ Ber (3), which no longer depends on Y, and therefore it carries over into the conclusion of
NSpL1T2 and down the rest of the derivation. So, the first thread has the specification below.

y € {0,1} + (Jown(xy, x2,2)]) x1 := y § x2 :~ Ber (%) $z == xor(xy,x) (z ~ Ber (%) )

Now, we move on to the second thread. Since the second thread has no local state, the precondi-

tion and postcondition will both simply be [true]|. The derivation is shown below.

(g e 0Dy =1yl S
F([truel = [y € {0,1}]) y := 1 ([true] = [y € {0,1}])
ye {01} + ([true]) y = 1 ([true]) o (8.4)

First we use AToM to move information about y into the triple. The assign rule tells us that
[y — 1], which can be easily weakened to [y € {0,1}] using the rule of CONSEQUENCE so that

we can close the invariant.
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Now, we derive a specification for the whole program in Figure 8.2. We begin by using SEQ and
AsSIGN to determine that [y — 0] after y := 0. Next, we come to the parallel composition in (8.5).
First, we weaken the information about y to [y € {0, 1}| and then we move the information about
y into the invariant using SHARE. Finally, we simply use the PAR rule with the prior derivations
for the two threads to complete the proof, which results in the following triple, showing that z is

distributed according to a fair coin flip, and is therefore a high quality source of entropy.
F ([own(x1, x2,y,2)|) EntropyMixer (z ~ Ber (%) « [y € {0,1}])
Curiously, if we swap x; :~ Ber () and x, := y, then z is not a high quality source of entropy.

x; :~ Ber (3) ¢
y=0 3 X1 =Y3 y:=1
z = xor(xy, x7)

In the entropy mixer variant above, the scheduler can use the outcome of the coin flip to decide
how to schedule y := 1 and thereby influence the value of z. For example, if x, = 1, then the
scheduler can execute y := 1 before x; := y, therefore x; = x, = 1 and z = xor(1,1) = 0. And
if x, = 0, then the scheduler can execute x; := y before y := 1, therefore x; = x; = 0 and
z = xor(0,0) = 0. In that case, we have [z + 0], ie., z is deterministically determined by the
scheduler and is certainly not a high quality source of entropy.

The correctness proof in Figure 8.1 relied on applying NSpL1T2 before SpLiT1, so that the non-
deterministic value of x; is fixed before performing the coin flip and we could therefore conclude
that x, is probabilistically independent of x;. Swapping the order means that we would need to
apply SpriT1 first to fix the value of x1, but since x; is demonically chosen, fixing x; does not help
us in ensuring that we always get a uniform distribution over z.

It may be surprising that the program becomes incorrect after swapping x; :=~ Ber (%) and
X, = y, two commands that have no data dependencies. Indeed, many compilers may perform
that swap in reality, implying that it should not change the program behavior. In Section 9.1, we

will discuss alternative semantic models that are more accommodating to command reordering.
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ConcurrentShuffle :
Partition ; (Shuffle; || Shuffle;) s a = a; + a

Partition: Shuffley :
a; = []saz=[]5i:=0% i = len(ag) §
while i < len(a) do while iz > 0 do
(a1 = snoc(ay, ali])) ®1 (ay = snoc(ay, ali])) ¢ Ji :~unif ([0, .., ik]) ¢
i=i+1 ax = swap(ax, ix, jk) 5
i =i —1

Figure 8.3: A concurrent shuffling algorithm.

8.2 CONCURRENT SHUFFLE

Shuffling is a fundamental tool in randomized algorithms, where it is used used to prevent adver-
sarial input orderings from forcing worse case runtime behavior [Motwani and Raghavan 1995]
and to improve the convergence properties of machine learning algorithms [Giirbiizbalaban et al.
2021]. Bacher et al. [2018] showed that shuffling algorithms can be made up to seven times faster
through parallelization, so we will now prove the correctness of a concurrent shuffling algorithm.

The program, shown in Figure 8.3 is inspired by the Rao-Sandelius shuffling algorithm [Rao
1961; Sandelius 1962]. Let #; ++ £, be an operator that concatenates two lists, snoc(?, x) = £+ [x]
be an operator that appends x to the end of ¢ (the reverse of cons), and swap(¢, i, j) be an operator
that return the list £ with the elements at positions i and j swapped.

The input list is first partitioned into two segments a; and a; using the Partition routine,
which randomly appends each element to a; or a;. Next, the two segments are shuffled in parallel
using Shuffley, which is an implementation of the Fisher and Yates [1938] algorithm. Finally,
the two shuffled segments are concatenated together to produce the output.! We will now prove

that the output is a uniform permutation of the input.

Note that although pcCL does not include functions or subroutines, Partition and Shuffley are simply defi-
nitions of programs that are directly inserted into the body of ConcurrentShuffle, we only factor them into sub-
routines for ease of reading.
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8.2.1 The Fisher-Yates Shuffle

Let us begin by verifying Shuffley, which is an implementation of the Fisher-Yates shuffling
algorithm. The goal is to show that if gy initially has some value given by the expression E, then
ar will hold a uniform permutation of E upon termination. For some list ¢, let II(¢) be the set
of all permutations of . For the purposes of this example, we will presume that all lists do not

contain duplicate values. The specification for Shuffley is given below, and proven in Figure 8.4.
F ([ar — E = own(ig, jr)|) Shuffle; (ax ~ unif (II(E)) )

To define the loop invariant, we first recursively define swaps(n, £), which gives the set of possible
lists obtained when i; — n. Once i} reaches n, all permutations of the elements above position n

are accounted for, therefore swaps(0, £) = I1(¢) (all permutations of ¢).

{t} ifn=1en(¢) — 1

swapsin.€) = { {swap(¢',n+1,j) | £’ € swaps(n+1,¢),j € {0,..,n+1}} if0<n<len(s)—-1

We now define the loop invariant ¢ using swaps. The rank R is given by i, which is bounded

between 0 and len(E) — 1.
¢ = [ix = R%0 < R < len(E) * own(ji)]| * (ar ~ unif (swaps(R,E)))
The final postcondition ¢[0/R] can also be simplified as follows, since swaps(0, E) = II(E).
¢[0/R] = [ix = 0% own(ji) | * (ax ~ unif (IL(E)))

The derivation for the loop body is shown in (8.6) of Figure 8.4 as a decorated program. When
entering the loop body, we know that the tail of ay, is already shuffled. After performing the swap
of iy and ji, we extend the shuffled tail by one position. Clearly, the shuffles remain uniformly
distributed, since X is uniformly distributed, and the element at position N is also chosen uni-
formly. The remaining derivation of Shuffley is quite mechanical given the derivation of the

loop body, and is shown in (8.7) of Figure 8.4.
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8.2.2 Partition

We now move on to prove correctness of the Partition routine. The program iterates over the
input list a and assigns each element to a uniformly random binary bucket, indexed by 0 or 1. We
can therefore index the outcomes of Partition using a bitstring x € {0, 1}ten@ of length len(A)
(where a — A). Our specification will show that those outcomes are uniformly distributed.

To formalize the specification, let us first define some notation. For some list £ and bitstring
x, let £[x] be the list obtained by filtering ¢ to only contain the indices i such that x[i] = 1, for
example, [1,2,3,4][1001] = [1,4]. If x is shorter than ¢, then we pad x on the right with zeros
so that no additional items are taken, for example [1,2,3,4]|[101] = [1,2,3,4][1010] = [1,3]. In
addition, let —x be the bitwise negation of a bitstring, for example, -1001 = —0110. Given the
new operators, we can state the specification for Partition:

([a > Asxown(ay, ap, i, b, iv, iz, j1, j2) |)
F Partition (8.9)
(Town (@i s 1. 2] * By o) [+ ALK # 22 0 ALXT])
After executing the program, the elements of a are split between a; and a, with the partition
being represented by a uniformly chosen bitstring x € {0, 1}y1er@ o prove the specification, we
first need to devise a loop invariant ¢/, which is shown below.
Y= @[al—)A*al — A[X] * as — A[-X] =i > len(A) —R %0 < R < len(A)]
X~unif ({0,1}1en(4)-R)

The rank R is given by len(a) — i, so that as i iterates from 0 to the end of the input list a, the
loop deterministically moves closer to termination. On iteration i, the outcomes are indexed by
a uniformly random bitstring X ~ unif ({0, 1}') of length i. Each X corresponds to the first i
elements of the input list a being allocated to a; and a; in a different way.

We now show the derivation of the loop body as a decorated program in Figure 8.5. We start
by using SpLIT1 to condition on the allocation of a from the previous iterations. The probabilistic

choice to either extend a; or a, results in two fresh outcomes. We represent those outcomes by
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appending either a 1 or 0 to the end of X, which dictates where the element a[i] will be included.
Since X is used directly in a; and is negated in ay, then appending a 1 to X has the effect of adding
an element to a;, whereas adding a 0 has the effect of adding it to a,. With uniform postconditions
for the two branches, we can use ProB to put that postcondition under an outcome conjunction.

After incrementing i and applying a CONSEQUENCE, we again satisfy the invariant, but with
the rank decreased to N — 1. Note that when R = 1en(A), the invariant simply states that i is zero
and a; and a, are both empty.

¥[len(A)/R] = @ fa s A ay > A[X] * ag > A[~X] % i > 0]
X~unif({0,1}0)
=lam Axar o [ xaz - [[+i 0]

That is precisely the postcondition that we get after a; = [] §a, = [] §i = 0, the opening
sequence of Partition. In addition, when R = 0, we essentially get the desired postcondition of
Partition from (8.9).

ylo/Rl= @ lar- Asaio AlX] xa; — A[~X] +i - Llen(4)]
X~unif ({0,1}1en(4))

= @ [a; > A[X] % ay — A[-X] *x own(a)]
X~unif ({0,1}1en(4))

Therefore, we can complete the derivation using an application of BOUNDEDRANK.

(8.8)
- (¢[len(A)/R]) while i < len(a) do (..) (¥/[0/R])

BoUNDEDRANK

8.2.3 The Main Algorithm

To complete the proof of ConcurrentShuffle, we now simply put the previous pieces together.
The final specification simply states that if a — A before the program runs, then a will be a

uniform permutation of A after the program execution.

F ([a— A=xown(ay,ay, i, iy, is, j1, j2)|) ConcurrentShuffle (a ~ unif (II(A)) )
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The full derivation is shown in Figure 8.6. For brevity, we let:
d £ unif ({o, 1}1‘*"“‘)) dy £ unif (TI(A[X])) dy £ unif (TI(A[-X]))

The first step in the derivation is to apply the specification for Partition from Section 8.2.2,

len(@) "and are distributed

after which point the outcomes are indexed by a bitstring X € {0,1}
according to d. Each X witnesses the way that the elements of a are partitioned between a,
and a;. Moving to (8.12), the next step is to use SpLIT1 to condition on X. Then, in (8.10), we
apply the PAR rule using the specification for Shuffle; from Section 8.2.1 for each thread, which
gives us that a; ~ d; * a; ~ d,. That is a; and a; are independently and uniformly distributed
permutations of their original values. Using CONSEQUENCE and the distributive law of 5, we
rewrite the postcondition to be @ Aydy @ Ap~dy [a; — A{*ay — A,]|. That allows us to conclude
that P, 4 Da,-q,[@ > A1 + A;] after executing a := a; + a in (8.11).

Returning to (8.12) in the conclusion of SpriT1, the final step is to prove that the three nested
outcome conjunctions imply that a is a uniform permutation of A. Take any ¢ € II(A) and let
n = len(A). For every 0 < k < n, there is exactly one split X such that X assigns the elements
£[0],...,¢[k — 1] to a; and the rest to a,, and X occurs with probability zi,, Further, given that a
was partitioned according to X, then a; and a, are shuffled so that a; ++ a; = ¢ with probability

%ﬁ Thus the probability of getting the permutation ¢ is 37 _, zi"% (n_lk)! , which is equal to %

by a straightforward application of the Binomial Theorem. Since there are exactly |II(A)| = n!

permutations, that means that each permutation is produced uniformly.

8.3 PRIVATE INFORMATION RETRIEVAL

Private information retrieval (PIR) protocols allow users to fetch data from a server without the
database operator learning what data was requested [Chor et al. 1998]. A simple form of private
information retrieval is modeled in the program shown in Figure 8.7. The Fetch; programs pro-
cess a bitstring query gy, indicating which entries of the database d to return. Those entries are

then bitwise xor’ed together to form the response ry.
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PrivFetch : Fetch :

g1~ unif ({0,1}") 5 ik =057 =03

g2 = xor(qy, x) 3 while iy < len(gx) do

fetch, || fetch, ¢ ri == xor (ry, qi [ik] - d[ik]) §
r = xor(ry,ry) I =i +1

Figure 8.7: A concurrent private information retrieval protocol.

Private retrieval is implemented in PrivFetch. The input x is a one-hot bit string of length n
1hot(K), with a 1 in position K (indicating the index of the data to retrieve) and zeros everywhere
else. Two queries are then made concurrently. The first one uses a uniformly random bit string
q1, and the second uses the same random string xor’ed with Thot(K).

The final result r is an xor of the two responses, which reveals the data at position K. Barthe
et al. [2020] proved the correctness of a similar example in PSL, but their version was sequen-
tial; both fetches happened within a single for loop. Our version better models a distributed
system where the computation does not occur in lockstep, but rather occurs concurrently. We
first present a specification for Fetchy, which states that ry is an xor of data entries i, such that

qr[i] = 1, subject to the invariant that d — D.

d— D+ ([qr = E]* [own(it,rt)]) Fetchy ([re — O<i<>§l?EfEi]:1D[iﬂ>

The derivation of the specification is shown in Figure 8.8. We first use SEQ and AssIGN in (8.15)
to conclude that iy +— 0 and ry +— 0 after the initialization. The next step is to analyze the loop,
which requires a loop invariant. The invariant ¢ simply states that after iy iterations, ry holds the

xor of the first iy elements of D, which were requested according to the query g.

=g Exip—>n—-R*0<R<nxr xor DIi]]
0<i<n—R:E[i]=1

The rank R indicates the remaining number of iterations until termination, and it clearly bounded
between 0 and n. We can also specialize ¢ to obtain the precondition and postcondition of the

whole loop, shown below:

p[n/Rl =[qx = Exip—> 0%ri = 0] @[0/R] = [gr = Exix > n*ri > xor  D[i]]
0<i<n:E[i]=1
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Analyzing the loop is simply a matter of applying BOUNDEDRANK in (8.14), leaving only the
derivation for the loop body in (8.13). After breaking up the sequential composition, we use ATom
to gain access to d in the first command. Since r is updated to an xor of itself with g [ix] - d[ik],
then its value will only change if g [ix] - d[ix] is nonzero. That means that r; will only change if
g lix] is nonzero, which means that the data value at position i, was requested according to the
query qk. Therefore, the application of AssiGN simply extends the bounds of the xor operation.
After incrementing i, the loop invariant ¢ holds again, but now with R = N — 1.

Now, we move on to the main procedure, whose specification is shown below. That is, if
x — 1hot(K) before execution, then r — DJ[K] after execution, proving that the correct piece

of data was fetched.
F ([x = Thot(K) *d — D % own(qy, q1, 71,72, 1, i1, iz) |) PrivFetch ([r — D[K]])

The derivation is shown in Figure 8.9. We begin by using SHARE to move the information about the
database d into the invariant. After sampling into q;, we use SPLIT2 to condition on the outcome
of the query. After assigning g,, we get [q; — Q] * [g2 — xor(Q, 1hot(K))|. We can then apply

the PAR rule in (8.16) to analyze the concurrent fetches to get the following postcondition:

[r1 — xor  D[i]]*[ry— xor DJi]]
0<i<m:Q[i]=1 0<i<n:xor(Q,1hot(K))[i]=1

After the final assignment r := xor(ry, r;), we want to conclude that [ — D[K]]. To do, so, we

use the fact that r; and r;, differ only in the term at index K.

xor(ry, r;) = Xor ( xor  DJi], xor
0<i<m:Ql[i]=1 0<i<n:xor(Q,1hot(K))[i]=1
- xor(D[i], D[i]) if Q[i] = xor(Q,1hot(K))[i] =1
=xor § D[] if Q[i] = = xor(Q, 1hot(K))|i]
= o otherwise

Since xor(D[i], D[i]) = 0, we can combine the first and last cases.

_ )}(15}'{ D[i] if Q[i] = = xor(Q, 1hot(K))[i]

i=0 | 0 otherwise
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Note that Q[i] = = xor(Q, Thot(K))[i] occurs only when i = K, so we can rewrite the conditional.

= Xor )
i=0 | O otherwise

n—1 { D[i] ifi=K

Since xor(x, 0) = x, then we can drop all the zero terms.
= D[K]

Since the assertion r — D[K] is convex and does not depend on Q, we meet the side conditions

of the SpLIT2 rule, and therefore the final postcondition is simply [r — D[K]].
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CHAPTER 9

CONCLUSION

Throughout the prior chapters, we have seen how reasoning about randomized program behavior
(Chapters 3 and 4), nondeterministic program behavior (Chapter 5), and concurrency (Chapters 6
and 7), come together in pcOL. The result is an expressive logic, which can be used to composi-
tionally prove correctness of concurrent programs in terms of the distribution of outcomes that
they produce, as demonstrated in Chapter 8.

Whereas most prior approaches to formal methods for randomized concurrency have taken
the approach of starting with an expressive concurrency logic and adding probabilistic reasoning
[Liet al. 2025a; Tassarotti 2018; Tassarotti and Harper 2019], pcOL is designed from the ground up
to support probabilistic reasoning natively. Consequently, pcOL has the expressivity to describe
the distribution of outcomes that result from execution of the program, compositional reasoning
principles based on probabilistic independence, and the ability to prove almost sure termination
of unbounded loops.

However, just as Concurrent Separation Logic (CSL) [O’Hearn 2004; Brookes 2004] has been
developed over the past two decades to support more expressive ways to reason about concur-
rency, there are also promising directions to further develop the base pcOL theory. We will dis-
cuss future directions in Section 9.1 as well as goals for mechanizing pcOL in Section 9.2 and

applications in Section 9.3.

9.1 FURTHER THEORETICAL DEVELOPMENTS

Relaxed Scheduler Assumptions. The semantics of pcOL is based on the convex powerdo-
main, which represents a very strong scheduler model. Not only can the scheduler use random-
ization [Varacca and Winskel 2006], but it is also adaptive [Ben-David et al. 1990], in that it can
adapt its decisions based on the random choices that occur during the program execution.

The adaptive model is too strong for some use cases. For example, some consensus algorithms
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requires an oblivious scheduler, which cannot see the random values that have been sampled
[Chor et al. 1994; Aspnes 2012]. At the end of Section 8.1, we also saw how the adaptive model is
sensitive to reordering of commands that do not have data dependencies, which does not agree
with the way that compilers may rewrite programs.

Operationally, we can think of an oblivious scheduler as a simple deterministic function
f: {0,1}" — {0,1}, which produces its next binary choice given the finite sequence of prior
choices that it has made. Denotationally, we can represent oblivious execution using a composi-

tion of the probability distribution monad and the state monad.
O(X) £{0,1}* - D(X x {0,1})

So, O(X) is a function whose input is an infinite stream of scheduler decisions p and whose
output is a probability distribution over pairs (x, p’), where x is the result of the computation and
p’ is the suffix of p with the consumed scheduling bits removed from the beginning. We define
a nondeterministic choice 0; & 0, as a function that takes in a stream o and returns the result of
running o; (resp. oy) if the first bit of o is 1 (resp. 0).
. | oi(p) ifp=1-p
o son(p) = { 20 A=
The linearization function £ for pomsets with formulae was originally formulated to be paramet-
ric over a computational domain D [Zilberstein et al. 2025a], so the underlying semantic model
of pcOL could be immediately instantiated using O instead of C. Letting £ be the function from
Section 6.4 instantiated to the domain D, and given any pomset & and schedule p € {0, 1}, the

oblivious scheduler model produces an outcome of the adaptive scheduler model.

Lo(a)(p)(0) € Le(a)(0)

That means that all of the inference rules of pcOL carry over to the more constrained oblivious
case, giving us an expressive base logic to reason about randomized concurrent programs in the

oblivious scheduler model.
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Of course, it is also possible to add more powerful rules that leverage obliviousness. Fan et al.
[2025] recently introduced such a logic, but the only rule pertaining to obliviousness was the
lazy coin principle, which allows one to treat a probabilistic choice between two atomic actions
a; ®. ay as a single atomic program, meaning that the scheduler effectively cannot make any
choices between the probabilistic choice and the execution of the resulting action. However, any
nondeterministic choice that occurs after the lazy coin cannot be assumed to be oblivious in that
logic, meaning that programs must be written in a very specific style in order for the logic to
apply. That opens up major risks when translating programs into code, especially since most real
languages do not include a C; ®, C; operator.

By contrast, pcOL opens new possibilities for compositional reasoning about obliviousness
in terms of probabilistic independence. For example, the triple below is valid in the oblivious (but

not adaptive) model since an adaptive scheduler can introduce a correlation between x and y.
(fown(x, y)1) x =~ Ber (3) sy < {0, 1} (x ~ Ber (3) * &yeqon[y = Y1)

One might imagine that such a triple can be proven by changing NAssiGN to produce a strongly
frame preserving triple. However, that would not be sound. The difficulty in designing oblivious
rules is that information about random choices can still leak to the scheduler through side chan-
nels. For example, in the following program, the value of z might be decided by either the first

or second bit in the scheduling sequence depending on the initial coin flip into x.

if x =1 then
. «— 10,1
x:~flip(3) 3 elze {0.1} sz« {0,1}
y:=2

Therefore, using any sequence where the first two bits differ, the program above results in either
x = z with probability 1 or x # z with probability 1, which is a clear correlation. So, rules like
NASssIGN cannot always produce strong triples, but rather only when no random information has

been leaked, making the sound formulation of such a rule challenging.
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Fair Termination. Although pcOL can be used to prove almost sure termination, it is limited
to cases where the behavior of parallel threads cannot affect the eventual probability of termina-
tion. Concurrent algorithms often require one thread to make progress before another thread can
advance. As a very simple example, consider the program below where the first thread busy-waits
until the second thread releases a resource.

while x = 0 do skip x =1

The program above does not terminate in the semantic model from Chapter 6, since the scheduler
can run the busy-wait forever and never allow the second thread to make progress. In other
words, the scheduler is not fair [Francez 1986] because it can starve individual threads. Many
randomized consensus, leader election, and synchronization algorithms only terminate with a
fair scheduler [Ben-Or 1983; Lehmann and Rabin 1981; Itai and Rodeh 1990; Hart et al. 1983].
One difficulty in defining a fair semantics is that fairness is a non-compositional property of
infinite traces; it is impossible to determine if an execution is fair by looking at its finite approx-
imations. Fairness also results in unbounded nondeterminism [Apt and Plotkin 1986], as we can

see in the following modification of the prior program, which now counts iterations.
i=03whilex=0doi:=i+1 | x:=1

Since the scheduler could delay the assignment x := 1 for any finite number of steps, then i is
effectively assigned to be a nondeterministic natural number at the end of the execution. That
poses a problem because the convex powerdomain cannot represent unbounded nondeterministic
choices [Mclver and Morgan 2005]. One solution is to adopt the weaker notion of probabilistic
fairness, which states that each nondeterministic choice must be made with probability at least
¢ > 0 [de Alfaro 1999]. Rather than standard fairness, which is a global property on infinite traces,
probabilistic fairness is a local property of each nondeterministic choice. Another possibility is
to move to a tree semantics, where unbounded nondeterminism is permissible [Back 1980, 1983].

As a further challenge, compositional approaches to liveness and fair termination verification

are very complex even without randomization [D’Osualdo et al. 2021; Liang and Feng 2016, 2017;

185



Lee et al. 2025]. Moving to a probabilistic liveness setting, where each thread only makes progress
probabilistically rather than deterministically, adds an additional layer of unpredictability. Enea
et al. [2026] recently introduced a proof rule for reasoning about fair termination of randomized
programs, but their approach only models round-based protocols rather than true concurrency.
As with the case of oblivious schedulers, fair schedulers are a restriction of the unconstrained
schedulers of pcOL, meaning that the rules of PcOL over-approximate the behavior of programs
under a fair scheduler model and therefore all the rules of pcOL apply to fair schedulers as is.
The challenge is designing new rules for loops that allow us to prove termination of loops when

termination depends on shared state.

Resources and Fine-Grained Concurrency. As with PSL [Barthe et al. 2020] and most other
logics that build on it [Li et al. 2023; Bao et al. 2025, 2022, 2021], our resource model uses variables
rather than dynamically allocated pointers. The challenge in adding dynamic allocation is that
different heap addresses may be used in different random computation branches, and therefore
the notion of separation becomes more difficult because the domains of the heaps in each distri-
bution may not be disjoint. Outcome Separation Logic (OSL) combined dynamic allocation and
separation with the ability to specify the probabilities of many outcomes [Zilberstein et al. 2024],
but OSL used a simpler form of separation ¢ ® [ P|, which could only combine outcome assertions
¢ with pure assertions [P], and thus did not include any probabilistic independence guarantees.

Amaryllis extends PSL to support dynamic allocation and more general forms of resource
algebras [Lohse et al. 2026], but it is limited to finitely supported distributions, and therefore the
underlying model does not have a bcpo structure that can be used to give semantics to unbounded
loops. Modern CSL implementations such as Iris [Jung et al. 2018, 2015] use resource algebras,
so that additional types of physical and logical state can be added to govern the ways in which
concurrent threads modify shared resources. Bluebell already includes permissions, which help
to duplicate knowledge about read-only variables [Bao et al. 2025], however many other resources

are used in practice making the Amaryllis approach more promising.
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As an example, it seems reasonable that we should be able to prove the following triple. The
program probabilistically increments x in two threads, and we want to conclude that x is uni-

formly distributed between 0 and 3 as a result.
(x> =)x:=03 ( x = x+1&; skip H x = x+2&; skip ) (x ~ unif ([0,1,2,3]))

However, the triple above requires ghost state in order to describe how the shared state evolves,
whereas a simple pcOL resource invariant can only describe a property that is always true.

An interesting alternative direction is to exploit internal determinism [Blelloch et al. 2012] to
verify concurrent programs as if they were sequential. Moine et al. [2026] introduced the no-
tion of schedule-independent-safety to show that a non-probabilistic concurrent program behaves
equivalently in all interleavings, which allows them to sequentialize the program in any way they
want using an angelic program logic. Using the same idea, the following rule that sequentializes

a parallel composition would be sound in pcOL.

I+ {p)C13Cy (V) Schedulelndependent(Cy || Cy)
I+ {p) Ci |l G2 (¥)

As Moine et al. [2026] showed, for programs that are internally deterministic, sequentialization

leads to simpler proofs as compared to using ghost state. Further, the proof of schedule indepen-
dent safety can be fully automated. For the program above that results in x ~ unif ([0, 1, 2, 3]), it

would certainly be easy to verify the sequentialized version using pOL.

9.2 MECHANIZATION AND AUTOMATION

This dissertation presents the PcOL metatheory from the ground up. Although the traditional
pen-and-paper approach best communicates the theory in a human readable way, applications of
pcOL do not scale on paper. In Chapter 8, we already began to see the limits of typesetting pPcOL
proofs on a page. Going forward, it therefore makes sense to move the development of pcOL into
a mechanized proof assistant to benefit from the machine-checked correctness guarantees, the

scalability of working with code, and automation.
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Mechanization of the pcOL metatheory is already underway in the Lean Theorem Prover
[de Moura et al. 2015; Moura and Ullrich 2021]. Some key results such as the convex powerdo-
main', pomsets with formulae?, and Lemma 7.8> have already been formalized. Lean is the ideal
choice because much the underlying probability theory, domain theory, and topology needed to
support pcOL are already formalized in mathlib [mathlib Community 2020], although more work
is still needed to formalize all the foundational theories of pcOL, such as the convex powerdomain.

A further benefit of moving to Lean is the ability to take advantage of automation. For decades,
program logics have been automated through the formulation of weakest precondition calculi [Di-
jkstra 1976], and that approach has extended to logics with outcome assertions too [Zhang et al.
2024]. However, weakest preconditions run into undecidable problems, such as finding loop in-
variants, for which automation is only possible via heuristic based approaches.

More recently, tools such as Harmonics’ Aristotle [Achim et al. 2025] and Google’s AlphaProof
[Hubert et al. 2026] have shown that generative Al can be effectively tailored to solve complex
mathematical problems in Lean. By the same token, tools like Aristotle and AlphaProof could be
trained specifically to work in a logic like PcOL to prove the correctness of randomized concurrent
programs, or at least to automate some parts of the proof.

Given that a growing amount of real-world software is being generated by opaque Al agents,
rigorous semantic models to ensure that correctness proofs are faithful to our intuitions take
on new importance. A specification (@) C (¢) is only as meaningful as the definitions of the
assertions ¢ and ¢, the program semantics, and the validity definition of the triple itself. So,
well understood theories such as pcOL and pomsets with formulae will play a significant role
towards software safety as Al use continues to proliferate. As we will see in the next section,
many critical software components rely on the combination of concurrency and randomization,

further motivating the need to mechanize pcOL.

'https://github.com/zilberstein/convex-powerset
Zhttps://github.com/zilberstein/pomsets-with-formulae
Shttps://github.com/zilberstein/pcol-iris
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9.3 APPLICATIONS

Randomized concurrent algorithms are crucial to modern distributed systems, but are also noto-
riously difficult to design and implement correctly. Formal methods offer a promising solution,
but existing logics are not powerful enough to prove full functional correctness (especially live-
ness) of real programs. The developments of pcOL outlined in Sections 9.1 and 9.2 will unlock the
ability verify programs in new domains. The following examples constitute only a brief survey
of applications for pcOL. As a common thread, randomization is often instrumental to safety and

performance of distributed systems.

Consensus Protocols. Consensus ensures that multiple independent processes agree on a sin-
gle data value, despite failures, asynchrony, or conflicting proposals. It is fundamental to modern
computing because it ensures consistency across distributed systems, underpinning technologies
such as replicated databases, blockchain networks, and fault-tolerant services.

Fischer et al. [1985] famously showed that consensus cannot be achieved deterministically
in an asynchronous system with faults. Hence, many classical approaches to consensus, such as
Ben-Or’s [1983] algorithm, fundamentally rely on randomization. In Ben-Or’s algorithm, nodes
broadcast their current values in an attempt to reach a majority vote, and decide on a value if
enough proposals match. If consensus is not reached, nodes adopt a random value for the next
round to probabilistically converge to a single value. Consensus therefore intersects with almost
sure termination, as convergence is not guaranteed after a fixed number of rounds, but rather the
probability of convergence goes to 1 as the system continues to execute. Similar algorithms have
been applied to the related problem of leader election [Itai and Rodeh 1990].

More recently, consensus has attracted renewed interest in blockchain and cryptocurrency
applications. Indeed, consensus is crucial to blockchain because it enables a decentralized net-
work of untrusted participants to agree on a tamper-proof version of the truth without a central

authority, thereby securing the network against fraud. New randomized consensus protocols
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have been introduced as part of the Algorand [Gilad et al. 2017] and Avalanche [Amores-Sesar
et al. 2024] blockchains, and Frank et al. [2025] advocated for the ongoing use of randomization
in consensus to increase reliability and efficiency. Although formal methods have been applied
to safety verification of blockchain consensus [Alturki et al. 2019; Esposito et al. 2025], liveness

verification (i.e., almost sure termination) is still out of reach.

Secure Multiparty Computation (MPC). MPC enables multiple parties to jointly compute a
function over their private inputs without revealing anything beyond the final result. Randomiza-
tion makes the protocol execution unpredictable, ensuring privacy and correctness by preventing
adversaries from inferring private data or exploiting deterministic patterns.

MPC grew out of Shamir’s [1979] secret sharing, which distributes randomized shares of se-
cret data so that only authorized subsets of parties can reconstruct the original value. Randomness
ensures that each individual fragment reveals nothing about the secret. Yao [1982] subsequently
introduced the first secure two-party protocol for the millionaires’ problem, where two million-
aires determine which one of them is richer without disclosing their net worths. A general MPC
algorithm was later developed by Goldreich et al. [1987].

Multiparty computation has been used in the real world to analyze income inequality [Lapets
etal. 2018], to analyze Google advertisement conversions [Ion et al. 2020], and to decentralized the
storage of cryptographic keys [Shoup 2000]. Refer to Lindell [2020] for a survey of the techniques

and additional applications.

Sketching and Approximation. Compact probabilistic representations of large datasets en-
able efficient computations and queries in distributed and streaming environments. For example,
Morris [1978] showed how to compactly represent large counts using randomized updates, and
Flajolet [1985] extended the technique to count distinct elements in a data stream. That work
formed the basis for the HyperLogLog algorithm [Flajolet et al. 2007], which is used in industrial

database applications at Google [Heule et al. 2013], Meta [Honarkhah and Talebzadeh 2018], and
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Amazon [Yu and Zarifis 2021]. Further examples of probabilistic data structures include Count-
Min Sketch [Cormode and Muthukrishnan 2005], which is used for network monitoring by AT&T,

and skip lists [Pugh 1990], which are used in database applications.
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